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ABSTRACT 

Q 

gr 

A system and method of protects security of data. The data is O 
packaged together with one or more permission that designate 
what actions are allowed with respect to the data. The package ^ 
can be opened when there is approval for doing so and the 
allowed permissions are maintained. The data is stored within a ■*< 
vault and there are a number of available security procedures that 
prevent the unauthorized access of the data. 
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^g-7fl^ ^-2001-0109271 

* ii 

£ 4^ $\o}°. H.$_%}7]^ Hl€tb^>7> 4°J-& l^a-^r 3* 4fe i*l ©1 3 s.*M ^fl 4 ^-a- >n^- 

?b4. 

£ 1 

4fe B] ^.sLJfEl 3#EW ££f ^ 514. eye}- Ol 2}oJS.^ ^SS^. ^7) 3±<£2] **^44 **W7> =L ^ 

at Sife U-^ol &4. 71^/154 2jt*v tfl-g-o} ^4 oieitb ^.2.3. SZ71 m-g-ofl ol 

£ ^£ 4^HH ^71 si- ^ ^-4«>Ji7-} 7M^Si^. 

a^)^ -gig 



A oM)*Ml % v 2:s>^, <*|&| £.£°1]4 £13^.3^ £ 1* c)ioiEia.<?]-^^^(io)-i- t 1 

*j4fe tilMEllitt* <^*}- A^E^ tg-igo] <g ^AlojjS. 44^4, -g- ^AjcflS*!, £Al^ dloi^^Ai^E^d 

a. gig*) AjAjofl^ Jfl7l*|(12)fe ^V^^r CflolE^Ail- nVS-Jl Aj- 7 ) ^ A] ( 14) 7} ^7} ^t!" ©1 

4e1#4. ^HS*!, ^71^(12)4 3lAlMl(14)fe C-fl o] E] iL<tV* #»JI *>7l «W 3*3 vflH^Aj. 

oflA^ 3$*H 5L*1=]*1 ^^m, ^^oi]^, H^5>7|] 3fl7l^(12)2l- ^Al^(14)fe %-^<L 

3. ^ 514. -g. ^^l^Aj-oflAi ^5]^ " fl*^" , " ^j^E^Al^Efl" , £fe » Al^^« °- cfl^j^ =^Al ] 

a] IieU/afe °l-g- 7^4711 sRr i«"4^r ^JAS. ^ SJ4. Aj-7] ^Ife ^l^ol HSAflAi, u}o\3_s. 

^-Al-SV rqul-oli, 7H-y-g- ^^(^1* iQ-i-, ^-PC), cil^H^- Sfe ^a.^Eflol^, uflH^a^ 

si, "il'yHefl'a, -B-¥-^7l7l7l- 514. ^J-71 -B-¥-ii7l7lsl oi| S Ai ^^.4, aj-j:^ ey^u]^, -a«-si^, 7fl°l-8- cj^l^ 

iLS^l, -¥-^^#71, Cl^^Al^l7l- 5icf. Aj-7) Aj-J:^ <g Bfl «1 ^ 91^^ T= £fe 

^1 ^.A7}7]7\ 5i4. ^^S^, ^^.fe ^>^(e-mail) ^^3. ^*€4. Tfl^V -& 

f.Ai o. s ^ 51^1, £fe ^ 514. 



4^3]tb -gAloflS-H 3fl7l7i(12)^ ^4°fl7fl 5V^>711 CflolEj* ^ 5i^ ^^7>^^V ^-g- ^ StlS- 

^ ^€4 elAiuKu)^ 4^5>7fl ^1-4 o|Aj-oi ci4o]i s4°liH4 $]o)&\9) 4 -§--§- ^e!4fe -S--8-HS. 
ael"J <?]Elai]oli(oi]s. s.^ Win3 2 =5.^)^)5. ^£4. a. Tg^]A^oflAi 7)£% $<L3.*], 21^^(14)-?- 

S| Aj^o,)^ Tl^-S.^ ^"^51^ 0>^.7l)Sl C14C1A; 0^01^71- 514. ^ ^>HlAl<HlAi ^^-51^ » OlMEi" £ 

^ " ^Ji" ^ H^ill ^ 51ji cfl^S ^Jiisl -B-^, ci| o] eh £^ 4€- m-g-(<^l» »<H ^iS, ^.^i., wlc)^. 
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« 

e)HEj 3fl7lAl2l ^o)l cfl^b ♦ *JM n nflofl AiS^c}-. ole^V « <^7>a1 cf^- E}-<y^ 5J£ sj 

^^■(^1* *<H 1*1 ?>H olcf. O)^ # o| SjTiuf T^A^ ^ Sicf. 3B?l^lfe =L <JH n°]K\2}- 7>Aj 



Bl^ltH(14)7> a^l-ai *°l*Mfl*H ^Vtt4. ^"fl ^<i]°]5l<3 3fl7l*l«- *ie|5Rr &1 

Al«1(14)ofl -tli* iL-Jli}. °lam a]^ 7 |.-^ 3fl7|*l-» ^-§r ^ Sife 5ieM«1» #fecf. 

A o V 7l e]Al^(14)^ ^Alo))oflAl ^O^S e)-u|-Sl ClBl-Oli E.El-o]tHsq- «>^2lS|-7fl^ o}^ 7 ^2\ + c&Ht^ ^~ 

E)4°|i HeH^/SLfe tjafoii seHt^ 4^ *^51 «VfM*WI o)^-^ ^ o^. ol^^ Ajigo} <^H, 
?HeHl sfq-o] t^h1-o1>i sefoi^ofl ^ ^*]d\]d\}^ oj.^. 7 fl^ c^H^ :=b}-°1«1^ 7l^-^?l ^-g- 7}^ 
7}o]t%. SHUT'S c)u>ol^ nej-oltils] ^ &7l nfl^-o|cf. <Q*Vq<L3., o\z]^- ^A}^]6\}^\ cf^s^ 2)- 

«^o) ^ojo. oj^^ C-HolE^^ol ^^-4iSq- ^.S-g- =2+01^^ ^.SV e)Al^(l 4 )ofl 2]sfl ^-^]^ 

oV^ Aj-7l =^ol«l7l- ««« ^ at}<3, Aj-7] 3fl7]Al^ A>-g-7>ofl 7)| £.^o] *] 7 \ ^^Cfjl ^^Cf. ZLZ] 
JL/^ nnfl&<^| 7^1^ o.S 4^51^ 7VSfl^ m<H±:7H4 £^ ^ 7>x| t}^ ^5lfe AH^A)-*J-i- ^e^- 
ol»H* *S*tJ-^, 3.nfl S^O]^^ Aj-7] T-i^ofl 7^)g ^olEjS-^El Afl^*] ^A}^\JL, o)%-6\] tfl^V » 

Eflzr 4°^^: ^S^*H, ^^7>^v t-flojEi a.- ^7le>7l ^71 7i^5i ^>fe ^t§7\ 

s- 7i^ofl 7^j-£|^ 7^0] !MH!-g- aj^i^ ^o(| q-Efvfl^ ^la^t 



a. ^Al^oflA^, Aj-7) T^i^r 5>S=e)-OlU.^ «>>eflofl 7l#^ T-i^^Hl-S-, ^.OJ^^S.S. 7)%±.1g^)o} 

1-, ^^cflolEil-s.^ ^-a- ifl-?- i<?1:£ o}t7}x]s. iiss]^ ^<a* i^-tl-cf. «1 ^^Hl^Mi, ^71 7]^o)l 

€ Sq-'S*^ Aj-71 ^A^^ ^E)-o)^ £^ Aj- 7 ] AJ-7I aj^i cflolEj^ 3. *>*IM cfltb ^9^€ cflo)E] 

^S^AVofl cfl*V ^^El Olf.^ ^*Vcf. T^itWH-g-^- ^^E] ^11-4 ^7] ^ofl Aj-7] ^^ofl 7^J- 

Aj-71 7^J-^ofl OJ^ Aj-7] CflolE^ a>^-3]5l-7fl °>i^S]j7/ E ^ ^ ^ Si^-H 3 7fl 

^■5>7l =r 514. Aj-71 7^ife «V^5Vt11 sl^- il^ofl cflsH c^el e^lt^. iJis]^, ofefl^Ai 



AJ-71 Cf^S.^^ °fl ^^r&] ^f-g-Af^ Aj-7] AiAj-i A[o)ofl iiS. ^a]^^ X-]^ ^o] *\ o) cf . Aj- 7 | 

Ai Aj-iS]- cefolUl^ C2|.o)tLofl ^c^cf. Aj-7] iE.ef°lHl^ ^^El^A^ 3L#-fr 7jA|sl-Jl Aj-7] 7>Aj-Eflo] 

^-8: ol-g-SH 7^^i2l 4«a^ ^a17]d1 ifl-g-ofl Aj-^ol ^^Al^^-i: ^.^§^7] %**\ ^-g-AV^Ei <Qe\ 

tb4. A o v 7| ^^^s) aRis) ^Al^ a^^o^ o)a)1- -^ji, ^7) s.s\o}b]^ 

ZL 7.}%]* 0_S. ^*}5L ^^Sll^l AV-8-A>ofl o|Sfl ol-g-S^ 7^±S] A)) ^ Eflzz. olff ^?Vcf. Aj. 7 ] 
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s] ^H^l^l nfl a 0 v 7) ^^e^ oi Eflzi(^ = (spoofed) EflzDoi^] 2j-g-s]:n. <g*f| ^oll-^m ^ 

010.S1 ifl*lfe fiS7l nflg-ofl, Aj- 7 j Se^-ol^4 A^^o] §7fl, ^*lir AV-g-xHTll 2i°1 ^ T $M " ^1" € 

«4. 



S^* oJ^Tfl n_V<=i=, *$o]2] %#*H eflfofl o^-g ^o]v] 7 \ ^7.] ^o.^, nnfl o] 

^)-§-7V7> Aj- 7l ^efolulu)- Aj-7] X^j-i s^ofl Cflo]Ei» «H3§>7lu|- ^AJ-A^S^ nfl °- 

^Alolc]-. ^^7> nfl, =L$-& ^Al^^ofl ^tf. ^-(hook)-g: ■^ < a^* ^ fl^ SEl-OlHl^ # 

71 4f3=t ^ XI cf. #71 seH«m rt^Jol ^o) o}^ ^ ^^^4^, Aj- 7 ] ^ 



°1 1-^-5. E.et-o]Hl6(|A-l -aEe)( entry )ol4. aj- 7 ] c^o]^^ Aj- 7 ] tflsl sJ-'iHH 5S 

4^7} ^^£)^a] oVsl^^l- £3*M$1*M Cfl^ ^-8: B^lt AV^Vcf. Aj- 7 ) =5.^1^7} 7^j-;L 

ifl^ 3l-<a<HlAi =^^€4^, Aj- 7 ] s^olt^ a S ,|A 7 } ^.ol^ ^-^cH]Ai ^^e]^a1 zie^l ^^s>7l 

fl<H 7^^<3-Eflo}-i-oj|A^ 7]^ =LB\3. ^] ^o}^ ^91 3M-l:-a- «1 a?Vcf . ^-O]o] 7]^-^, nnfl Aj- 7 ] £^ 
^ §i7li4 ^-g-Sl^l ^fe ^^o] ES^PJf ^gflgl-^ WIN32 Tfl^* f-SM ^l^l^l* 



^ AliEjjofl ^joj^ ^ 01 a^a-o)! o]A)^a ^ 514. ZL&I.E.3., ill #(layer)^ sl-^ 0 !^ ^e+^ltH 
Jis °i]?>M§* aj-71 J=eH42)- 



o|e^V A>*J-o)l cfl^V 4> 7 ] JI^^^- H]-^5]-7fl Al^^O] 4^-5}^ Al^J-O.^. ^^^Cf. A^ 7 ] Jl^^-g: Aj- 7 ] X]^- 

£4°1»1 JEfe CflolEiUflolA.S] Al^ #El^Ei7} 3*13^ ^^Sfl^S ^^^Cf. <^ ^ 7}7] JL^S: 4^^1 

o]e^V ^Al^]<H]A^ 74^3. OJ-JTJ^JISH Ifl^ A^^Cf. Aj-7] 7l 7> o] ^Al^^jA^ n t}-g-ofl " 3)-§-" A) ^ 

fecf^, SV4 olAj-o^ ol^Jl °VAlol4. ^]A1 ^^-S)^ ^ V 7| A] 

^4°1*H, 7-]^<2f/£^ t1HElUlM^7} Ol^-S]^^*- Jl7l^^H ^A]-^ ^o]Cf. Zl^Cf^, o] 2^ ^ ^A] 

ofloflAi, ce]-OlOl7> 7^J-iSlV A>^)1^ a<H^£^- ^°14. «1 ^ ^^^^ °] ^ ^ S.A] oj 7l 
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ol^-£]j7 3.ei2.S ^^51<H A^l^O.^. 7^-g- oVcf. 



^e)7> 74-g~§- nV^ -g^jg. O.S. *o]£ 7jo]cf. 



Aj-71 ^^sq-/£^ <H^7fl Sfl^i ^o] ^ ^?r^°\]^ 7fl^^S)^ ^l^, -g. ^ ^ oioi^si 

e|7l^«flAi ijEL^Al^ efl>gol]A-1 ^?g-S\u) 0}$\°\]*\ Aj-^el 7M^. 

WIN32 Tfl^-g: #^^7^- »l£S] §1^- £E^r Hl^Aj-^o] ^3]-o.S. Af-g-7-Hl Tfl 



cjaj-oj^ ce|.oltH^ WIN32 ^S.-^^(DG32(20))^ ^7} *}o]6$ ^£_-s}?\] s-a]^}- ^ 51^ DGCOMM(22) 

; s^Al^ i=£}-oltHs DGFSC24); ^91 t^o]^^]o)^s\. ^o]^- ^ 01^ DGPRMDB(26); 

71 7]^±6^\ cflsfl aj<y^ xl ji oj-^ ^|o]e)* i^-S>^ DGVAULT(28); 0 d#^3LH, TCP/IPS}- 
•S-l-^ n)]ae]ofl ^esf^ 5!-!: li^sl-^ DGGUARD(30); ^7l^ a1^^| -f-Tj^-g- ^a)-^ DGWATCHC32); 
^3)^01 AlTj-Tj-^-g- Tfl^-^l-^- DGTIMER(34); ^iift °1 ^V/H t| sfl^5>-b ^s)-^- DGANCHOR(36) 
; c1]olEifi) °J-^S|-/^-5:S)-# Afl^-S]-^- DGCRYPT(38)S. £ l^Ai ^-°1^1cf. 



DG32(20)^- &|Altf|(i4)ofl cflsfl ^^Ajle]^ «^-g- g)-^ WIN32 =S.Afliolcf. 

°1 ^AlojloflA-l, DG32(20)^ ^^£1^ 3fl 71^11- ^-^sl-JZ A)-g-AHl7fl st-^oll-a: ^?1^°I] 7^ 7fl#sl-al; 3fl 
717,1 3q)ol S c(p a yi oad )7>>S-7i ^^o| ^51^ DGFS(24)ofl llelJi; DGFS(24)7l- oil^el 7)|ol a£o1 ^-^ 
* <g3Jl AlssV^ DG32( 20 HI nfl, ^1 ^s^is. 3)^\-%-x}°H 7\\ °^B\SL; °m^?\]o]&o] uf^ nfl z)»}o] 

i cel-olBlo)] <^ElJl; ^o]o) u>g.<g nfl, n^Jl ^o] Cltifo)^ 51^01^0] ^.^ofl oflf-^ Tflo] Ai^. ^ 

DGCOMM(22)^ WIN32 z]p}o]^ B.e\°]v) 7)1 # aJ-o|oHa1 -f-Aj-g- c|^cf. 
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o| ^aHHa^, DGCOMM(22)fe uV^-^^tII ^ iL-J HflTlH- ^7) t\*}°]+ ^o]u\ 7))#ILS^-Ei ^iL# "£71^*} 
<^ WIN325.^-El 51#s]^ c^H^ seH^ <y#sj ^o^]^) aj = ^ z\}^-is}m, Aj- 7 | z]v}o]+ B.e\o]u] $}%■£>_ 
AjiL-» 2)^Sl-7l clHfol^s. if5^ WIN32 7fl^°fi HS-m Ji^-cr ^ ^«M^ S5fo)b]5. /.}- 

o) ^a)o]H|^ DGFS(24)^ ^ XI aj-lH^SO^*)--!- * *M ^ *r SU^ 

sVtt ?!-§: 7BrS>7ti tb^. -*M DGFS(24)fe w^^Wl °Hl-e)?lH^ 0 l iL^fe 3<5~§- ^r-^ 7] 

Tr* »1^J1, #7l 7^^±2] Sq^-S. HH^l: *I^*H, til=L S^^ofl cflsfl ^ 3711- iL^€ 

311-0^^-^717^" A|;7lt}. 

ol AjAl^oi]A^ DGVAULT-c- DCCRYPT 2|- 0 J-g- ^fe °fl#^ *IM ^ ^ ^SHtt ^ 0 i^ •JM^'B-fr *WHr 

Cfl Cfl«fl A)-*))*] O.S 4<a^li^ol^. m-^-algj-T)) Aj-7] *] *J±2] HMe^ oy^s\ji ^^^o]^ t 4 

o) AjAl^oflAi DGPRMDB(26)fe ^7] t^^s} b^o)] ^iLHjl- OH El ^ o] ^ o}fe a]^ 3^0) 
*r 5d^r 5^, eW# <g^ ^ a>s., #^iL5L ^°J-§- 4<y i 

«-«-4. Tfl^K CllolE^lol^ 4^*1-71) ^"71 *\%±o\] S)- 0 J°1«-, 13^1 ^71*12} Bfl 7) a] o\o] z] £f 

ol A]AH]oflAl DGCRYPT(38)^ <#7] aI^o]) tflsj-o} <y-^^ 4^ >H B 1^# ^f^t-fl, »<H 11^) 2))7l 
*lS-?-Ei li€ 4 < 9cfl<>liH# °i7l^tb 4^4, DGVAULT(28)<Hl Sl«f| ^3x7 ^iS] vfl-¥-S ^^S-^ 

o| aJa1^<h)a^ DGANCHOR(36)fe ^"7l Al^^ofl tflsH H<J>2] 7^1 ^^^cf. <^11- *<H, <>1 ^A]ojlo)lA^ d 
GANCHOR(36)^8r s^sl ^^14 cflt!" A]-g-5l^ fis. og^( ancho r)al 7 l2^ ^1 

o) A]AHoflAi DGGUARD(30)fe ^^]7}^} ^^"fl ^-B* ^* Si*-^, <^1* »<H ^1^4 <Q 

^, MlH^la <a^, clloiEl £sfln<?Hnl-(draganddrop)4 <a^°l Xl^. 

DGWATCH(32)^ ^7l *]^$°\} ifl«fl ^IaVs.^ 7l^^ ^cf. <>1 ^^l^^Ai, ^7} DGWATCH(32)^ ^ 



ol ^Al^oflA^ DGTIMER(34)^ -#7] cflsfl ifl" j%o]v] a^hI^s. ^1^-^. ^- ^aI^oHa-1, DGTIMERC34) 

^^5.4i2l 5jol o^^el ^^VTfl 21-S-£]J1 9X*r ^* ^*>7l ^sj-^ «V^-^«V7fl °J^t!- Aj^TV^ DGW 

ATCH(32)1- JL#5>j7, Ej-ol^sl- ^olol ojcflole^ ^ o^x^s. uy-^-^gi-Tfl Qjpg^. aI^V^ DGPRMBD(26)* 
3L#sl-Jl, aIa,^ -f-^^^AV* 5>7l ^SV^ ^<at>- ^HAi'T DGPRMBD ( 2 6 ) 

m. ^Ai^oiiAi 0^71121 ^H>oi^ sel-oi^oi s.a^4 ^ofl ojo^ o^el c^aVoii =efoitHs. ^.^1^ oVefloflA-i 

CI ^^I*V711 7l#^Cf. 



^. ^Aloflo)! ^ CfS. iL3L ^l?>q#^: AjiEj j|7liEe]| ^VAlsVfe ^Jolcf. EllAl^Eel^ ^Aj hHeHI cflt.V 7J1^ 
T^^olnf. Aj-7] ^Al^JEe)^ ^^Bl^Voll 71^ dLHH o} ES|4 =5.3.^*^-^ -f}- Al A) ?Jcf. 

#71 5)|Al^Ee]^ cflcf^Sl A>-§-AV<4 SSI* -fr^^mcf. CflCf^S] AV-g-A>A>o]o 1 lAi 

^7] eflAliesloflAi zl-zj-sl tflol^^ ^-^^ 7]-^ 7H*lcK o]s.^ ^o. -a.^o. s v+EfH«cf. *^2f -B- 
7.}^!^ *!Ji7lsL -M-e)^r sl-M- o}Aj-£l ic-jaf olAj-o^ ois.-^ ^--i- ^ °lcf. ^-71 71^ 

£^ fltSE M-^vflCl-. CflolEiofl 7^^ ^ ^§V7l 7$^® f]7\ ^.9.^. 
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°H^i <?i^€ " nMiUMiH" HM^l- jL^sqir ?H ^s^ai ai^ <q»5. ^i^s]^ flMiH# sH^. 

^ ^"7) sl^liS5H ^ Ji*. <m» *<H ^/•l^^ofl, 7]S-^-cf. olnfl tf-S. n^AH aJ- 7 ) 5)]*1 El3_^-El aJ- 
7| ^Jiofl ^-E-U- 4 1 Sl-^ #7l d|olElfe eH^^eej^icHi 7]-i=-^cf. o|nfl cf^. # 7 1 ^liee]?!^ 

aJ-7] 01o1e-1# *r =L$Sr t)^EL q-^- a1##*H1 7l^*Vcf. a o] 3} o] ±r^}°]*\9l n*eW, 



#7l eflx|^H&|3L^E-| c-floiel ^r## #°l7m- 7)1 7l! ^ efl*l^M5l« ^IsM #<*4 Al^fls] 

eflAl^ee] ^-A]ti 0 v^o] 3$ 301 Aj Alalia ifHi^itl zfl*l>iS.7H cfl^. ^s. a o v 7 ] ^s.ofl Bflxl^H 
el 71 a A^, iLJi£lfe HS^i el iBsq- 7^ 3l^H# 3*V*|-h.Sa1 #7l .fi^-g- Qg.*}?} SL^m] n^SLS. 
^€4. «IMi£eW ^7>g}fe 7-V^oi ^s)7l #7l #*H*Hr 21$ A}^cf. ne^ 

H.3., Aj-7) ^H-fr 3.e^ B^a>S. 7121- ft-g- ^5>JI #*HsRr #^-8" i^C}-. 

51 22J- £ 3£- 1^21 <g ajaHHI nj.= aj^|7> sj^ ^^Al^^(ioo)-fi- ^^4. afl^^Ee} ^ H.eH 
«l(120)^r span's sel-ol «l (140)21- #4l$-ch ^eHu^ ^(^ 0) sfllSUSOHl Xl^. ofl-telTllol^d 
60)£r#3 e)]»g(i40)°1lAi #^4. ofl#el?iloiAi(i 6 o)oi ^lAiiEsKuo)^ ^niis.eKiis)^ ^e-fr .2.3!!- 
nfl, ^ s.el-01 Bi(i40) 21- <g^^ M^l ^^0)^(120)^- #71 ^-aI^I-ji ^el^cf. 



3l)7l^lfe cflolEi* ^-hV^I-ji ^-711^ ^iii WIN32 Aflia}. ^ ofl#&l711olAi =S.rLefl°J -yE^HA- ^-aj^.^ 
■a ^^^El^l ^1^-tlcl-. SAjc^oiul^ ofls-el^oiAi Esaefl"J ^Eliiloiisl- cflcl-^^ clal-ol^ cevoiui^-si s. 
Ai^. ^el^-cl-. Aj-71 ^.ai c^olul^ clu>ol^ iiel-oluls. ^iL* iHflTHM- clyl-o^ s. el-olHlS.-?-El ^ iL* ^^g*l-7l 
°H-l-el7llolA£ asaJH^ o]Elsllol^5.«.El J:#slfe cluH^ ^1^71^2] aj # ^1^ ^1^.^. 

4. #71 1-A1 I£El-olHl^ ^^^Elofl =S^|A 7} 2fl7l^^ ^oj^. <g 7 l2l^ A]5L^ 5>3. aI^Ht ^1" 0 s V el7l SlSflAi 
^ H.e)-olHloll ^sflA-1 SL^^uf. ofl^el^olAi H Szi H]) D J olEisflolifil- ^) Aj-7] clal-oli Hel-olHl^.3ll7lxl^ ufl-g- 
-g- ^«A]7lJl Aj-71 vfl^-ofl Jge-i- -R-aI*!-^, #^21 Aiej^- ^Al^-C}. Aj-71 ^^^e^ ^^JSlfe 3fl7lxHl tfl 

«fl 7 a^l! *r aI^ Ay-g-AHlTfl °l#ir 3fl7lAl ^©^^(pay^ad)^ ^Al^-t)-. #7) tg^^Eife 2)171 

a1 B)lol S .C7> Aj-71 A-l#^ollAi 4oj Al^6j cel-oltHo)! qj.^ ^ oj^ ZL^-g, ofl S. ^ ^ ol A^ <>1 Sfl?!^^ 4 

<y 2J711- AlSL^al ^-1: Cfoloj.^^ QJ-^ o.^. AV-g-T-HlTfl ° S V €^. <>fl# ^ ?1] °1 ^ °1 M"^ «fl, Cl«H 

>i HEV°l»1(106)<»fl "Sflcf. #7j ^^AflElfe #^iL5L ^g^-g- q-g- ^ 5131, ^S.5l$i* nfl ^Ml-oli 

El-olBlS, Ji^oflAi oll^Hl^olAi^- ^S.Al^ ^ ojcf. 0) o) E^ *\] o] AoJ 5L*V5lJl, oflS. ^ sl-2jolS. > sfl 

7l^O>olcl, Sl-QJAI^^ Ofolcl, 51- 2J ^o]^- 3C»« ^ *?l^r 7)lt!-2lAl^ &X]r£ ^<£o] 2_^S)±; 

M- «^r, 49J°1 ^°1# 5.^-^aI ^ <=}•*)•, H^E2f. ^°]-ir i^-! ^ 5icf. 



TE).ojAli; E fl * ce|.olHl(140)^ 3fl7M£l7lu|- ^-°Joll ^^sVj1a> A>^-7l-S.-^El 2:715^ CflolEl ^.^-g- 

<S^4. * i=E}ol ul(140)7> #71 JS.^* ^-j** nfl, #71 HSAfl^oflAl jiol.^A>» ^^«1-J1 Jt| A^l-ofl Tfl 

Cf. #7l 5Sx|Ai, ZLDfl iS^|A Ej^Eo)) ^7>^C}. #71 5)1^1^^^ ^-a)a|-^ #7l =5.^)^1 7}- JiJ^Sl 
2>Bl^Ai OlJfLofl ^^^^ 9X^. 



£ 4A-Cfe ^^21 H ^AHli Ul-Ef^Scf. ^- ^oflA^ 7l#^ 712}- 5Jto)l ^e-i- °!7l2l<& ii°J^Al-^ 

SflAl^EE] ^-AlAl^^oflA^Sl ^S^fe 017H1 7)^^ ^l#2f ^ -g- ^^2l C|H SiCf. £ 4A& efl^l^ 

i=Bl 7l^#ofl olfV Aj3)| 7 }. ^El^ ^^-g: i4E}^cl-. #7l J:#^- Jl# ell^l^eei ^ofl cfl^ 
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J:#o] ^7lSl-£lfe £o] 7)1^-2-3. <ac)lolE^cf. Aj. 7 l ££A|li7f iL:i:£l'3, nnfl #7)1 308°)H e|]*l^Hel 

717} 7^ e]>iEA o >o)i ^W^. a 0 v 7 ) 7^ el^Ei^ E£f}- 7)1^3-° 5- nM e-gr}. # 7 | efl^^eej ?] 7 \ 

7^ el^eol) °}4#, A oM #7)1 310°fH ^I^aee] 71^.21 7\^JL ^7] i-fr^. #7)1 3124H 

^^•aj ^##. -*7l H.S^1^7> jiiS bI^e^i ojx] &7i# -y-71 e)l*l^S.el 71 o]s.ol 7^ el^S.^ ojxl & 
<}#, ^ #7)1 314«flAi aJ- 7) Jl^^r i&JLSlJZ ^-7l #7)1 312°^ ^^AS. ^El^cf. 



£. 4B^ 5fl^liE^7l^ J:# <3^°)1 cflti- 41*1^3 l-5.^-*m°l#. ^71 ^=-^1 cflfV ^xl^sel 7)^0. 

#7)1 316°1H -9.^#4. A J"7l SS/Hi 5fl^^Eel 71&-& #7)1 318°11^ ^^4. #7)1 320*\]*\ jsLJUfl = 

eliS^ H3.Afli7t- i^sl^l ^^3>7l cfAl A^S>7fl ^cl-. ^71 5£Ai|i7l- iLJ:^!} 

#, 31*1^371^ 7^ e)^EA o Vofl °l^^l7> #7)] 322<HH ^^CK ^> V 7l 2ll^^H5l 7l 7> 7^ el^EAj-ofl o} 

cf#, #7l HS.a-11^ #7)1 324°\]*] Bfl^li^el 7l3Hl£l ^^o] 71-f-Sl^, A o V 7l Sl#^r l:^-(326)oll^1 ^^-^^.S 
^^.^71 ElAfli7l iLi^ Hl^EAj-ofl &Cf#, Aj- 7 ] ^ o. ^ 328<HH ^fiSlJl, -tf 7 ) l-3-(3 

26)°lH ^^-aj lEi^l^-. AJ-7) 5fl^^E^7l^ >«-7l 7^ Sl^H^-ofl 5SW 3M-#, & iL^-gr #7)] 33CHH ^ ^ 

Slal #7] &°1 cfTil 332°1H 71^ eli^l-ofl 51x^1* 33^#. ^7] &o} 7^ ^Vofl ft?) ^4^, #7] J9. 

^^r ^7)1 328^Mi SVfiSl^S. S^sqjl, ^T- 7l ^ # o. ^(326)0!)^^ ^^o_^ ^E^t}-. Aj-7l ^^l 7l ?)^^ 
ofl ZL«fl #7fl(324HH ^e-8r ^-71 Ell ^l^S El 71^1 Tl^Sl^l, <#7) 1-^(326)^1^ Aj^ AS ^ 



^°fl €*2l- ^ ^MlSlTlu)- ^ 514. bc- ^ ^ofl rfl^V ^^^ol ^0.^7}. H 4C0H SAl^lcl-. 

^Ml ^-Dt ^#-8: ^7^1 334°fl^1 ol^^^l^. ^ o>olclfe zmfl cfT^l 336°1H cfT^l 33 

8<^1^1 ^o V 7] HS.^i:7> ££A|i e|^H^Hl 5Z^^1« ^Aj-Sl-H.S.A-1 Aj-7] H^.^^?} HJlSl ^*1 7} 

^7} S.S.^1^71- iL^^l HS.^lri Hl^E^Voil oi^l ^rcl-ia, 4V7I _a.^-& c+Tll 340^1 ^-S.51^1 a 0 v 7 1 efls=» 

^A^3]_J7 AV 7 ] JiJ:^ S.5.^1^ HliEoflAl Bfla^^l #7)1 342^*1 ^lM-71-711 ^Cf. Aj- 7 ] B SA |i7l 

£5.^ SS.^li elAEofl 5!^, Aj.7] 344 oflA-l ^^51^ 3}o] dl^-Sl^l ^Cf. Aj-7] eH SS .=. 

-^^sl-^1 A o V 7l i£S 5liE^-o| ^) SS .oll ^o)7\2.g.*\ #7^1 342°llAi *1M-7}711 



Aj-71 efl^l^mel7l- ^IIa-HH 7}£& ^°\] m-aj- ^Aislfe ;*HH c) q-o> 7 > i4e+^ efl^Eel ?va) a|^ej 

olcf. 7flcf7K -H- ^2) oj ^jAH|^ 2El?l ^ 5)l^^Hel» ^1 «>7l ^ Sfl v}^°) ^ S.®^. 

^AHl^ d u)-oV7> -g- ^lA-H]Ai 7l#^ ^o\] ^ efl^l^eel-. #Al*Rr ^sLZL^SLS. o]^o)# 71 Tfll: 
tl^- <r Xi-b ^r^-C machine -readable medium)* 5.^-^-4. 

li ^l7VM#-gr ^g-S- o)lael» ^-el8>^ ^o]cf. ^-fj- rflS-el^ 1- olAj-o) ^-^o] ^o|l} ^511=^ 

°ll 1-^1-71 *fl AV-g-^ ^ sirf. ong =s.^ii7> ^e^- ^ ^^^4. 

^-8- nflaelfe s£*v ¥^ cfloiEis. ^1-g-* ^ 4. =s.^l^7> ^-B- ^1-SLsl ^^Hl 71^^51 4^ =s4i?l 



^-H- tHlo]Ei°Vsl ol-g-s- M.^}7] ^sH <a^f"?] «=11 0 1e1» SS^fl ^7} ^e^Vfe svfe *-fr ^1 
S.ell- ^ ^^-5. °J-3l^ 51 c}. ^-fr ^liiel ^?Voll ^ ^e^r ^'d^l SS.4i7> aV-§-sV^ f.o> ^-^sIji ^ofl 
= S.^li7V <acflolE^ cflol^ofl ^ ^-B-Sm 511- *Wr7l ^«fl^1 ^(lock)ol ^^Cf. ^- 7l#£:°Hl*l <k V 

el^l "lliel ^h^7lfe cfloiel ip#ofl cfl^v gfl^-oi ovqcf. OMeijioi-oi ^ofl^ -g-B- ^s.eIs.-^-eI cfl 

°1e) ^#1- ^RVSV^ ^°1 ^H^-c}. 
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a- ^H°1M 7l## ^Hfe ^]o)b\^ ^esfe %<LsL^ ^-Pr 7}# = 3.^* -g-*l#cf. s\]o] 

E£a1|a 7 } j^jr-gl 01olE^<a# 5}^- S]7>«J-7l #°fl iL#^r« 5L^-#cJ-. ^71 Ji^Al-^ #7] = 3.4|iS] -g- 

•Pr Di|a.el -^-Efl ^AVaj. a 0 v 7 ] 2 £ ^ i7 } iLJuei ss^li el^e^-oi) ^^^^ o^o^cf. 

-*7l *-fr °fl-5LHl 1^<J ^ 7>*1 M-^ ^ sacf. aJSl^ *M3» ^3*M 4)4) A> 

-§-Sl^r ^#-1: »±#, -SLff, S^rfe ^ «1 ^ 2.#(hooking service calls)sL o] =-c^^)cf. 



£24 5 3<*IH, * J=Hf°ltil (202)7} «l-g- nfl, -#7l S-ej-o]^ (202)^ -#7] H3.*fl^7 r il^S] Jl ^--fr Sflol 

*l7 r Si^l* 1!^°)-^ ^H^Se) iLJf ce).ola](204)# J:!^ 1 }. S£r o l«H(204)fe J£Jl€ H3.*flisq. 
Jifr °fl£.el efls^-I- ^^W}. *-fr7> &°.# Jl^°l =r Si 31, ^-B-7> 5a.°-# a. 5. H.ef°l tH(204)^r ^ v 7l 5. 

S.*\] + 7} filSlx) gfe ^ S.efol i^(202)o)l nelJZ ZL ^^S. #7l Tl^^cf. ^-71 Efl°l*l7 r zin}) ^g- 

-PrSH &o.# ^>-§-^V^ cflolBH ^7} B^M]^ iLJ^el = 5.>*fli 3 Aj-ofl ^ro]p\) 

3^. 



ES^lifol iLJ:£lfe*l =LS]J1 *\)o}*}7} *-fr£|*r*l» ^*Kr iL#^r» i^>^ ^g-Pr "fl£-Hl S-*H3sl #3Hr 

^^A^oflAi 7l#« #71 #3l«-*r ^--f^Jl, Z5]£S £ ^S] Aj-A^ iflofl 51 O.^ ^^O^ ^A>7>i- 

°l*ll% v 3°1<3-. ^-°r "llS-el l-^-^^ €*Hfe £5A-D°fl £*1€^. S. 5A^ 2fl°l*l 51# 

9] #5.^M}Eoicf. a o v 7 ) ^j- ^.^sl-^ "fl^El?flol^^l cflsH iHl£el2l 5)loi7ci# xi^t}. ^- 7 ] ^ 

^ 402°1H ^7l Jum-Sr *\}^-s\5-3.*) Al^cf. #7^1 404^11^ 5-^ 2flElolEl<Hl 71^1- -^Jl, ^7] S#-8r a.nfl 
^7\ 5flo]xl7l- ^-R-« ^ 5a ^1« ^-S" *t^}5-3.*\ ^El^cl-. ^>7l 5llolxl7> ^-Rr^ ^ ^^"3 ^] 4 

06011^ o+^sj^s. *l7l-^nl-. AV 7 ) 3E)lo]^7l- ^--B-* ^ °J^-#, ^^jsU ^7| J|l2E| ^-°r °)lS.e) 5liS 

ofl ^-s.Al7l°SAi t^j- ^1 408<H1^1 -l-2l-*l-7fl -*7l i!|]3Elr SS^l± ^>^1^, 2)M*l Sii, ^TP 

5l^# i^cf. £ 5Bfe sllol^l ^ll- ^Bl^KrCl] tfl^ ^-£1-^^. sflolxl 

^71 ES^liM- #31 410^1^1 2-^ 2.3.4^ tfltb °Hae) D)|ol^)l- ^s^l ^5).^ ^^-^4. Aj. 7 j 

nil °l ^l 7> cl-E- iS.^l^'Hl s]^ ^-B-£l#, ^--fr ^l2.el #31 412°fl*1 ^o v 7l 2i]o]xl7 r ^-fr£l#, 2. 

S-Q e)^E<Hl ^-5-51-5.5*1 #31 414^1*1 o|# ^-Pr S.S.M\ + 7} !1_S.S]^*]7\ ^^^cf. >-l--8-7 r S.E-| 

4°J-g- 17)^^ ^l£7> Si-g- Bfl -#7l ^.i^ Sl^i e)^E^ A^Tg^ EflS^l- <£4-X)0_sL ^31-OJSl-SS.Ai 

cf. <>1^; S£^lie}£ ^-J:^^, sll°l^l -g-n-^ #31 416°1| 5L*)Q v\s\- Qo) nelal, ^-7] 7^ 

JL#£r #31 418oll^ f-2f5l-3l «cl-. ¥ HS>Hl>i7r iiJ:£l^l ^^cl^, ^5.^ ^-Pr ^1-2. e| eflSS.^ #31 420^1 a-| 
^^SlJl, -S-71 ^-?r "112.21 e)iH^ #31 422°IH ^S.^ $\5L^°\] ^J£5. °J cflo] e^cf. Aj- 7 1 ^--O- §^r^ 

£# ^7) 2)lo)^S. SS.^^oll Cfl5>0l <g cfl olE^cf. Aj-71 511 0 1^7> ^-prEl^] ^7l ^ ^ ^.^€r # 

31 424^11^ 7-1^ °fl#el31ol^^ =l*% -£ 5Cfe 5)1 <>1 ^1 7>-pr ^i^l ^^1» 

^•dlcf. A ^7l Bilol^l 7V-pr £^ S.€r °]^$)^ u\\2.?] 3\)o]x]S. ^]^}7\ ^ Sfl ^ oj^ 

-#7| s-fr^- #31 426<Hl^i ^l^^cf. cjTil 42 8^)1 ^1 ^7l 5.S.^l^:7> ^.^# HS^i ^liHt ^A^fH.^^ ilS) 
fe^l7> ^^^#. ^7l =S.^i7> H5L£l#, aj-71 s)l o] ^] ^ ^741 430°1H cll^lEl* A ^3ls>7l S<H^3| 

S\JL, ^7} g<H^ sflol^fii. ^-0. sflol^l ^^sl ^--B- °il2sl E}^H2l 2^ efls=^- #31 432ofl^ ^3l?m-. ^"71 H 
s.^1^71- a.J:sl^l e>ifr##, ^7] ^.Jisl^l ^ =5.4^ Eiloi^Hl >a-S-5>fe- 5)loi^ oij:^ ^-o. cflae) ei^E^jf 

ElSl 5)ls^^ £# #7i| 432ofl^ ^Ml^cf. °J# 5H°l^l7l-^-3l5lJl, ^7l ^1 «1 xl 71-Pr ^#-8- #31 434°1H -f- 
4§>31 



5-3.Afl.i7r = efolol^l ^7)^^ dH^-i- ^S.^- sl^E]?! ^, iL#^Af^ ^7} 2S.M]^2] pfls.E) aj- 
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7> #-fr *M*1» 7>^1 <H<£ = 3.^5. 2fl?H€ °1 ^ ofl ^es>^ ^J^r &tt4. £ 5D£r 

D)|S,e1 Aj-Efl ja.^^ l-S^l-Bolcf. 490°^ ^"71 il^A)-^ 492^1^ -#7] 

A|i^ ^.^^V* ^SflS>Jl ^e^r ^] 414°iH ^"71 = 3.<*l|i«1| TH^^q-. ^7l HS^1^7l- 0<>1 ^ «}-<3- ^ 
Sflol^l- 7H^1 S^^t'S 416<H1^ ^"71 fiM H)olEH3.o} 3^£r 3. ^"71 H3.^^r <#7] it 

ejieofl ^7>=I4. 



A)i^^ a. ^^^"fl^ *0*€ U-'JH 44 ^s.e|» 4#4^r «4H, el 4* ^Aiofl^ ^-o- nflae) g^sg a]^ 

O.S ^S>7fl «4- aJb,)^ ^--B- #^3g Al^^ iLJr^l ^^oflAi Sfq o^S] Bfl?!^^ 5j-Oj^- ^A^jl 

EHH^ir 3fl7l^l ^5-^- ^Al^>7l ^3^Ei-I- i^cl-. 4^^ % <=^o|^^ ^^4 -f A]s>Jl 



elAi«^7> nilael AiiEj^- ^oflAi, 4-g-o}] 7l^€ 3-8: t^Hl alsfl *Q-?3 jis. 4^4-8-^1 

& t^ofl 4€- 4« ill 1?}Mf^r *M33 q-*||ti3<>H ^a-Ha] 7]#44. 

SI 7l(^Jl^-7l 444 4SL^-7l 44)-& °l-§-«H ^3] €4. "y-^SHr ^5^51-7) Sfl A^S]^ ZZ^^ °J-Jl 



^J-Slfe C1^3<^1 ^^-^^Ol ol^ -y-^Sl-Sljl 4<aAl^^ 0. S Ai Aj^s)j7 4<a^ ^AjAl7lS.SAi 41 

^J-ir sl^tl-el-. !-&M<jm# SEflolui-4. = ui (container-opener) «>ll#e1 ?flol a4^ -y-Jis}- ^Eflolui^l ^e^7l ^ 
Sfl AV-g-^cf. Aj- 7l -^et-olojE^ ^Eflolui-^HM^ ^ 7V^] SLsL &i])o]ijo] q}°)^<>\} cfl*V ^^-g- *fl*l 

T <fl* C)|olEi7V AlTj-oflnJ- ^^ElTlM- 7]^7}2] &*8<L3.& ^ S^Cf. 



Aj-71 ^tflo|ui7]- <ie1 ji a 0 v 7 i dH^7V «fl^l£l^ ^efl7l#s] oj-ifl- Ali^^. ^oj.^. i^Cf. 

^Hfl7l#Sl iEl^^Sf -Sr^^^oflAi ^^^Aj-cflA^ 4^ol <gej^ Ufl, Aj-71 ^0]^^ #^*iSuf CfS. A] ^ 

A]^^^- ^Aj.Al?Jcf. 



ol*l 1-^o|^e^ AV-g-^71- i31dlolEl» 1- ^ Si^s. ^ s-th cflolEl-#^ D)l^q^o.s. o] 

t 3X^\. <^1« l-ol, 5. (Folio: NextPage.Inc.)^ 4^^" u_4-f ^^sfJl A 0 v 7 l 

« "ll^^^ol^ eflt ^iH* A><a-^°^Ai c-iloieio,) cfl*v ^tb^^r A}-g~g- sv^4. ^h]^I 5d 

2l D lt!-4. 



- 10 - 



^■7l)s-*1 ^-2001-0109271 



AV 7 1 l-e}o|<y ^Ei]olu)-5.HM ofll-aHM'&ofl ^sfl -f-^^rM* ^^watermarking) 3*1^ Al-g-*|)?H- s> 
3 ( fingerprinting) €- 13*1:11 °o v ^€ S^mi^ *H1€ ^-g-^ ^3*Rr HI A>-g-« Si^. °13 

?i?r&fe «fli^l ^"§-3 ^HflSL^- ^ 3Hi}. =1^, <^*l ^olel7> ^ltr&^ Af 

-9.2.3. ^#^3.^ its. HH^s! A|~g~§. a*J-s}-iS- *)^cf. o]££- o]e]iV «H#2l?H 



£ 6-°r ^28H, iW^-S^HS., «j-*IHfl«8 ^-fr^W^^ 500)41*1 ^^^cf. a} ^(500)^8: ^ 

2.51(510)1- i«-*r°l Aj-7] pflseKsio)^ ^ 7].^ HV^ O.S «fl<!£]j! <*M nfl £ 5l Al^efl^ ofls.^ pflsfl ^fl-S. 3C 
% v ^- "H3.el(510)Aj-2} tf^fc sl-M-^ ^^i(520)°fl «>^tb ^^^1^-, ^^(520)^ 3)-^ 

°flS.el(510)2r s}H.$ll«>l^ H^CS 0) ^>g(530)^Ai oflt-el ?IM £ Aj-^ofl slBfl^nV zi^aj o_s. 

^ Slcf. rtEi*}- Ti-i-s-s ofl s ei ^.7] sj-ojAiiEj i«?>Hel-oiH](540)om. ^HH e11<§(5i 6*11^ 

£A]:a 550H) Sd^r -S-fl-^t oB^^l^^eO)^ Sr#SS. 51^ <g «>fif Aj- 7l 0) 5111(530)011^ ofl 

1-eHHAi A o v^on 2}*1H<?}- oUS-EHI ^e^cf. Hk^s) «r^Mtr AjAlaiHAi, ^a)^ ^.^ social ( 540)°+ 
^■Tim ^71 ja/JM^ °. ^-Bfl^ ofla.e|?llol^(5 6 o)oll e^tr dl°lel iL^M Sr^l^ s.e r olal(540)oll $]z% *j- 
Aj- ^elsl^ 53 * Ji^$M=T. #71 3i)-9jAli^ s.oy ce)-oi^(54o)^ iJ: SS^Ii *l-§-°ll-H ^ -°r^5 r 3i, 2r°J^°r 

iL9i J=eHaK540)7> ^ ^ ^ Sl^s- ^eltrcl-. ^>7l 5)-^^^^ ^.o> s^olul 

(540)fe *1# ^^.°11 tfltr ^5-^1 ^l*r§i 0 l 7>^5>S.^- ^.^}7)^^ ^ ^ ol^-^. ^ °j7l, 3|-oj oi 

7l/ii7l, St-oj AjM., ^.Sj^ H 0 T-*fl5l-Ji °) & $°] <>]^-0]^_ 



£. 71- t^sH, HS^l^fe 2t-°JAli^ iLo> ce>ol Hi (540)^11 ^1 «fl ^aJ^ s(-oj <§ 7 i iL^i}. ^-oj ^ 7 i ^. 

^(600)-i- ^-O-S-SA-I, Jii ^-oj(605)ol oic].^ ^J-7l o_ a - ^ 0 -| ^^^cl-. zt^nf^, zinfl ^ ja.^^ A^ 7 ] 
HS.Afl^7l- iL5l E£*lli el^E( 610 )^o]l oi^a)# Stojsl-Sis- 2iA>^cf. 



^-71 ^.^ol 4i jj|.Qjofl cfl^}. ^Jol JO. Aj-7] ^.^ HS^1^7> Aj-71 HS.^1^ Sl^EAj-oll o|^] ojrcfig, Jinfl 

AV^^o v 7l JSL^ =S^li(615)°llAi iL9i sLel-olaHl ^sfl Aj^^cl-. HS.^^7> a.°l^Af# f.4^1 ^•^•cl-^, 
Zinfl -8-71 j£L^ =5.^11^^ ^.^^ 3(-9J(620) cflAj 0-H r °l£ EflzL^°Joll ^esW #7] £S^li7} #7) ^.<?> 

^A}-# f-^sVa, ^9j-g: ^A>^J1, A>^1-^ A>^- 7 J- 7 1- Jiir 2l-Oj (6 25)^. 1J1^>S>^XH1 cfl«fl B}^Cf. 

^o]o) sl^-Sl^l ^u). A>^> 7 > ^-g- oijlxl-sH^^cf^, ^-^ ^71 ^S.*\}^±= 4°J(620) cflA] 0- 

«r°m Efl^2r°J°ll ^e^l-Tfl ^cf. A>^>71- ^JlAl-'^-^, Aj- 7 i S^l^^ HS.^1^ Bl^S(630)oll ^ 

71-^Cl-. (Jil Sl-OjSl oj^ofl cfl^ ^^.^ °|7l ^AfS>7l ^ ^°]»)^ *4^1 ?1 Tfl ^ 

5J°m.) ^71 SSAil^fe 3|-oj ^oi^jt Aj-g.^ 7l Aj- 21-oj ^e! 7V A§Aj^ ^01^.; oie^V ^el^ ^oj 

EliE( 635 )oi] Ajjoi^ %o]t^. o]E^tr ^^-S. ^<£-gr <£s]31 ^-^^^(640)0)1 cfl«ll ^1^*}. 



<#7] 2.^0] 3\-<Q°\] Cfl^r ^Olul, Aj-71 ^-^ =S.^1^7V iL2: 5.3.^1^ e) i S Aj-ofl o) J7 ^.nfl Aj- 7 ] BS.^1^7> ©1 

^ofl Aj 7) _g.^ 3}-oj^ oj^ ^roj-ci-^, Aj- 7 | ^a>o| ^§-(225)^ #7] H^lie ^<H1 ^53* 155^- 

3, Aj- 7 1 31-1-8: «1 *11<i£l4. Aj-71 ^SlS. ^SlJl Aj-grSV^ A^Aj ^Oj *j ^ ^ A,§Aj^ 5) ol 

cf.; Ale)^ <S^1 ^oj ^^^(635)^1 aHoj ^Aj^ ^Jolcf. oje^ol »»-^<i^(640)oll cflsfl §a)^ 
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^7} &.%o) jiJr 2).<iHl 14 5l°l 4 1 -14 , £, =l*H -#7l Its. el^S^ *&7\ &.f§o\ jiJL HS. ^1^(645)<^1 

S}*fl 4-fr°1^*l 4^*1* i7]^Sfl Sl^-i- ^-7fl€4. n^4<3, ZLnfl ^Aj-fe Aj-71 b^o] 0^^(650) 4<?I47ti 
£4. =l^t] &4£, n«fl BJj-^-l; €44 40J 0. ^v 7 | ^ .2.^(655)4 4-§"4fe <#7] 7]^±o\] *§^44. 
4 ifUS 6.5., £LJ> <#7] Z\#±S\ 4 < a(-&'?M)4 4^) "8: 'SWRr 51* *]7}-4*l ^4. o] 51 

B ->l-*l) , i 5 8 0 l i =£4^7} 47l ^^ii siafl iLJi5q*i 41H j£jr ^jiil- if#" 4fe 51 -i- =£^4*1 & 

^r4. 



A o V 7l ilii. =£4^1 €4 444*1 4 0 J°fl 1*fl4Tr 1€44 ^1 4°^ 171 SL^°\] 14 

4°J ^ #eflZL(flag)^ -SM 3[<Qo\}*\ <H4 dlolE^i ^ ^4 ^ £514 4^44. 

oleltl- ^AS liJ: H5./fl^*r ^-71 7^±s] €41*1 Hl-£lJr 1°1€1 ^-=4 ^ 5d^4, ^ ^rfe &4. 

- S.S. 11€7> 44€4(7i4€€ ^fe) aHH i^H^lfe 51* 4^4- £;g€ -2-^* €^!(665)-g- €4 47l 
4€*l^g-|-*441 €4. 

4?1 J3l3M ^.J: a^ofl 14 ^Jol o)-qji Jiir HS^I €1 €°14€ &tt44 ^1 47) .9.^4 11 4l7> & 
JL, <$7] J1^4 €3-(665)ii.4€ 4€-M^ E J-|: 1441 €4. 

oi ^ tg-ig £13: llelfe = 5.^1 £]*IH4 ^ ojji, ai HS^l €1 1el€ Afl 4<y o. 4 

71 T-^J-^ollA-l 44 ^5]j7, £1Jl ESA|iol| S|1 njiij£ 4€4 *1 1 ^ <r &4- 



£ 81 £Al^l 44 ^oj, 4<y ^j7l/^7l ^.^ol ^^Alitj sel-o]al(540)(£ 6 4201 €1 444 1 ujj- 
1€^4 £4 -y^^^. 3.e^V ^.^ol ^Ai^ nfl(700), #71 ^Bl^l- <g^^l el^e^Hl $\^*]% 

a-<J]5l-£S- ^^€4(705). ZL^Cl-^, ^>7l ^71 7-l^ofl 0}t4. ^AV^ ^"71 HS.^1^7> ^7) 

£S^lli el^S^l Sa^^ll: ^-^l«V7l^«fl ^^^^(710). ^1^4^, ^"71 Jl^ -S-71 ^-§-SVfe ^^J- 3il-<a, 
2= Sl7l/^7l ^.^o)l cfl^l Bfl-^^ *y(720),<HH -8-71 ^-^-i: ^^5>SS.Ai ^^cf(715). ZL^t] ^cl-^, 31 ^"71 
^.^■8: uliLJl £15. 3i)-<aoil rfltl 5l 0 l^l, ^7l 5.^^ 71-^-^4(725). 



#7l sl-<a ^e)7l- ^-71 <i^^l 3^-<a eI^e^-oi) sa^l^q-^, 4* ^Kr ^1 hs.^1^71- iiJ: Ea^ji 3 

^EAj-ofl 5a^l» ^• < ?]5}7fl €4(730). ^^^1 ^4^, A d"7] 4^^^^^: ^7) SL^^r ^S^£S ^^cf(7 

35). n^'S, Zinfl ^-71 ^.^^ 35JO] ^71 ^.^ol oi^s. ^-o]s>7l ^Sfl ^^^14(740). 3.%*] ^4^, ^7l 33^«a 
■fr 5i4- ^51 °1 H] £13151 Jl A o V 7l HS.^1^7> £l^=j «ll£ 1t^-5>j1 o] <& £LJl C)| ^ £ H]£L3: 31-H-i: SI 

2.^ ^ §171 nH§-ofl ^7l 4^-8: 13^ T ^ 53°14- ^.M -S.^* ^^1^^* l-4^7fl €4(735). 

7] 4^°1 «lris€4^, A o v 7l £L3l£l JL, ^7] A ^-8- i7lo!4. - o]z\i& ^-%o)l^ cflolE-l ip^l cflsV ^ 

^ol 014. ize1s.S. ^71 ;*7l SL^-g; ^€4(725). 



4^^£i 4=-7)| ^e^€4 - 4^371^ alriJ: HS.4i°ll 2l«fl^i'?}- ^ 5U4. 4^371-1- 

5i°i4 - 4 ; y-2]?t'a*HHH, -a-71 4<aAi^E3°- o-4°is 4 < a°n ^a^€ ^-71 4*a^ ^-01^ 

4. Zielal 4^371 ^.^ol A o V 7 ] 4<^Ali^oll oJSfl ^21^4^ 2)15. H7l« £l€t>4. 4^2]^: ^T-l^oflA^, U)-5.Jl 

H us. 4^3711- 4^4^ 51 °1 *14€4. ^s.s., s. 9» %^4°1, 4^1 1(900), 34 

^ n^o) Ai^- 4 , a < ?]^l« 4?I47l €4^ ^^44(805). n5lol 71^- 4^1 4^4-3, Jil 5.^* 4^-4 
7l€«fl 471 4°^^^^!* 1-4471) 44(810). =l%°) 4^014 7^J- 4°^ ^ll- 0 !] 14 ^e14'S ) ^1 
4fe ^1^1 7^d- 4<a2l 3-7)$= 3aV£1ji e)444(815). 
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4<gifi£ 5L?$ - 8171, ^71, <i7l7> o}\i ^€ .8.3 - * ^-«a ^7lal- -fi-A>el-7fl ^el€4. -£ 10* 

«■ il^oj nfl(900), #71 .9.^* ^^l *1# ^?1^1* ^Kl^l fl*H *?3)€4(905). n*^, 

#71 Hi^Efi)- ci-s ^oiEimoiife a)i <ac)ioiE^ci-(9io). #7) ^<&o\ 7^ s^o) o>q 

ef<a, nnfl #7l HS^li^ zi^jo) tiJi ^-o]s>7l 3*V€4(915). n^o] iLS. HS.^1^7> o). 

ZLnfl ii ^-7ll£ Q£-H, #7l cfl«fl #7l 4<y A] A;Ej ^-a)-^) €4(920). Zi^J 

°1 ^l^l filSl^l 53* ^l^t* 3.5- Z.3-M}±°]?\&, S.S.M]^7} €^flsRr dlolE-11- ol^ol] ^^A] 7] xi g£ 

-g- 5j-§- ilf^l ^nfl #71 _2_^ *Kt€4(925). 



#71 Sel-oltH7} ^AlHoflAl ^)1^ H 0 Mgoll 4€- ^-^^^* 7>^I Al&fl* -aflAl^fe ^H, £ ^o) 

^-Aisi-ji ^^.ai 7i*> a). .go) 4<a A o i.^oii *ii 3Ha ^-e-a- ^7>?}-4. 

Dl 447M 44>£ 4^4°fl SlSfl ^4 iL$. ^-§-°fl ^e*V7l 51A1U1 ^SL^SL Ol -O^x)^ jij: 

^*^li^°14. #7l el^-Hfe -H- ^^A^OllA-1 >#«loll XX\?\ 31-g-Slfe X^A] A^4 4<|}A|A : eJ ^ 

Bl-OlHll- S.%1-44. 

0^*| C-1 447M 44v)l 5j o. jj^a]^ ^AlS>7l $14^ ^.£.^4 ^^-^71 7Hr4 

4* i#^>7l ^^0]J7 £ ^^0^ Wj-^Oll 44 *1# 4°^ 7^44 AgAjoll Si4 4°J # 

^oll ^-?* *17>44. 

^. ig-^oii tc)-s. cf = ^.^ "1171-q^ -g- ^^AioflAi Aj-^jei 71^1.7)1^ ^^1^*1-7K stack positioning) olcf. 
o^«v^^ s o. ^q. xi« £fe vHH^ H dioiei x-l^-^li- if-^l-Ji Slcf. neltb ^^^^li^# 

ollA-1 AJ^EI^ ojav^o) -g-^-HS-ZL^^- *<3*H*1H 2l«ll ^ll^Sl^ ^§^-^^1^^ St^JELSAi ZLHj cflol 

E1 T^Aj-^oll #71 S^^^^l^^ AiUliS^#7l CllolEl Xj^^HAi 3±<Q S(-^ °1 7l , S)- 0 J ^7l 

oil cflSV A^Uli?} 514. 



cluV°l^ Sel-oltH^ <U^°1 ^*21 Cjwl-ol^ S.O.S1 ^-fi. ^^Al?l^ ^^El 7l«>Sl ^^ol ^eolcf. <^ 

-g-^^l^HlA-1, c)ul-oii ceMuis]. i5.H?flol °m-el?11olAi o. " a^^c" o,^^ aj-g. 
^Icf. 7>Aj- Ti|u>oli cefol^oil^ Tl^acollA^ Aj-g-sl^ 714 ^ -gr^^l^l Tl^l a!^^?] S|-fe ^4°!^ 

He|-ol^ El-ojo] oicf. » tS^s^" ^ HS.>Hl^sl o>^ fit uflael ^^^^.014. •• a>^-aVS-S" ^ HS.^Ai2l 
t^H "fls-el ^e2.£Lol4. #71 "11 a el ^ #7l hs.a-iia1oi oi^^^^ «^.o)cf. ^^a^ 

^-B* 71-Aj- Cla>ol^ ceJ-OltH7> Dfl-f 4* ^lt^^ Al^^Jll- 31-S.eqlc^ ^ A- A>Ol ofl Aj-^^^. g^S. ^ 4^4. 
#7l S-rt jfl^o. - ^ 0" S oj-^^ oljl, Al~g.7l-S.SL -ft 5fl«i* £*V " ^ 3" 5- tSl^ 5H ^2. 

— a o V 7 1 7fAj- cltiHi ce|ol«l7> ofl ^-o. ^.gollA^ Al>^2l- ^n°] *1 



f^eflel ^^^fl^HAi, cloyol^ cefo]^^. A^Ais. ffAS °l-f-°l^ =r ^4. #7l #^2:^ nflnflS. 

i^oluf <a^-€4. H^^iLS. s>^^l°l cl«V°l^«- H^sItt 7>^- ^ efl'f ujul-oi^ H.el-olnioi 

Cf. s>=?fl<H cloHA- o^ol] Sl-ufo) dul-oli cel-o|^oV ojcfig, Aj- 7 ] c^oltH^ c}-^ 5L£}- 0 1»1^ If^cl. 
cfl^sl sej-ol^fe 7>aJ. ^ cel-ol^Aj-on ^ o^cf. 7V^- ^^-^I'i ^E^oltH<Hl 21*11 alHsl^ ^4*1 

>: 14 3VH^<H clMH^ofl cH*V oJ^Sf A^C <?]#^ A^" )-& ^#<a 7>AJ- ^-iHl^ JELBW4 ^1-iHl 

seMal, ^21^. 4^14^-5. 71-aj- wj.o._ efltg nel-ol^oii o]sfl ^e!44. 
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uf^Al^efl H5+oltH^ ° e ]m1«o.S S>«=c)iH s.e)-ol ^-o. c]) 0 j b\ T^^H cfl ^ u)u)-o)^ cefoltH sf\o\] %-%■ 

°) 3^-31 «t seW^m. s.eH*Hfe ^7] 4<aAi^o)i •g$«H?$*q ^(«fl»»«H, 

3^eHH) Jflji, ^Ja)^ £LefoltHfe s^a)^^ cf=- EV<a(o|l» s-o^ FAT <4 NTFS apjT,]^)^) tgtJ- 



o]^ -S^Hrtr 41^1^ ^* °1# ^«H^ H^BIS. 01-0)^1 ^oj*,)*,)^ ^OJ OJ # B| 

AlsHr 7l^o): S 9j:B)^ flc}. aj- 7 ) £|]S^-£(Redmond), Washington)^ °>olaS.4iHeAl-s. 

^-^ <y^f ^ Xl^ €5= -fa 95, £-£-¥-2: 98 zz.e)ji #51*2 Me7 r a. ig^ofl^fe 0.5. - -g^^-a 

9x" tl-cf. #£.+2, 9x ^-^^I^H^I, 4°^^^^ €*l'r^-tr ^HH^ ^el*r» 7}a] j^g/.]^ -g-.g. 

-yE)H)o)i ^- (hook )^- ^-S-sJ-^L^ 04.73 s} ^ 51c)-. 9x^ 4 < a^^^°11 cfltb ^#3 -2-^* # 

a)s>71 3*11 A>-g-£)i-a ^7))€ IFSMGR_InstallFileSystemApiHookel-fe 7]^-°r Tll^cf. A^l^fe 7K V c) 

Hj-o)^ ce)-o)U)7> -tf?! Sj-^Al^eJ Jl#o))A) ^ ? 0 1( hooking )s)-S.S- 2)-OjAl^^ *|-^-g- ^-A)5>fe ^7}*V 

4. IFSMGR_InstallFileSystemApiHook^]^ a)^ ^71^-^-?]:^ iL#»fl 2)sM, 7>Aj- c^uj-o) a- c^o)^ 

s^a)^ i^o)) AA £ AVOJ^c). 



ot7_Vo) 4s. ^^.o. 7jj^)xl%V o.oj^^)o))7i Sr^H^fS* 7j-A)^7l^S|) A)~g-£)<>| ^cf. Aj. 7 ) /Jj^x)^ °-Oj^)- j)) o) 

-=-£., ^l^eiS) ^ola^BEA^^-El <y^% v 21^ -S^S NT -gr^l^l^r 2000 * <3 *)] *ll 7V 

Si*-^ -S- "3^°^^ " ^£.^-2: NT" ^f-cf. S NToflAi <y#§j oflJg-e) ?flo) 

Ai2)- se)-oi^^2) f-Ai-a. 0)6]) o)-g-£)^ <y#e) sen^i ^3)^1 OHe) ^^5. Sr^o} ciui-o)^) 

^TT 5L^ JS.^ 3))^^- 7l^S-=o)l7^ J5)-^-S)^ t)u>o)^ = E)-olOlo)l S)Sfl ^B^^C)-. Jl-5l)1, =1S]JL A-) 

-eflt HBHtHfe ^<H^1 A^^r ^SA)7)7l ^sH ^-^ 3)15!* s€t!-c).. ^-efit HE)-olal^ 

^^ll^s) 3l^^<?1 Tflo)-!- ^)«)1 s>Hfl)^ ^(Hardware Access Layer: HAL) 5. ^^^1 NT J:#*Vc)-. 



rL5)^- Sl-^Al^Ej 7 D U|4f C)a)-o)^ Se)-o)tH Aj^A)7)7l ^ & NT A)^EJ 0.5. OJ-^T) OJc)-. 

Aj-7) c)a)-o)>; ^e)-o)a) e) claj-o);^ iu^Ef ^^§1-J1 Ef^! 411 A li^ c)H>o)i ii^Ii n 

H.a)E 0l ) ^-ojc)-. ^E))7i AJ-7) lil-OjAli^ #*l*Rr ^7) ^AlS)^ C)) o) E] TH^-^lofl ^ ^ ^ ifl e) ^ ^.^ 

2fl5!-a- ^<^m. 



0)14 Uf^Al A.Eg«-E) BliLS: Sl-'aAli^ Cjal-Ol^ S.efo|^^l^ EflolE) SflTflS}., ^ ^E) H]-Ol&1^2)- ^ 

€«"0) §JO.T^ CL.g^ d)OlE) Sfe i^-^-q-. -8-71 EfTjIol ^ cflolE) 7)^^ ^2) 2) Aj-o|_e,) 

1 cja>o)i SLSfoHiLc} C-l QM^M, ^-§"8: ^A>S>7l^Sll AV-g-3i]fe 3l-9JAliE^ #A) 

7>s| ^ ^Eflfi) 4oj A |^^ cefolo^ iHS.fll<>1 °m-e)?11olAi 0 iul. ^ ol cjufol^ Se|. 0 }Bl gc^ 7,>^]^ O.S. 



e^o)al ; 71-Aj- c)a)-ol>; ^efo) o)(virtual device drivers: VxDs), 7| l££ °l-g-?r ^^cH, WIN32 H2fOl«1 

a>a(WIN32 driver model: WDM)* o)-g-^V ^^o), ^^E) ^«Ho|) ojo^ ^^E), ^^E) -^i, ^ o.oj 

tg^l- vfle)fe cf-s- ^^o)s. i*h*V4. 
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^aHa^ " ^a]^ e)-^ -g-cH^ ^«>^o.s. -g- U^Sl i©> ^)^Al?l7|( stack positioning) 

sfl ^ oj^aj o.^.^ 7 ii=..g. o^cf. aj-71 tq«H^ nefoi^^ afl^SM ^ti]-ajo]-s.a)oj 7^-a], 

7l^-§- S^-SM, #*lsRr 7Hi4 s)-<a^i^^ &7\}Q tflsflA^ i€» i*l*|^ (positioning) 



a. gigs] <y ^aH]^ 9x *^^^)» 7l«>^ SH}. £ 111- ^rE*^, «E-f£ 9x a] 

iSO ellt* AV-§-^>2.^ 1000)4 7j^2.H. 2£( 1030)5. 4^4. <£ ^ a] oils., <#7] A>-g- 

Al-£S SHCIOOO)^ 16-a)E<4 32-u] e ^ne^ <: >l)-§-HH] o l'ii(1021-1022), ZLH)5L tflcK^ MS-DOS 7>Aj- 
^^1(1025)* 3-f-7}^KE^- Sj-fe 7>Aj-^Al( 102 0)l- i^-*.Vcf. 

ols^ ^AloflcHlAl, A c i-7i Ti^S.-^ ^^(1030)^ 7HMA1 Dflq7^(i040), ^<a^i^ #A17K1050), 

s^H^H fflM^(1060)^- ^-^lt £°3*fl*)l A}w|i<4 71-Aj- clufoli E.eJ-o|u|5. o)s.o^^lcf. 



A o v 7l ^^]7l-^-^ ^Ja]^ ^^71(1060) °Mt= FAT4NTFS4 ^ ^oj^^ofl cfl^V cfl^Sl 4<^Ali^ = 
Hl-oluKi070-1072)<>14. A o v 7l 41^1^ Se)-olu1(1070-1072) o>efl^ <y^^ a^ a.Al^^(i080)oltq-. aj- 
7l ^ A^a.Al^6^( 10 80)^r 4lH^*N. <y^^ tfl^- E.e)-ol ( 1082)2}-, %Sr 

^2] clnHi E.e)-c»la1( 1083- 1084)1- f-4*VTr31 cfltb -9-^-§r ^^Hr ^4°l7l(supervisor)(1081)l- 



o)z]*}. ^Al^oflAi, tqH>oli S.efoln1(i050)^ A>-g-AVs.H. s=(10)2}- a}^-a>je.s.( 1000)<^1^ ^f-sV^ oil 

*E}?ll°l'a(1021-1022)5JfEl S.€r <S#^ ^.^1 AKJsl-»|, ^-71 <a#^ ^.^^ Aj-71 -?|*17}-^?!- ^Al^^ 
A]-( 1060)0)1 iL^tl-. ^71 c}u>o|i E.efolw1(i050)* #*]7> 7>^>J1, A^-^cfia, Aj- 7 ] ^^7>^tb 

a]^6J ^-el7l-(1060), st-ojAliEj H-el-o] u\ (1070- 1072)^, <a#^ *\ S-Ali^dosOJollAi <a^q-^ jq. 



IFSMGRJnstallFileSystemApiHook^ ^71^- ^-ol J:#ofl s]^ t ^7} S.e|-ol«1(1050)fe 2-€- 3} 

°JA1^^ jS.^s} >;^o)]Ai 7l^A5 3^3} A l A 1 ^-^^1^]7]- Al^Sj^^ ^^l^SlSi^- ^ 

ei^> ^#5. ^^14- °m ^(1083-1084)ollAi z| EE^-olo} o>SflSl ^7} ^7}^ ^^1^^ ^7.}(1 

060)S.-?-El, <y#3 ^-^-ar Sl)»S-¥-^ Sflf^l f-^tf. ^H}^ ^"71 ClUl-ol^ ^^7] ^.^S} 

JlioflA^ ^ej^- 33. f"4 A l 71^ ^.^ofl Cfl^- ^4* ^ ^^ofl^^l Z\ Z]ti\o}+ <=^o]u]±- 7.}7.]]?*SL3. 

°J#^* A-lM)^ ^ o^jj ^ Sll'gS^ #71 <y-t=l J9.^1 °^J1, SLfe ^€^, 7H1^ 0 S Afl^o. oj 

#^ ^.^1 ^^l^m-. ^€ cqal-oli H-e^-olHl^ <?1e1^eu1- ol-g-^ ^ $J-£^ *Vfe ^aV°1^2l- ^ tfl^AlTV^ 5. 
^*>^ 71^-1 ^^jAl^ ^ ojcf. ztei cfl7lAl7i^o> Aj- 7 i cla>ol^ =^0)01^ ^5)21 ^7Hcaller)» 

*H, if °ll#e}?ll 0 )^ o m cjuH^ H.Bl-oiui7V Aj-71 <a#«N 5.^4 'gfs cf€- ^-g- ^*8*Hr ^1 

°d=^°iS., #7l Jr^ oflS-el^olAloiq. t^Hl-oli ce^olu}^ Aj-7l <y#^ J3.^ol fil nfl^ cf^s] 7lcHJ ^ 

cl-(" block" : #^). 
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£ cf-g. ^Al^odAi, £ 121- %^}^ «Vaf *o|, a. ^ o. ^ £ NT 7l«Vo.S # ^ Si 4. 

-Sr°J*Ml ^«li(1110)«H ^ Sa^-. <3#«i #e)7r(1120)^r «9*3 #Ji, = eWiH a}o]s] <y#^ 



0-1132)5. ol^^lcf. *<H, neltt ^«M^ ^^o]^^ s^a]^ sefol^a i30)Sl-, o) = cf^a) 
aVol^ s.Bfoln1(ii3i-H32)S ^*8€=t. ^-7] <g#^ #e|*r(1120)fe °J#^ 2fl5!-§- *$7\ .8.^ 

si El-Tjl* #Hl5>7l ^-^o] aj-7] ^x\ + q s.e^oi«i(ii30)s ^^tf. aem, -g- 7l#g-©W u> 
2+ S-ol, ?J-AM>(1150)fe *1*1H^ *JM«1M cf^ c]«Hi ^^1^(1130-1132)1- ^ Xl^. 3 

zlH, A ^7l <3#3 #el7}-(ll20)^ El-^JJ tJu)-oj=± cefol ^(1130- 1132)^1 tflslH slS^ ©J#3 sfl^-i- #71 
Ej-T)} z)n}o)^ H5l-oltH(ll30-1132)^ ^-?-€ A o v 7l Er°J A l^ E «!1 1150H l^tH}. ©1 <a<*H4M. j£ 7 ] 4 

^a|aeJ ^Al^(1150)fe cf^sl ^Al^ J=eH«l SL«.^e(1130) ^©ll 3^^-. 



5L 13-& i«! °\^\^ ^<£*\^f$ ^-a1aK1250)°11^ C«M 3 ^]^} 7 ] ^^j- »^s\ ©J *JaH1©} § 

S-f A>Eolc]-. ^sflo} S.^ CLS-^i, ©J -^Hfe Aj-7] Bj-OjA]^ 7]-( 1250) ©1 sHjA^ig jS_^-g- ^fl^Sl-fe- 33 -©5. 



5L 13ol] <4El-\fl uj-af ^-ol, a. 3C*JA^ a^At cf^ i200<Hl7.i ^^aI^eJ £_^o] ^v x )^ nflnj-cf 3. 

71^-^cf. 1210^7i, <$7] S-S-M}^ 3\-<£a}+*§ 3Lz\7\ c^■7^1 122321 wva-cfl s]^ ^^(shut down)5} 
feA] ^rsj^Als. ^sVt}. ZL^cf^, ES^ife ^7fl 1225°fl*1 ^l^Sl^ <^^^o] J:#ol ^^5)a1 Q±r ^J-a- 
*1 7^1- jl, #7j] 1233°)M1 M-?>c}. 



1210-5.5 §«}7H, ^ v 7l ^-°jAli^ ^e|71- ol^oj] ^,40.51^ ^fecf#, >y-7l E£^A fe ^-^ 1220<HH 
s\m o]%o] cj-Til 1200°f| Sl«fl ^^94) al-^Ali^ ^.^oixll- ^^^cf. zt^cf^, ^-71 13*1 123 

OoflA-1 7j]^E]ji ^# £f o] c 5)| >.( ca ni n g module address)* ^^?rcf. °1^-8r ^^^11 ^^Aji^ _S.^ol ^1 nfl§- 
°fl, A J71 4^Ali^ ^-a1aK1250)7> 5.H.(load)S 3J°] fc&l^ 5.^^31, ZLelss. ^7l ^a)^^ #7i1^ 

^Uj-oli ^El-o]^^ ^OjcHlAi 7}^-q°.3, €E+ NT ^Al^oflAi, AJ-7] Jt^. £f^. ^-7] 4^Al^ 

% 1250)21 c)«l-o1^2l ej]a)ai>ioi) o^gfl ^7} s$<£X\^ a>( 1250)©] c^W^ ^^r 

ol«l2l ^e»oflA^ 7l^-*j 0.3, Sl-fr °fl *H3.(" zero" : °J)7> « 5Jolcf. c+7j) 1231^11 «a^sH, ^ v 7l ££a|a 

^ ^711 1230^^ ^^j^l S.% "HEJllil 7^*Vcf. Aj-7] a S ^ fe ^7)1 1 232^11 ^ Til^SlJl ^E]^ 71^-om 

Tjj-QJAI^BJ ^-AlAKl250)-i- 7l«Vj?_5. cf-g- -^-g-^V 71^* Sifitr^. ^71 SS^Ii^ 2"fl ^"7)1 1233<H1^ 



^^1 1220-°-5 ^"^Ai, ol^Jo] ^-Til 1200°fl^ Aj-7] ^Hl^ ^.QjA 1;f - t J A ^o| o>qel-^, a o V 7 1 xr^^l^^ 

<3-31 1221°fl^ ^l^Sjal 3l# 2.1- iHl^l- ^^?lcf. -fiSL- 0 -^ NT ^Al^oflA^ aV 7 ) £f AJ. 7 1 4<5jA]^ 

Efl ^A]7l-( 1250)21 CjUl-ol^Jf e)|3l^iiot| 2l«fl ^^SlJI, <H<S ^.«.3jS7V ^71 ^^\^ ^-A] 

aK1250)^1 ^-¥-^°ic1-^ «>V\i at(non-zero)©l € 5l o m. #7)1 1222°fl^, ^7] J:# £f cHSBflife #7)1 1 
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231°1lAi °]#<*} <HH.efli£f UlJE^c^. o]£\$. ^o)|Ai #7] S.^ o]^]^ u)MQ £.3-*], <#7] S^A^ 

<S «-Al^Kl250)fe -^M 2.1- 3f #7] Bh^Al^^ ?M*>(1250) A 1-°H1^ -tf^sl-H-SAl ^7] 3*<&*)£.^ 7**]?.} 

(1250) SHH ^S^> sRr ©l^ ## J=eH«l£ #*1^ ^ fl-g- 3M#. a o > 7 ] - jr^ £^ ^£51)^ # 

Til 1222°1H mm^, ^7] EM^c #31 1232°)H 31#€#. 



#71 ^ Jl# 2.1: <H^^i7> ^3-741 1222<*M 3f£*l -SM HS.^^- #31 1223^1^ Tfl^Sjal, ^e)^Js) # 

efla a^l -£#*(flag indicating shutdown)* *!^##. l-Efljzfe #7$ 1210<HH ^^hfr #efl^o|cf. 

7} ^3:^1 1224<H]Ai Tfl^squi el -^(re-hook) ^lSj-SM, 2 141: A d^# 

#. #31 1224 ^1 ^"71 #31 1225*11^ 3l^5q°l S.%o] c^^X\^ ^-g- *) 7>*|-.3i, #31 1 

233°fl*1 



2. 14fe el-^- H5.^1^2l °J ^^Hlsl #5.^>Holcf. #31 1300<HW, l^sl el-^- = 5.4^ ^ls^cf. # 
31 1310O11 ^^sfoi, aJ- 7 | 5£A|i^ ^e^7V «g## &<>) *1 3-353^*171- *|*fl 7V*H» #7>A|7j#. #7fl 

1320°iH <3^r*H, #7] HS-A-flife <# 7 ] ?>-a:H7> 2|aJ- £-<sH £#M^^1« ^##. Aj- 7 | ^aJ- ^.g. ^ 

cflolEiJiL^-i: «J-sfl*Hr A12.S *)]5L(zero) 5.^7> -S^H*!*!, ^ ^m#°l $o]v\. SL*}7} s}-§- 

€ *r 91^ 4I*H°1H, ^ Jit} €■ 3 A o v £->33a-°1 3°1#. Scfl^ ^aHH] SJ<H, S-^ ScflSl *sL=L^ 

^ 91*= «i# *#€r #€" S-^HH 7>^-^31 € 3°1#. 



ESa^f ^ il# -§-#21 ^^7> al-a-ajsl-cl-. ^ - ^.ov -§-#o. ^^o] ja.^ ^}o]b\3] 

E^, ^€ dlolE^7> li 7>Aj-^-^Al^^oll 7,-l^Cf^ Aj- 7l cfl O] &| A)- Aj-7) tiJl 7>Aj-5^-aAl^^ S.^o)) cfl?_V 3)- 
Sl» i#*Vcl-. 31t+7> 5_5LZ1^ ^ 91^ -§-#^1 AjAHli. Ofll-^3lol^^ f^Tj, C flo]El 7-^J-^HlA^ 21- 

°jAli^ ^l^Hl Cfl# Cfl* ^^1, ^Bli ^^7> 7fl-^-^sV31 ^ i#^. ^1## ?j^r 

#^1 ^^loU, -g- "i^oll i^* ^e^M ESa^f ^ SZ^ i# -g-#* 3l«-*>7l ^o.^. sl-^-si^^ ^^cf. 



#31 1320 1-01-7H, -*7l 7-] ^ ?>-S-H7}- ^Aj- o.^^] £#^cf#, #3] l330^7.i a 0 v 7 ] £Saft ^ *i 

# -§-#-& 2:7l2l-5]al, ^7] n^AH #3) 1350^7i ?-^€#. 



A o V 7l ?}-£B7} ^Aj- °-^ofl 2#g>7.1 ^St^, #31 1340°HAl Aj-7] Aj-7) 3}.<|U1>^ ^1^(105 

0)21 711^1-1: i£7l5}-##. Olfe ^e«2l 71^-^ ^Aj-o] eH^oflA-1 Afl S.^- ^^Al^Ej ^ 7>( 1050 )» ^71^-sl-H. 

SAl ol =-ol^ ^ °Ic|. #2^-^ NT21- ^ $7Jo))a^ ai # cl«)-o)^ .S.tL^eofl S^r #^°1 ol-g ^ ^Jl, 

A^7l ^<£*\ + *$ ^17K1050)» ^71 i^O-i^El ^-elSVfe 5J°1 H>#3]l-^el-£ =L*7\] ^ ^Afe S 

#. HcflSl AJAHHIA^ 7fl<a^^ 7l^^AS. ^Aj-21 ^6\)^\ o]#6\] 3±7}fyQ ^^]^ #51^(1050)* Sl^KE. 

^ *\t= A o v 7l Jl# *ll<S(calling chain)* ^^*1-H.S.a^ o) =.<>1^ ^ ^cf. 



#31 13400)1^1, lEl^ol #Al Al^El^S. SAlsl-71 ^Sfol, Aj-7] £ S ^A- ^# ^El^Sl #e}|ZL SAl ^^(fla 

g indicating shutdown) 4i^* *A3l##. 2 13°fl £^1S «>sl- ^o], ol #2fln^ #31 1123^7^ a^^j, ^ 12 
10°)17-1 ^Al-s)^ l-eH^Lol#. a o v 7 ) ssAflir ^nfl #31 1350°)H ^^^cf. 

S ajai^ha^ a. tg^]Aiai AjAHioii af^. ^^^21 ^Efl^ 2 6-8°fl 2^1€ -^^Hlsl- ^-ol ^-^^^ 

HS-^l^S. <^^^ ^ 5i#. ^71 ^a o V^ >-em i^Ai ^ «fl_^^^ol *121°)1A1 aj^al AjAl£l7l# ^# 

4^^^^ ^^oflA^ Aj^Al ^Alsl^l ^ 3* JS-^SHr ^ol ^^olcf. 
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iS-msiH^ e e }-o|^ tH^(trial version)* <^1«- 1"<H 30°J°leHr ^«fl^l 7l^<?>°}- A>-g~g. 0)7}^. SeM^ 

o\]*\ 5-2.=L*g$. <LlS.^» 7>^m 53 ^leltb l^-SHM. =S.n^* a]^^ a] 31 ^7]- a] 
^ofl ^^r # ; & 0 i 0 l -d^-^a.^ c-1 BD]-ei4^ 7^014. 



o]E^V ^ 7H «j<gofl u^, Aj-^71- Ol^lofl ^=E] HSZl^* ^^Al?l^ °JWV^^-£, 

ol^M ssa^f ^l§Ai ? i^fe Ait^ Af^-AHlTfl pv^i- sl&tHr ^3^-^1*151 ^el^cf. 

VSL^H t>ll7fl^^l: 5\*]t>}7} "o'-a-Sr ^1^]^ ^2}- A] #-g- =^.9_sL ^fl^sfe ^T, *1 

A]£fe A]^ A] 741 -?VS7l?i ol^7> Si °}-gr nfl A^l-7> ESJ^ Ajtg-g, A^^- ^lofl X\^S\ X\^^ 

^*A<L3. ESa^f 24-^1 AV-g-^- ^ oj^a. ^1-H.SAi olei=l g-*fl» Aiel*il&4. zie^, ole^V *fl^* ^V-g-^l- 



<y«1l5L^( embedded) ^2] 4?<3Sr ^}s}7] ^^^1 5^1^-. cfl 

^tb&fe ^e-g: M o V ^*>7l ^5><^ Al^E^ AlTfl-I- ^-AlS]-^ >S-^4 ^1^-sl-SS.Ai o]Z]^- ^ e) ^Vcf. 

t^^r A]^^ A]7)H] Cfltt ^ ^ 7flSl- ^1«VJ1 Al^^ A13171- ^ ^ St^-S. °fl?r*l Al Tflofl] 



£ 15fe * <&^£] H>^*1 ^AHHl 3g»E]0} Al^Eij A) Till- 7 a VAl^ 7 l^«}. ^rt^- - ^S.Cfol ^ Zl ^ C| 

Cf. °lel^ B o V ^°fl <4^, A l?fl BflS-elAj-oll ^O] cflolElullol^fil. *Ajtlcl-. Aj- 7 1 ^o) ^ o] ^ H)) o] + 

S>l42l AlTfl-^TllSl *9j-?-Sl- 7,^^ Al^a* ^lfe *1 ^€ ^1^ i*^. ^"7l A] Til - ^ 7)1 S] 

^?l-g: Al^e^ Al7ll5.-?-Ei 3j±(Al#iq. 'd^a. £^ Al^^ Al^Sl ^£)<H] 7]^^ cflt!: ^ *)H^ "A 

7H^^ol4. ^^^1 Al^Ej-e- cflSflal Al^^J AlTlHl Oj-e}- ^^-t-Vq-fe ^- 7l#&0]:0)| ^-^Eioi 



7l*V i^-tl-cl-. olel^- ^<J)^- Al^Al ? )i=. ^. 7W wt-tf ^- Aj-71 =S^li7> <?>.S.£lTr A]*}*}*) *\*)7} ^7) cflolel 
oil ^-5*Rr A17JO.S.YE1 ^^1^ ^ 7 >Al7l^ ^Olc}. Aj-71 ^ ?l-cr tfl^ #*l£cfc ^5^-, A^efl B^. 

A\\*\S\ ^Oj^^u.^ o. £ ^ Al^E^ Al TflSl ^51^ ^5-^1^ ^Al^Cl-. Aj-7) ^^^^01 oj^g] ^ 

M-'S, #71 ES^life ^21 f^^^cf. ^eAl^Vol oVS.€ 4 1 , #7l CllolEl^ S<Hii7lSlJl Al-^€^. 

21 *°J21 Clf o,l fe Aj 7l cflolEl7V C-1 OlAj. ol-g-^- ^ Oj^ 51^ y-^g. ^ 7 )sHr A V-8-7.>^ ^S^^^l #71 

t)l°lEloll ^etb^. iS^i;]. nVS.^<HlAi Aj-71 flloiq-I- °|7imcl-^, #71 ^S\5L #7j 

dlolElfe §cHAi7l5lJl #^l^Cf. AlTll-S-^21 CV^- o)]7l- Aj-71 tfl °] ^ ofl ^ ^ Sl^r ^^^c ^» ^7l 

Sicf. ol^*! ^ojol) 4^, A>*^>fe ^Sa^r f-^r* "fl^H #71 HHEH ^e^- ^ ^q oj^j. 3^5) 

^7> l-il-Sl'a, ^V-g-A^ Aj. 7) dlojEloll ^^^711 1 ^Jolcf. A]7ll-^-^Sl ^9J21 ufS. oflfe ^°]$j(-g-" £fe - 
^mSi^ W -§- #7l AlTfl-^^21 ^ojofl cfltb tfloltl^ sV^cl^H, #5.Bl^>:3, CD-ROM, 7j-7llHlol 

S2l-^-8r 7lAj-Aj-^ol) 7.^j-£)7m, ^<?] ti\o]^o] ^ % ^S.=l^ Wj) q = £ Cf. 
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aj^- £^(single module )°1 € <r 9XSL, *}#^*}7]}^ a]t\] #*\7.}<i\ 7]^-% ^r*8*}7] <^^£l 
2.1-5. T Sl^. °J ^^^5.^, <y«£3<?l fifSj 71^* ^^S>7l^Sl-^ ^ig-g: 1^5.5. 

^1 3.B.S] Aj = 2t-°11 ^«fl * # *r Sl^. iMSHWH, A o V 7l A^l ?}-Alx>^ A)>^ AlTflS^E] ^Tfl 

AIM 1414). ^7} A] 7^) ^Al7>fe o^o] ^7)^- ^Si^r^l- £W, 3HeHo1 

S7]^Sl^^«- l^tW^l 1416). *g^2) <a -^AHIofl^, ^^Ei HJLZligSl A!3!-gr dlolE^lol^7l- 
^o) 01o|E^U)|ol^ ce^-olalol] 2]t\<^ ^7]Q£\±r 3}<?]ol ^Cf. AJ-71 ^o] dlolEitt))ol^ ^_5}o]U]7} ^fl-E^ Aj^ 

^1 ^.^C^, AJ-7] CflolE^lo}i^ " i7l^-" # jl3}Sl-7fl o] ^ ^ A] ofl ofl ^ , Aj- 7 ) A] 7j] ^-A)^> 3.B. 

AJ-71 cHolE-lBflol^l. ^7l5l-Al ? l7lfl*> ifl ofl °H]^i=li ^ 5flt|.. AJA^a!, AJ-7J <£o) 

dlolEiHllol : ii7> 2:7l^-£l^Al# ^^Sffe #711^ ^7] C-fl ol 3 ufl ol iS^-El 7] ^ Al Tl^o] ol 7 )S. i^t*. Aj- 

71 Al#&ol ^lS.(zero: 0)o]&, anfl AJ-7I cl) o} Ei Ufl ol ^ ^7)^^} °^Srt}. AJ-7I a^&oI ^]s. 7 } 

o}^^, =L^ ^7} $}o]t\Vi\]o}^ 3,7]^^. 



^7} CflolE-lUllol^7V 3,7}Q£\#, ZLOfl ^-741 14145^ «7fl Al7j;&£: -*7l CllolEiBlloli^ Aj- 7 ] 

a1#& a^J-^ a) 71^:4 til:E€tK#31 1418). #7l) 14145. JfE-J ^7fl a^^o! t^J-^ a1 tV^ J±c|- ^ a) 

?_Volel-^, AJ-71 «^fl -#7} A^j-^ AlTj-^l; ^H.ofl 7l^Cf(^l 1420). ^Tfl 14145. -^-El ^ 7fl Al#&ol 

^€ ARV^iLcl- d| ol ecf^, AJ-71 Al^V-^^Sl ^o] 7l^ol oj^)^^ ^ nflg.^] aJ- 7 1 cflolEl^ nflsV ^ e °l 
cl-(^:7ll 1422). 



A <M 01olElHlloli 7 > ^7l5l-SlAl SHrt^, Ig-Tfl 14145-?-El Al^Ej A^lSl Al 7j-^ 7^J-^ Al 7j-^ ^J=o)] 

A-l^-^cfC^l 1224). ^711 1420, 1422 SE^ 1424 ol^^l, £ 15<Hl £a^ aJ-^o]l rtj-e)-, AJ-7I a^I ^-AlAf^ ^7131- 
^^(^71) 1426). 



£ 16-8: ^ V ^Sl A]AHH ^ MJ-^^- M-El-HH^. -*7l A] Tfl ^"A1a>71- S^-^ ©l^ofl, Aj-71 A^^ A^l^ Aj- 7 1 

Al^ej AlTflsl ^^5>7l^sl-^ ai^^ e^^i ^(tracking interval) <H1a-1 ^a}^. aj- 7 | ^a)-^ cfTfl 

1528°1lAi S7l^cl-. Tj;^ ^A>fe X\^S ^1^121 ol-g-sM ^7^1 14 145.-?- El ^7fl Al^^^- a 7 l-Al 7 lj7 A^^- 

$ A|^^ AlTV-g- ^O^Cf. AJ^-^- Al^ig Al^-o- ^O] C-flOlElBllol^^lAi A\ A] ^| ^-A|a1-71- S7lS|-Sl^ 

Al?_lo.5^-El ^Aj^ m^-o^ ^4^. aItV^. 5I0I4. AJ-71 Ml-V-^ ^^fV AlTi-g. u^ajg^l a o v 71 ^,0] cfl ol E^ *H] ol 
7^&^. H^l^ ^-Ta^A-l, AJ-71 ^131 ^lAffe AliEj Al^ol Al7_V^ ^SL(^) 1530), Ml^- ^1 TlHl 

sl«fl -S-Aisjfe ^^-tb a)^«] AiTiHiA-i ^1^4 Bl;at!-ti-(ia-7fl 1532). aj-71 H^^ 1 #3-fr aI^s ^ ^ 

5U «>^§>7im 0-603.O1 Cf. C| H>*y-3!Sl-7fl, AJ-71 S^^J l^-Ol^. ^ 1530^^^ H><4 ^> 

Ol, Al^lg Al^Sl AjTi^Jif AJ- 7 1 A^^V Al^ej Al?J- A>ol2j Ul 7^5, Aj- 7 1 A] Tfl ?Ja1a1-^ #711 15320)^ 

Al?> ol^ QJ^CI-. Aj- 7 j Al?_V ol^-o. ^.ol£l^ ol^-4 UlJE^Cf. AJ-71 -8-°JSl^ °l#-8r Uf^^l sfTll A] 
21 <H^1 ^(<^1# 0^-3^1 71 ^^vfl^ Al^)^ ^ ^ oJ4 7 ].^ h)-^- 3)5} Til, -g-'ilSl^ °lt* 3Al?}-olcl.. 



AlTl Ol^ol -g-ojslfe Ol^- Wj-ofl O^cl-^, AJ- 7 1 AlTfl ^J-AIaV^ Aj- 7 1 A^^ ^741^0] ^S\JL S.^ ^711-^-^21 ^o] 
7}^% ^^l*l-£^ 7k^Qm&A 1534). ^7l AlTj- oj^-ol ^-o]Hl fe ol^ofl ojq.^, Aj- 7 ) A]7l] s£ 7 ] A^l 

-^€Sl ^oj-g. Aj^^.cl-(^-7^1 1536). ^711 1538oflAi, AJ-7] Aj^-Sl. Al^^ A] 7_Vol H)-^- Al s)-7ll ^l ^<?] tflolE)Bflol 
^°fl ^^^1, -£71 ^AV^ ?iS.^cl-(^7il 1540). 
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oj ^Al^o)l^, £ 16^ #7flfe a> 7 | ^<y©l #711 1534 S.^ £ 15^1 #711 1422<>1H 7l^-ol "^MlSl'S 

«V^4. £. 16°)^ #7)121 o)e^V avaos. I^s}^ ol^-o] -g-o]slfe o]^oi] ojo,^ #71 A ] t)] 

o]+2\ 7]%!& ^cofl ^^Cf. A> 7 ] Al^e^ ^ <H ^1 A] Aj-7] ^O] c|] o] H(| ^ 3] ^ 



cf€- 4?aHHH, ^^7} ^cf^-(shut down) s!&-§- "fl, ^oM ^^-*V a1^ a}^ a]^ aI^I^ «1 jh^i}. a> 

71 AlTfl^O] ol^^ Ol^-xflofl ol ^ AJ-7] Al^Efl Al^l^-8: Aj-7] A] Q# 3£^6\) 7.]%^. o)^ A>Efl*j 

cf^- HiL "ll^W^ IE -t-^oHport blockingHcf. a1^<*M HS.^1^^ a\z\<£ SUM'S S^ 2 )- 

•S-'S* °11#Hl7llol>a°l CHolBliLOV^ £AJ-Al7l^ ^°_3_lfB\ Tfl ^ ^ 7ti>l3-5Hol: ^cj.. 



f-AlSl Sl^fS^Bl ^^5l ^51^ Al^E^oflA-1 Jiid|olEil- ^ ^ o^cf. a A> 7 ] A^^ AVJ1 

££fe o)sflA-l Hla.^ ofl^e|7llolAiol Hi Ji J: Cfl 0} £|« £#^7]^ ^#0]) of^o} o\x] «rcf. ^"fr il 

°H #£l 711 ^l -54-5.5. li ciioiE-li- 5.^51-fe 53^.5. <a-s1^ iL:£ £#ai 7 | ^ A>JH4 ^ 21 $1 ^ o_s.^- 

*\ ^#7flEl^ ^jolcl-. Ole^l Sfl^ <£&4\ ^ne^]^ 01)^217)101^01 A>-g-ol Jijr C^olE^l- <^ ^ 0]^, sq -*f 
1-^^^-El ^^Sl^l ^ o. ^ =E]o1 A}-g~g. A>#5>J1, nElHS. ZLl-o] 0.^-A^ofl ^ *Vt}. 

^71 71 AjAloflfe 31-^^oJ ^^EISI £ E Eldbi» ol-g-*Kr ^ilS.-*fEi <^ ^} l^lif *7>^-ol-7)l tb^. ^1^ 

aJldlolEU- Tlsl- ES^lit <?]:^s>7ll ^ ^ Sicf. ^. ^tgo^ taJ-a-zjt.V ^^^1^, ^Jr^ HS. ^11^21 Aj-Efl 
iLJ: H^llisl el^H^-^l =5.^1^71- #7fl5l-°5.Ai ^^^cf. 

£ 17<H1 £^1^1 t3>fi1- ^-o], uJ-sJ-aj^ ^aH]5. ^^Ei(1600)<Hl^ oflSe] ^o] Aj( i 6 10)-°r 7l^(^ 0) Bfl«S(162 

0)oflA^ ^^*Vul oll^SlTflolAldeso)^ C-l ^ 2111(1640)011^ 31-1-^-Cl-. ofl S. a) ^ ol Ai c>l iE( 1650 )o1] cfl^- 
# nfl, »lo1 ofl^el^olAidexo)^. oleltl ^^1^ 7 D VAl5:>Jl ^£1^. 



£ 18^1 £^1^ u}24- ^-ol, oltg ^^Ei Al^(ofl-i- s-o1_ nl-olHS-^nE NT21- -fi-E-fS 2000 ^r^^Ml) 

oflA^, is #a1^ J2.S- ^E-^-^o^ + *xt{. 51 ^.^ol 5,71^ m(1700), ofl # 21 ?11 «1 Ai(l 

610)-S- n iL^-l- ^>#*Vj1, HS^li ol-olclfl. ^^*Vc1-d7io). o>^-3]t!- ^AHl^ Aj-71 ofl§e1 ^o] Ai( 161 
0)-8r JtS °1^ 3°1 *1^-S1^1 ^ BliSl- o«/il^4. Aj-71 ofo)c1^ Aj-71 s^^>,7l- (IB ^ 

^icl SIBI-Sl^l 0*5:3.) JijLSl^ll: ^^5>7l ^ ol^4d 7 20). ZL$o] !2_3LS\x] ?>^^, Zinfl ^7} SL^^ 
5LS^lAi *2l-^c1-d750). 



E 19(a)o)l £A]^ h}21- ^-ol 0113 sg^El Ali^(oj|s. s-o^ oVolHS.i = S. 95^1- 98 ^sMHIaI, -#7] 

II #A|^ <g 7 |^ #71 i-fjV-fr Al-c+# ^ ojq. 1S | ^j^l^Sl-fe HS.^1^7> =m S.1 H5.^1^7l- £1^1 o>^cj. 

i^*1-7l ?lsH, ^A>^ iLiSl^ CHS H^^^oDAlS ^^)Sl<Ho>uV ^-Cf. o| 7 | £ E jg.^01 ^7l^-5l$i-g- 

nfl(1810), ^}°] o lll-el7flolAld610)^r =L a>#s>s, £S^a ^1-olcls. ^^^(1810). «V^3l^ A] o^l ofl 

Ai A>7l 71H oll^e14o|Aid 610 )^. iB oj 7]1 . Sl^SV^l £l^H» ^^1^*1^. A>7l HS.^1^ °f°lcl 

Aj-71 « 3.^1^71- (IB <g 7 l» el^-sM ^Sl^l^- ^^5>7l^Sfl AV^CfC 1820). Zl^ol ^.^Cl-#, 

A>7l 5.^^ -S-ifl ^4(1830). H^Jol ^.J:£1^1 °^fecf#, a«( A>7l AJ-71 ieo)lA^ 1-aJfSlJl A> 7 1 as^i o}- 

olclfi)- IB =5.^1^^ #a)^c}(1850). 
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£. 19(b)ofl £*14 44 £4, £4 ISl^ S7l^-^ 141(1860). *114 «>fll-e|?flol^(1610)^: .9.^* *>^*>al, 
Jr#* «£.«t|-(1862). ^7] s^a o>olc|<q- IS *je| fe ^44 14 3E.S4 t^]o]^o)^S.^ *fl7l44 

(1864). 



£ 19(cH £*14 44 £4 171 IS4 £-7) IS .fi^o^ OlE^V 3}-*ofl ^7}Z\S>-3-, ^S-M]^7\ ZL^o] SJt.^, 
53<?]4* ^SRr -&434* ^Ml* nfl(i 870 ), ^^JS) 444te 1M4 "§71 iSS} cflolE^)ol^o1] cflsfl 

4 ^A>^Cl-(1872). ^71 HS.^^71- 17] ISf 7 }^jl olcf^, ^ &7l] S] Jl #4 £.44 

Aj-fe ^3flS>Jl(1874), ^-71 ^434^ 45-44(1878). #7] HS.^^7> 171 ISf 7f^JZ 44 &44, ZL^j* 
S1444* f-44^ 443fe ^.J: eliS°il s*, 7 \m 5J°14U878). 



^-^^ ci 4* 4*Hlfe ^Ho^ tg-$e| ^ 0]T£ =£4i7} ISt 4-§"4fe 2ll44Tr4fe 

3°fl4 iS *«M A l^(port blocking system)^. *^>7fl 44. <£<L3_ 7}^Q 5J* *%*\]*]cqx\ 
44 44 E^)i7} 1st 4-§-4fe *1144fe IE #«M t 1 ^ 7>4fe JiJ^Mel *i*4^ 0 l 

4. £tb tt«S 7|#4 4 ^14°fl4 ail^lMM 4-E- IS <>l-g-i- 4447l 4*fl HJLZL=g£ £#44 £* 
^ 4fe 5E4 7|^4 5i£r 44 *3.X\) + 7} 4 «3<MH«II4 « c V^ofl 1st 4-g-4fe 5J o. 

444fe iS 4 4^ *l^-8r I^Sl-71 ^5}oj <gA^.g ^^B)ol^. 



IS 1-^2]- *a}*1 a 4€- iL^ 1?Wf^ vfls^S/TDI 

^a1o)1^ o^rg H^]^7> ^*}SL 4fe 3*44 MlS^lH °l*4fe 53^5-44 4444. 0I33* HsL^i 

»4 J2.JLdl°14-i- 4fe 444?ll 44- 4 4^4 44*14 4^HI^, JiJ^fe IS^|i5] Aj-Efl* jijr 

ss^li eliS^l^i is^li ^^Hl 4*1)4 4*344. 

S 20°H £>14 44 44 44*14 44°HS. ^^El(l900)<Hl^, ^1<>1 °fl#Bl?flol^(1910)^r ^]^(^ 0) BHt(19 
20)^1^1 ^«>ji °lll-el?l|ol^(1930)-€r ^eH»i(1940)^^ 0 ^^n°)^.°] ^}^]3./TDl 91^]°)^ 

(1950)* ^l^ll- ^1^ °B#el?ll^^i( 1910)^8: o]z\& ^-Al5>ol ^el^-cf. 



£ 21°1] uj-sf ^-ol, Lfls^H #^'8* °lll-e)?llo}Aloi) cfls}^ ^5};es i>} 7 } iL^7l A^-g- t>\7\ 

5}7l gi £S ^ ol ^-ol^lc]-. £_x%7] £.^0} ^7}^!g ^(2000), ofll-el^HAj.agio) ^- zl A^-g- aV^sVjI, H 
£a|a oj-olcH- ^^^(2010). «V^-^^- -S^HlS. ^ v 7l ^IH °lll-el^«>l^(1910)8r viis^a ^^li* z]^*}*] 

^fe sl^iil- -^lifit}. Aj- 7 ] o>o|ci^ Aj-71 =s.aii^7> (Mis^a ^^)^# *j^-*V^l ^s.^-) 

JilJ:Slfe*l«- ^^s>7l ^s><^ A>*^cf. zt^o} Aj-7] ^.^ o. cf^] 2030«11^ =L%o] 

^^4^, ^°fl ^.^^gr M1S^3# Til €4(2050). 



■H- ^^Sl Ci 4^ ^AHl^ ^. -^AflA^lA^ ^1^-^ «J-^ofl 421- O^lg HS.Afli7> vflS^H* SH^fe %°-2-*T-*\ ^ 

1^4^ ^<H1^1 Mls^-la 1-^-^ Aj^Efl 0.5. *j=5i-7fl €4. 7i#€ 5J-8r ^ ^^l^ofl^l ^l*€ a o v ^°il 44 °1 
■a Z.^^7} Lfls^lat 444^r ms*l3 l-^-^ ^^^.il- 7^]^ h^c-iioIeI ^^ai^ 

e J°14. £^ S^-S 7l#^ 53 ^- ^^l^oflAi ^l^g-^ fj-^ofl nj-el- v1ls^3 ol**- 4^471 4«fl =SZL^^ 
El°il^ tl* Sllfe D H1°14. £?b S^-S 7l#^ 53* £ ^-HHoflAl ^l^-€ «o v ^°fl 44 4^ HS.^1^7> tfls^H 
1- *HI^4fe 53^s^-e3 4^4471 4^ Mls43 *^ a^^* 1^-44 4*11 ^4 ^^4°14. 
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7|7lu)- 4<y^ £-3|]Al?l7l fltb ^li^S] ^ AlAH]^ ^-S.cfo)^3.^olt4. £Al^ «>Sq- ^-Ol, Aj- 7 } -g^H 

(OS)#(2210)4 ofll-5l?1)ol^*(2112)-g: i^t}. Qj ^AlofloflA-1, io]e 7 } ^Al^eg ^]o]s_ %o]7^ s^SHr 
#51*^ 98, NT, 2000, ^H^7l«V EEfe cfs. -g^T^ £fV £ ^^s] <^s.]7}^] *Zs>}<*\]2) 

°i-§-i- ^ sa^i^i-. * < 9^^*(2ioo)* 95«m. £<g*w(2ioo)Tr <%$mn°]&%-(2U2w*\ 

3l#-§- *|el*rte 4«aAl^^(2114)(^^l7l-^-t!- ^HH^, ifs)* S-^t!:^. 'B^IS ^4 
°l»Hfe ^r^^^(2110)°H^3l z]n\o)±7} ofl^-el^ol Ai^(2112)°IH 3 «||«el*Mg£. ^s]& ofl^eiaM-S 
Eia^ «l^*Holi(APD* *«■ ^* ^«*M c^M^* °l-8-tr4. «eW a zflt * 

a«(cloaker) <*#el*IM'8(2116)£: £S| £ sl-oltil(2118)fir #<H, ofl^ ^o] Aj( 2 ll6)4 **ll 

= e)-olHl(2ll8)fe ^"S "fflc-l ( vendor H fil*fl #31*} t^A^} ^ ^ 5ft oJ.efl<HH 7 1#^ 42}- 



-&3il ^e)-ol^( c ioaker application) (2 118)^ 2 r < a*l^ , iS(2114)-g- ^«fl f-4*r^r ^l^ai ^-frapS^- *)■■§■ 

^cf. *3fl oB#el?llo)Ai(2ii6)'>fl ^7>s., tfe 3. eflt <*#3l*M4i(2119)fe ^fll-el^ol 41^(21 12)<>1| Si* ^ 
al 3^*1^(2114)* JL#* i±1 *r Sltr. =-<H, iE)t> 3L#* = 31^ 4 = <*#3l*H<8 -5- 

s.-fiM £^ «£*s IM^l «^ifls-¥-E| A]^ ^ ^cf. o^ 7 H>H #j9.^ 41^1^1!) <g 7 r , • 

##*r7fl <a^^Cr. f-Atb ^* 411* ^71, #71 £fe^l*>7lSl 7]^<Q. £ 

%t-*Vcf. =LB.]E-3., oflAl^ ^-fi-S, " ^7l" 21-, » 2:71" , " ^71" » ^7l" 3L# ^ *H 

*v i«-€4- ^ " 171" J:#* -a-^Vtb •J'flis, " 

^#-8: " ^-8- #71" 2]- " c]~g- #71" jL#iflofl i^-€^f. 4^ ^cl 0 ! ^ H V°1 ^(2 120 ) (spS-^ a 3 s.e^oija, zip 
£^lu, £3.3*1 = eW y., Eflols ce)-ol a., M7i7]-^^- CD-ROM S.ej-«1 2^ °l ; S-7>^^: 7^^1)fe °J 

<£3 o.S n)d<H clu>oli(2120)Sr^ ^^sH ol^^. 7^ S.e^ol^(2122)2r 



3-*4HH, &n Sfe 3-a} ^efo]oi(2ii8)fe ^^^^^(2114)1- f-^Vfe z]-^o] ^ji §-^^4. s-t^ 

cla>o] ^al- ^^S. ^-^£1^1 ^u>o)^ ^efol^s. 4^ A l^^(2114) c Hl ^^5>°S.Ai ^Efol^(2118)^ 2r 

°lll-el?ll 0 l^(2116)olM- ^ 6 fl#e| ^0141(2119)3.^ ^^^fex] ^.elJi Aj- 7 ] <g 7 )" , « , " 

cf# #71" , " ^ v ^l" , " olf-wl-^l" fi|- ^-S-tl- Si^r. £.2j-oluU2118)fe n1cl 

c]hH ^(2120)4 ^-^^ S.el-oliJl(2122)oflAl 3l#* W ^^l^l^^l 

^f^s, ^olHl(2118)-8r ^-g-Af7> $1^*1 # ^ ^e^V ^o_S. ^}-%-7.}S.^B\ ^ 



*sfl <»ll#el?flolAi(2ii6)* ^r-g-^V7> aHl-g- ^71*1 7)14 3r°J* ^7l^ *l7>sl-iES- 

olAi AV^-71-71- ^* ^Sfl A^El^ Ai^sV^ *17>S>J1 nnfl £r3fl ^e^olttl (21 18)°flAi Alej^ 

^°l-§-* f-^A]7l£.S.Ai Oj^-Ol^l ZZEi*V ^Ofl^ ^] ^ -g-^ ^ ^ 7 >^-Cf. ZLSflA^, ^Sfl 

S.efolul(2ll8)vflfil -if- ^(lookup) e1<>)I cfl °1 iH ufl °1 ^7f^)c}. u>3-z|ti|.*|, a]-§-a}-^ ^ ^ 

7lfl-*>7l ^o)] <a-il- AHaj^- SL^*£JL o] oV^dVo) A^7 r 7> o] ^ ,&3l| ^oj^- ^]o))Ai #5.^- S r fe -fr 

7V^C r . u V^^^V7il, Aj-71 -?l£*a AV^V OJ-SSI-^ CfSCf. o] E^V # o)^S\ ^\%7.}^ ^ « 

^fEi si-^flioi* Av-g-sr^ov 4<a^ 4^- -^-g-a- a^avi^- A r .g-7i-2s.^-Ei ai AtgAj-^ 71-asi ^ 

-a-^<a* a.^*v4. <£-g- sj-'a^ vfl^^^oi-uiEf, 4<ysi e^flt ^ ^r^si ^ ^Ai^oflA^, 4^^. 

el el^s^Ai ^Al^l &*}o\xie± x><$i& «a^Sflo>^ AV-g-7Hl fil«fl *^7> sflaflfl nfl^l -g-^^fl 
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ofl <&S.3Hm. *r Sa4. ^jattt < S3*. 4°j£: 4^ l^loflAi ^-^51 i ^qj ^-7]oflA-1 

Al <y-^^cf. ^-^(cloaked file)£: ci o^ ^r^l€ ^-2.7r &-g- ^7l€ nfl o^-jr^t}.. €45a^ 4-g- 

47p ^sfl °fll-Bl?i]ol^(2116) ol-g-ofl^ o-a)]» *fl7l% ufl, ^1 £.e}o]v] ^}o]^ £^ cflol^BHol^s-f-Ej Bfoj 

oj ■§--§- ^7l5>°S.Ai Aj^s]^ 34°J^- 4^-£-5- 43l4€ 3°14. £r3l °B1-Hl?fl 0 1^4 =5^0l^7> oVjr^.<4 

-frSfl SefolUl HS^l^ol ^^Sj^l ^rfe Cf^- £03^0,^ Al^-I- 4^*1 7] 71 21^ f^S] ^fliM^I A) 
^-gr -^-^Al^lSS.^ 7l<y^4. Zlgfl^, oVJrS^ §JL3} ^2= Aj-^-oflAi 45l47r *7>^-44 ^C-l2t£ 

«7l ^ m-g-* H}«*l-H.S.Ai 4<g°ll tflsfl ^4°a^ 3-2-8: 4^4. 



£ 23£r iSr^^]^2l SpjA]^ ^oflAi 2}-<aAli^ #*147l ^tS- ZL^Jl Jl^Sl J:# 

^M^l fl^- ^ofl oj-^- « 0 >^2l ^A)i2) Al-eolcf. £ 2331 « 0 Vg^ Dl^ol S.el-olul(2220)^ ^ 

Stl^T 4°i #7]7l £fe -&^]Al7]7ll- 7H}- o.^ iSE^o] =^Ol^(2118)°l] 2) *fl *3^<gT}. <g AJa] 

oflS, £ 235} « 0 v^^r 952] 4i^|7>^-*V apjAl^OFSWH -QflSlfe- ^-g- ne}-°lul (vender supp 

lied dirver : VSD)* °l-8-*H ^ °a4- 



£ 23°fl HAlJg u)-2f ^-o| ( cf^l 22100)1*1, Bl-ojAl^ i^-fr 44€4. °J«Val O.S. #7] 4U*1^ 
clHH^(2220)°fl a^^ cfloiE-isi ^°il4 71^ ^*84fe ^4°1 5*0.14 ^ 7l%~g: «1A^ ^ 5i7l ^<H1 
*>^€^. £ 2321 ^711 2212<HlAi, SV^-^ J:#Sl Ef^ol ^BlS?^ ^9jxl7l- ^^^4. #-S-tV S#-g- A> 

■g-A> £fe Ol^ Af^7l-7> ^lAl^l 2)-Oj 4 ^-Ol^ oj^ T 1 ^*^. ^r^A^lS.^, 4^-8: ^-g- 

7> ^-^^ ^r^^l^Sl ^^S-^-El 1: ^ ^^21^ -5J!^1^€ ^ Sal, ^ ^JX, ^ ^j, aV^]^ 

^ SlJl, -iH^-sL qq^- ^ ^oJ^MHl 2l*(H 2ia> ^ ^cf. ^ElHS, *^Sl^, #J9.*V s 

" 171" , " $7]" , " q-S" #71" , " AV^l" , " °l'§-Hl- ; ¥-7l" * i^q. ^H}-^ o. S> ^.gol ^^l^cf'g, ^ 

Sl|€ 4°JflM- n^Sl 5l^l?l qvg ^-^-A. ^|5l7l« Al^Sl^ B)-^^- ^7l7lM- ^1^7171 

^SH ^H 2 * t 114. ^^t!- ^Hfe SS-M- £ 26A-26G21- ^54sW 4^- 3^ ^ 

i^-tl-cf. ^el^ ^i-Tll 2212o)lAi ^-°]£l^l S^t+'S, znfll 2214oflA^ ai^sl ^ojAli 

6j^- f-ifsl-Tll ^cf. Aj-71 5:#oi ^e)E]ji zt^oi ^^.t!- *r 1 4e1- , a, ^^1 2216<HlAi HS^Hisl ^ 

Ef°J-a- -°r^l€ ^""a 0 ! AV-g-7Hl7fl ?iBl^l^l *S>£^ SL^Sr7l *H ^€4. =5.^1^21 E}-^^ ^#21 

El-ojc^l s]^*> ji £ 26A-26G2}- ^^s}ol c-} 



^°11 nl-el-Ai, ci-Tfl 221621 H^-fl^^ Al-g-7>el- st-Al^uj ofls-el ?flol>a £^<H) o^ol ^^J-tII oj^-ol^ 
^ 514. A o v 7l Sl# HS^aj ol^ofl, Aj. 7 i ^#a]^ea ofli el ?fl 01^(0,] .a. s-ol, £ 2221 0)1^^^01^(2219)) 

21^34(^:711 2218). 

£ 24^ 9521 ^a17>^-=}- ^Al^tjdFS) (21 14)2) 4ojAl^^ fee|#2l cfol^ri^olcl.. s. 3°\\ £a^ 

44 ^ol, ^Al7l-^-t!: 2r°JAl^^^ 2i^i«ll^lcl-.;6f 1-^— cl«l- 0 li^.^ °1 *45l^ 44 «>1^-S1 7>a 0 V c1hVo)a-s. z\ 

4 i44^ 32 41« »<H, 4^^a =4°laloll cflsfl, 4°Ja1>i^ ^.^(£fe ^#)^r oj«v^ o_g_ «rS$0«H 

Aj-oflAi 4 4^ 7fl2l 7>Aj. Clwj-Oli^ ^Olcf. 



£ 25fe -SSL-fSL 95 ^^^Hl2l ^-^Al^^ i^el#ifl2l ^ojAl^^ ^.^ ^)oj £ ^ jfli( pa th)2l ^0)0]^ 

^°14. ^ 25ol] £Al>g Uj-Sf ^-Ol, OjH].^ol 3fli( pa th)^ -£Al7Fg- ^-OjAli^ ^-el7l-(2422)o|lA-| Al^fjl 31-QjAl 
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iff J£bH b1(2424)5. o]^^. a«l -^71 £.^fe Ej-<a £e 1 ol a K2426)2 T , o]e1?}- 7J o-ofl, >fflc-l (vendor) : g- 
^ fe3|l se)-oltH(2118)S. ol-S-^cK ^ ^ £3) ^eWwH2118) aJ-71 .S.^fe SI E.eH ^(2122)4 
c|ol S.e}-ola.(2l20)(o1|# S>=E.el-«>l*H Efe i} = x^^D^. -go^c}-. ^7) A^o] 4J-h1* (physical leve 

l)oflAi #S.^ , Aj-7) IL^fe -S-71 ^"71 SL-fr A^ ofl ?\} o] A4 O.S. 2^^. 



£ 24«1M, ^(abstraction)^ Aj^^-fr M^fe 7 r # *r-& ^c* 7>^1 ^Aj-^-g- M-^^t^-. a^^fe 

aJ-^Ali^oflAi ^t 1 ^ (entry pointHcK 4-fe ^fe S>=$l|oH A H^f^^JL ^(u]-^ : bottom layer)fe 

3 r s.?flo^s. 0.3. <aMl>^ ^ 5Uir 7K^^°1«.» M-^vflcf. <g#3(l/0) ^MH^( SU pervisor)(IOS)£- s)- 

«a^l^SS S r fe _2.^-g- ^e1?lcf. Aj-71 Jfl^oflAl Zj-Zj-S] 7}^V)*\o]^ Aj. 7 l ^.^o] u|-o r 7 r 7ll 5) 

fe fe2-]# £fe #Bl#-i: 7H&.S.3. fsl-fe ^ fltj-. AJ- 7 1 cIhH^c =L$o] ^aW<>]®<%*\ 

A o V 7l 3]<?] $2. l^lfe £-^2) ^4* » ^ Sa^. 7l)47>, Aj-71 *)l°JolH AJ-71 7>Aj-cl uH ^ c^o] ^ (virtu 

al device drivers: VxDs)fe iii a-|h1^ Sl^L =L$2r 0>}$\ zfl'gSfe -f-^Al ?J ^ ^cf. £fe zi^l- 



= S>«flife ^*17H5^ 3^*1^3] zj. ^^oflAi .go^ 5ao.tr, tfl^-* 21 1:43- cl«>ol>,( b i ock devices)^ aJ- 7 | 
Sfloifil zl- eflto)]A-l oflB 21 (entry)* &fecj-. feel# ^-2:21 ^Aj-^ofl^, Aj- 7 ) aj^ 7 >^ b^aI^e,]] ^eItJ- 

#42: oflS.s|?)lolAl O.S.«-El JL-HM <jj#^ ^-g- ^SltrCf. ^^-8: 4lpJ feel S-51-olH.oflAi z}*M<?} J:#-g i\Ji 
^^■tr 1-- c t-St *fl<?](call-down chain)* aj^tr -g-f- B^tI (volume tracker), s^a!^ HefolaKfjie S yste 
m driver: FSD), 4§-4§-°..sL W^)^. S^fe 4§-<g«- °l*7 r fe fl-^-g- 7 r ^ cl«>ol^ aflS ^trtf. °i) 
» *<H, CD-ROM S^Tlfe ^.53ol oliil A^ol 53* *17>*> 7 1 ^ofl af^Al^ejal C D7> £ 

e}.olu.Aj-cHl 01 Tj-a- iL^*l-nl-. sl-^AliEj S.El-olul (FSDs)fe S>S.cl^3i4 CD-ROM cl«>oliSl- ^-fe ^ ^<$2] 

dwHis ^H-tb^r. ^*]7>^- 4°^^^^ ^-2)xH *g*g& fe2|^ .2-^* ^sfai stents. 

-S-4A17171 olsfl ^5!* 1-51^ 0.3. ^^Al^Cf. ^7>^ Er^Al^ ClHfol^fe C]+3.Q ^ Z)V\0]^6{} 

cH^Vfeelaj ofle^^s. ^71^ ^ SU^f. 



4f^ Ej-oj HeJ-oloKType specific drivers: TSDs)tt ^ Ef<y °1 afe quj-oj^^ ^4f^cf. Zi^-i-fe 4Ha1^eJ 
^el-oi«is. ^3 fee)^ j9_^-§- ^^ls} ji zi^J* *el^ Jf-g- £l^<ls, H«v^ o_5L ^t-a] 

f-A]#7fl3l Br^Ali^] ^51-olHls.Ai ^-o- %-o\) #7] *fl?!Jicf^fl^ Si^r. -°W ^ (SCSI-izers) 

fe ^-71 cf*<Hl 5U^1 Al-g-^cl-. Sfl^'a i? r Al £H}olib °J^^1 IDE/ESDI clu>ol>i2l- cfs clHl-ol 

^^.cl- c| 4^ ^-^ ^51* 5.^5>7l nfl^olcl-. i?rAl-o r ol7l(SCSI-izers)fe 0 J"?1:^^I #e)^ 5.^* ^ais>ji 
^lsMl i^fe i?>Al ^.^ ^.s.( SCSI R eques t Block: SRB)3f, feel^ ^-^^(Logical Unit Number: LUN)2f 
Er^(^7VAi Ei-Tjife 7 feel 3 ieHH^-S J:#% v 5a^)4 ^ ^1 a^<^| cfltb ^ a.* -fl^^cf. 



•Jflc-l heM wife 95AJ-S) ^S.-- ?-( third -party) 7fl^x># ^sfl 4^-^ ^tr^f. o.^., uflcl 

^efolul ^fe 7] -^ o_ s A] .^. 0 i i^-sj-fe HJcl ^-^ ^el-olul ^ aJt-H writer )ofl elsfl ^^€cf. ; 4fs._ 

ci«>oi^ 7J-A17V, Tl-ell-i ^1221 z)+3. 9Q3(«fl* #efl^ °l)2.e)«MlA-i2l 7fl^), v]\o]e] ^]o]^ c) + el 

^:S|(RAID disk management). 



i?}Al IE ce).olulfe ^.^-g- ^Ajsfji niq^te cel-olul7> ZL3»-§: wfl ^1 ^1 71 fer 3* ^^tf-Cr. ^ 

7>a1 El-oife ^4?-^ ^T'fAl oiqiE cei-oialsi ^ofl afef ^fe Al^^ofl ^csj ^ oicf. Aj-71 ^7>a1 is cel-o| 
»lfe nlu)iE c^oiais. ^ 7 l§)-s- rt-Tg-^-cf i7fAl niq^E ^El-olaKminiport drivers: MPDs)fe ^7>a1 €\ 
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IE E.eM°Kport drivers: PDRs)(«l-i?M S}J£.$8<>H ^q^e ^el-ol^S*! o-a]-^ 

7|^-|; ^«8^. n^»^r <y#3-§- ^r^s}7l ^IsH S>S.^^2t 3)^^ ^*f-g-SRr 32-HtS cj^a. ^^|if 
^l^tbCr. £H ^^(real mode mapper: RMM)fe- ^i-f^ 957} IS c^o] u.^. *fl^ ^ 
*i a>-§-^4. l-e^^^EfloKpiug-and-play) BIDS^I ^fls} *rJ=*M Sf-^ IS E.eW»H* X*^r° 

3*1, ^5L-^i 95^ <a«V^^.S. cfl^-^-^ c]i3 s|-S.fll^6j| cfl^V 32-«lS. ^1^1- ^ fl*}. ZLBlM" 

2: 95^ i^r°ll7ii<?v sl-8-€ *Fs.«0<H ®n Slvaq 7fl<y-§- 3^eH1 a^SM 6 * M 1 }. Ji^ s.e.<>1M cjia <a 

^el*>7l IS S^ol^s. ^q^^l ^o.o)l cflsfl Sflo) A]^ °. ^ ^ ± 2_^)x\ 

^±.3. ^^|-J££L cl^H EeM^ iSE^oit A]-g-^-cf. ole^tb A o v %°fl cfl*fl, iLJ: £E 7} 

^ c|u>ol^ cej.oli*|o| ^oloil^ <asel(entry)^ £S ^eHu} rH^H -gall 5.H. ^s] (RMM)°1<4. *}*H a 

5L ^3)^ *}:=$1M T^S r 7l 91 *H ^7)1 2-^ £.efola1§ ^- 7 ] s^]^ ^01 0.5. 

^*§°1 £^-§- ^-i- =t 5a^] m&^l -g^l -5L— J=sHti^ «S-5fl^cf(^^l S.<=olM olfl3}. aj*u s. 

S.<t}*\ ±Q ^S] .2.«l*llH.( overhead HI 7|<?]5 r o0. ^»4, -R-<£^*t M^ofl cflsfl <£°1*Vx}. 



t^a ^el-ol«. ^S^Wl ^I^t}. ^^-^^-S., = f (third-party) 7fl^>ofl 7fl^ ^sfl 

oj«V^^S AV-g-Slfe ^71 7H> ^ ^i#tb u >2r 4^1, <H ^ ^r^l 2r^°l ^ 

7.)-^-^ ^ ojlT^-. 



^- |i-7l" , " ti-g- fJ-7]" , » Ai-Tii" , " °l#«V : 77l" s\ s>cfs>£-s- av^i^.. o]e\i$- sl^s] £ 23^ #711 

2210)<HlAi 'a'H^. ^^1 i#^r #7il 2212<H]^ ziBfl ^-°l?lcl-. Jr-fr E5^)^ cj-Til 2216°)) "r*8 



i 26A-26G^ JL#*f " «§7l" , « ^-g- #71" , " c}-§- #71" , " >+^l" , " cl^.al-^.71" 3l^2) ^ 

=r Sife HS.^1^2r <y ^Al^o] ^>Solc|-. 4<g Al:± -^ ^ 2510°ll7.i ^*fl^l 

4. Jl# ^ ol^ofl, ^"71 Jr#£- Zl^^l ^J9.*V El-^°]^» ^°J^}7) ^71-^4. c>l ej ^ 5g 7 >fe ^"Tfl 

2512<HlAi ^7)1 2520-g- ^«8^cl-. ^7^1 2512^1^, ^sfl ^el-olal^ ^ 7 1 ^#ol <§ 7 1" ^#?]^» 

; ^Tfl 25l4o1H ^7} J:#oi ^-g- #71" 5:#<?I^1*; ^-^1 2516<Hl7.i ^7l J:#ol " t^-g- #7l" ^7)1 2 

518<>llAi ^7l s:#ol •• av^)]" ^^j, ^^1 2520°1H ^-71 s.^o\ » olf-aV :! r 1 7l" ^#?]^1# <H 

" oj.ul.2." s.^o.^e cf^ 2512-25203. ol-g-tr4. ^#2l ^nl #^L?}- E}-<yol o\iJ?}r£ t a£ 7 ) ^# 

^ #7fl 2522A<H1^ ^ SlJl, =L^S.S. ^7] ^1 S.i\o\ 1^(21 18)^1 ^ ^^^c»l f-J^^cl-. 



^i-Til 2512<H1^, AJ-71 " ^71" ^#0] ^Sli, ^7l 4 < a°ll-* A o V 7l ^ol ^^SV7l ^ 

^}^. ^e}°H(18)fe ^"71 Sr'aol °1^<H] -fr^sl^^^l* ^^7} ^<a(lookup) E»"lt Efe 

E^uflol^ollAi 2l-<aol^ #^cl-. aj-7] spy 0 | ^sl^l ^cl-^, aJ-71 ^SJ J= ^o] »j ( is)^ #71) 2522A«I1a-|a}- 7 ) 
#-1: q-^" f^-S. ii^Cr. ^"7l 4<aol ^-3fl^cl-<a > ^-7l ^ = ^01^(21 18)^ #7l| 2532^1^ El^ >g^# 
?H, 4^^^^ -S-^I-jl, o>^vft 4<yoi ^7114 o\x& o)ie|7l- ilcffe AV^HlTfl ^flcf. oil* 1-cH, 

-&3fl Eel-olHl(2118)^ " 4<a ^-S-" °fl^l^l» H-El-uHfe SHH oflel 3Ef -g^^- ^ 01 57 ^^21 aJt^s. oj-aI 
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s>7l ^Sfl El^ " -1" -ir ^tb^. ^7V^°1 ai^^os, ^^1 H.eb°H(21 18)^ 492 *1^7b g^fl 

*M SHr^ ^*]7\^ AQ*]^ ^el^Hl M-^ifl^ ^(NULL)S. -g^tb^. #7fl 25322} ^f^^Hr 4°J°1 
■SbI^- ?J-§r ^fe 3 ^^Wel-, *l^ E J°fl €^M*1 ^-ir t^^l^t!- 3°lcl-. ^5-3., Al~§- 

t\7\ J^K^I* *<H, " SECRET.doc" )°1 *1^°H S^*>^1 7}^sl 7}^bVS, " <S 7l" <g ^ -§- -g- 

Sj-o} sj-oj ^j^lil- 31 Sb #711 2532°11 2]*b<=i 'i(null) ^elsf oflel °1MH» ^ ^Kel^a-I 



#7fl 2514^ " *1-g- *7l" s:** ^Hb^l-. oi ^l^^r *1^ %- zl?]51 z\Q $3. f-4sH, 

sH^l*^ Aj- 7l A ^o] 2)-<a-§- s.^ #7il 2542°1H ^A>^cf. n^o] ^sflslxl 

ceHtHTr #31 2522B1- ^Sj-ji ^^7}^- #s1aHH #7l <L3 -f-^Al^cf. #7fl 254 

2°1H #7l -fr^l B)-^^^'^, £r3l HL&MttH2118)^ #7fl 25441- ^SKO. " C|~g. %7}" 7}^ ^^Al^lcl-. 

#31 2546°ih &i<asH, #7i ei<a #7i s^oi -a-^is]^i» ^i 3^1-7] ^m^. ^ 

313*1 &xr4# #7fl 2522B* #*Stb4. 431 al-ojol o.^ SE cfs. » cj~g- #7l" 7]^-fr cfAl ^ 

-^17171 ^sflA-1 a^a^ ^-S(loop)^- #7fl 25443. I">>?b4. o]^ ^ o.^., ol-f-aj. ^-^] sj-oj^ ^fl- a>^-7s>5. 
-¥-£•1 711^ ^Ti^lTfl S)SL, ^-^ISl^l 4<y?b 0 l Al-g-^Tfl iL^ Z] ^olcf. 



-fi-Aftb HS.Al^( P rocedure)fe " 4-§- %7]" s-frofl cflsfl ^*834. ^H-SL, " %7]" ±%o] c^l 251 
6°1H ^-?lsl^, #7l 4°Jol«"§: e)€^>7l ^4°} #7ll 2550°^ *fl<y o^s. *4?I4. nalJl #7fl 2 

552°flAi SAf^l o|S.o) £.3)1 0 ^^1^1 " 4-8- #7l" ^#£- #^17>^- 4^Al^6j Dfl^T^OllA^ % 

^ ^olf-sl El^i-a: *1^V*1 ^ol ^741 2554°flAi sflo] oj-eflg. f-^cl-. ol » cf^- ^- 7 1" 7l^sl a]Qo) 
^7^1 2556<HlAi sa>£| ji, n$o] sj-oj^. 7>5l?l*l ^fe^^, ES^^^r 4i*l7F§- ^Alitfl Dflq^oflT.-! el^^- 

f-4Al7l7l #n ^Tfl 2522B» ^l^ttcl-. a 0 v 7 1 2l^°l 2556<HlAi ^ a ■ 

4-8- #7l" 71^ ^^€r)-7l i?l*fl ^-71] 25545. 4A1 l-o>7_Vcl-. o}# ^^S., ^ %7] 7)^ ^31 SJ-oJi: 



- ^-g- $7l" a)- " ^f%- %7}" 'gi^os cieJjsaii- s-s-o-s M-El-vfl^oi a>^-s1ji, zielss. #3.-?-*Ke<H1 7l 

H5.a1a-1^ n^Jol tl^Sel Bl^ecHlA^ ufBt-uH^ir ^lsl-SSA-l ^Bi| S|- QJ* 5.4^i5-S. #^1^. 



ti-7^1 2518-gr " #^1" 3L%^- 2:A>tbcl-. ©1 $.^o) ^ ^°i<>] ^Sl^l ^£l^^ 7 > #7)} 2560^Ai ^ 

^cf. Aj-71 ^ojol -g-^Slxl ^^'S, #711 2552A^r #7] ^#ol cf^- ^ o)-2flS. ^-21-Sl^s. ^^^cf. EfTil 5l-^ol 

-ar^lSl^, °llei 3£f 23., S£» q-El-vflfe -1JL ^l^sl-S.^ •• olEffe oflSi Dil4xl7> #^ 

°1 #7HSW »fe 53^^ - ^^1 Sl-oj^ ^^Al7]7l 4H«11 SL^s\±= *mo]z±. 



#711 2520<HlAi a 0 V 7 ] « ols. u >^7l" ^#-g: ^A>^cl-. ol Jr^ol ^o^cl-^, ^ S^ol «1 ( 2 1 1 8)^r 4<^ol £. 

3l5l^l# ^^sW #7^1 2570» ^1^*1:^. #7l 3}-9J°l -8r3l£l*l ^^cf'S, Jl#^r #711 2552 A°fl ^ cf 

-§- %- o}-Efls. #71 B(-^ 0 1 ^r^l^cl-^, #711 2562°1H &1 23. ^^Sl-Jl - 

^f-^r AV-g-Al-71- " <l7l" , " #7l" , " 4^- %7}« , " AV^l" > 0 ]M. n \^7}" Sl# # «WS ES^l 

71 # S7lfl-^ nflo>cl- Aj^_Al#(real-time)^l ^^^cf^ ^J-§- °l«ll^ ^ 5^. 
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$-%$\ ^l 2 * M-^-'fl sl^i* S.ej-ol^(2118)^l 21*11 ^fl€i=r. "ti^-O 5., 2}-<iJ-4 e^-fr ^ 

<M ^-«-o)ji, ^-71 e|€*r e|^l 'S't* afl^ofl -y-^slja, s r 3 silt HLeMa^JfEi 41*17}^- J+lH^Si 3r^*r 

a #7] *fl<a-g- a.\flt+. 



#£*2: NT «r^^l^i £ 26A-26G°fl i+Ej-^ §Wr* 3* " . " . " °1 i" H FM " 

i+eHS* e)€s]* -y^^ 21 (index buffers)!- ja.-^^ NTFS sJ-^aI^bj o. ^ $}o]t\*\}o] 

^ ^^(transaction database maner)-2_5. ^r*^ m r €- ^ (look-up)^- ^SHr 3}-g- #^s>7] ^cfl zi s)-1Hl 

JjLE] ^7lfil<H 6 1= ol«fl ^*8* **fl ser°lHl°ll 3 €€4. 



£ 26A-26G°)1 £A|^ «£igs] ^Hfe ^sfl *<g*fl*ll a1-8-*>7> -&^1€ ^Tfl^fe 3-8 ^* 

3! ©14. asm, 'H'S ofl^eMM-S 0 !] fl^-M. c^seHH *r-§-7r7 r *si| s|-<a-g- -§riHl -8-351^- s^s)-* 3°1 a> 
^-al^- ^ t)-^. ^ofl^ spy-g. -aj^^ ^ gjcf. Aj. 7 j bHJ* ^i-HM^tr. **?3 *r-8-7r* ^ 

^^li7} °l 5 1t!- -a A HHl A i, e^£s1 3^ (listing)* ii« 4«a-g- ±Lfe 3 °iaj.oj ojj 

41 i( access)* ^1 €tr-8- A^. ^°1 ^7l j^-H-fr ^^flif <r- *j7 r *r7l ^tf il« °) 

^AlofloflAi Aj. 7 j *Sfl Sj-<y Lfl-g-o] A}-g-^ ^ Ji^l-7l ^ «fl U}^*] S>7fl ^Jl^-^Cf. °J ^ 

*H1* 71 -gS] S^^ol i^7Hl -Sl-Sfl Tl^fe Zj^g tlo], c^tg 7>7> 7^^ 4<^^ ^ ^^E^ ^JZ.El C^U} 

oli# #71 £4 ^7}5Kr «H|#2l?l|ol^ 7VAlcf. 



* "g-^21 ^Alofls] -g^^ ^-Al ^7^1 2514S+ ^7^1 2516°llAi z]-^ ^71 ^-7l<4 T4-S- #7l ^|7l*r£^- J3.^ 

tic}, ole^t!- «o V ^°fl^i ^^ISe) e^i^-Sr 171, AV^s. ^sqs>Jl 7>^ $o]jl, ol#H>^7l HS-^l^^ *]7}S\X) Q 

o|n] ^ ^tg^ gc ^ ^Al^fe Sflig- a SA |A £fe ofls.^ ^o] Ai ^BlJl ^7} ofl^el^o) ^ofl oi^ Aja}^ 

^ <H1 T Si^ *?lSr °l-g-^. ^ V 7l 4 0 J-8r Af-g-Al-^ltlole} tlCf. oj]* ^ Af-g-7^ ?]£ES^1 

i 5£a^o| 2pj.fi. |1J1 ^^Sl-Jl 4A}5>^ ^ t]7\i}^ ¥ ^2] 0|£^1 Aj A] ofl o] ^ ^ olcf. ZLZ] 



ol £ 26A-26GS1 ^a] Al^e^ o. rj^] 2 518, 2560, 2552A, 2562°!^ aV^ #X\^ ^s]^ a.s. 

i# ^ v a1# *W}7] f7}^ fce]^ *J-g-2- ^-aI ^ g£fe ^.^ sfl^o] 4qs(Word)Sf ^-«1 ^V^gtb 

S#°l A J"7l aV^Al^Ej njq^s^-el ^.m^^, ^«fl ^Ml ^"Al ^Tfl 2518, 2560, 2552A, 2562°!^ ^ 

o] ^oflA^, ^ ^vtgo^ AUHir 3l-°J* *s)|^l ^fecf. nsIM- Sfl^ * &l ^fl °1 4d ^1 Ji* ^-8-« ^ SU* 



-8:311 oB#el?)]olA4(2ii6)* AV^-7)-7> iJr^o] c)]o]Eluilol>i =£r°l«1 (2 118)2} -ij-<a Efloia-o]] ^^-(a|^) 

51* 3-8" -tWr* ^J(£^ AjQjSl-Al ^* 3)* *)3-*rt}. ^3?] ofll-Bl?11olAl(2116)* £^1 ^313JI, ««AflA ^-a) 
SlJI, A>^-7V 2)1^ SL^ofl ^j^.^- ^ o}i= A,ol^ cf= EfOJ A>^.Al- OVI, AJEH^I cfl*fl Aj-^-Al- 0]B\ 

5H°1^» M-El-VfiC|. *3j| °ll#^?llol^* S7H AI^IeI Cl^jMel^Ai ^<a^- S-S-ofl Aj-g-AVofl^ ^SflSli 

iL^-slfe 7pj- ^^.^ iq.<a^- *17V«-C|. Aj-71 7>^" ^_9.?V JL^^ *S(]3 3r^l" ^i^(cfol 0 ^^7l- 
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<hi x^j-sis^ ^-g-^Hi^ife «v^-2]*mi ^>-§-^>n c-i ^eo)| o.^^. =7^. £3i€ aji ^-a- ^ 

^-g-oflA^ ^QjAli^ nflq^S.JfE^ Jl#-g- ^e^olHl ^ *g ^ofl «3 ^ $1^. 3^21 

£31* #71 21*^, A>^1-^ £31 oflS-el^lolAi o.5.«El ^oj<g 7 r -il2l «nt ^ojB^t^ rmfl £31 ^el-o]tH t-flol 
EH°li(ife Efloia.)ofl s-s.^. sl^o^^ 4 < a°l#l- ^-t=fl-M, Ji**! el^S t^^sel u}Q^i;}7\) 
<r Si^-. £3M 3r°J£ "s-SL*}^ 2Lfe «<H3-2-£. eli^<Hl^ ^t^A-l, Af-g-^Vfe flMiH 

aHol^q. ^.<g Eflol-ir^El II^** ^Hl ^Jl ZL3J«~§- £3HH #711- Al^ofl^ «ll7llsfe %o\o]x£ s^ol^ 
» Ut11€ 3°) 4- ££ aRM] cf^- a|-oj£ £31, djAfl^ ^-xl nelJi/SLfe Al-g-7}-;^^ ^sfl Ajej^ ^ 014. 



£31, on^|i ^1, AV^l-^lt!-^! £31 *H#;i|?lWii2l :22fl^AV£7}°]El3Hi(GUI)S-'fEl ci-oio^^vxi- 

SL£ 4£ °l^sH ^ 4^1 tfl^A^ Ajen^ ^ ^cf. B.S.=L^ *«-(flow)£ 7l«VAS. zl-zl-21 S.i=# 

^Al^lcl-. jo^s.^. 4<g A21- B£ £3l€ ^ Sis, 3-H£ -g-*l€ t ^ D2}- E A)-g-£ ^l*!-^cl-. s. 

i=/3)- 0 d 3i®2) 3-7] AjE«^ °H#el7l1°|Ai ol-g-^M 3l- 0 J/S.^ ^ B3.*\}±7\ ^1^51^ Aj-g-AHl 2} 

*H oi^oi^cf. s cfs ^ S-^oflAi, ^£ aH3£ ^-^^1^121 a>^-7H1 21*11 ^_2.7> 

°lll-el?llolAi^.^- D ll5>^«)c -^-(third-party) <fflcloll ^«fl 5} - Aj n>j ^ o^cf. ^^-f- ^<^^M1 
21 Al~g-7H) Sl*ll -9-«a*l ^l-^sl^ sl-^oiq- .exe -fMSr^r D lel ^1 ofls-el #)<>} &d\) 

21^ <3!l^lil- 51*11 °l-g-7Br*!- °1 2l- 0 J* 7^cl-. oJll- l-o} oflS^^olAl X ^r A>-g-7>7V ^l^ol, -§"§-, 5-^^l^Hl 
a^ -1- ^ a>2ffe 3)-<a Y21- Z» i^-sl-^, °fl#El?flolAi X7} s^^it ^ oUsqolcl-. ol ^^Ai, ofl# 

&MHA1 ^l-el?llolAl x# ^21§J- £^1*115.-^ ^ Y21- Z» ^1a171^ £31 cei-ololl- i^-^-cf. o) ^ 
-8: ^-^^ SL3- Sr<a Y2f ^-<U Z2l A>-g-7>-^l*}-olcl-. oHS. 5 ^ ? )|olAl X 7l- Y21- Z» ^A^^Bl *V^ ? ^r^^Hlfe 4 
°^ °11M^« *«11 21^«" ^Afl^fif AV-8-7> ^ Sit^-. A>^-X>7> °ll#el?llolAi S>1 Jf-Sl oJAfil sVjiaV SI- 

'S, ^ #liS] Jl ^^^l^m Sf^ol »r*l $7fl5M ^ ^ Si^ 5J)^1^ ^Oiq-. AV^-7H1 21 

31 2HJ21 ^<g^. AV^ # a o V*l^ oflS^^olAi^ A>^>ofl 21S11 ^oj « 0 >Als>^ ^Ojcl-. ZLfi ofl ^ ?!) ol Ai £ 

'S^'^Hl 5.^5.21- ui^js. vfl-g-si ^-o. ffls-el^oiAjcici.. 01 7i°-o\] t *^?)?]}o)# Afe <>11# 

el?llol^ A7> ^<?11- ol-g-sV7l nfl^-oll £31 sHi-i- " A 1 ? J ^ SI*}. ^eiM-, ^V-§-^ £^*fl^2l 4°^^^^ D fl 

2t-°J* ^eK°l^, ^lfl-^71, 4*7$, ci^j^el ^ Si 4. 



£sll ^el-°lalfe °ll#eHMAi A» -f-tr t|| ^-g- <^l-8-« t 9l<L^, °fl» » 

<H, aj-71 ciajsel2i- av^i tg^£ #*1 °Jel^^l^ ^-°J2l ^-a> sfe ^fl^i** » 0 ^leV^ cf^- tg^^- 

4. 

£ 1^21 O^e^V^l ^^H121 £31 SBl-olH.^ AV-g-7Hl7)l 4£5-H.Sl7lu|.CD«- f-^H AV-g-^Hi^ 

^^t)-. cf£s.^ ^-%°1lAi, =^n^£ a^hI nflaeloil t-^J-sIji #7M}-7l efl(e -commerce) »o v ^-2.S. 4£^H.^cf 



« r af ^°1, £31 ^7l7lfe 4°^°1 cl^S.2l el^^o)] s-so.^. ^^ji ^^e1 tq^o] 

^21 £<^^1^7V 4°^ ^^isVfe *Kt«-Cr. Aj-71 4°J£ ^^El £<3*11*1121 itfoj A] ^efl o.^ « Ei <g7l, 

AV^ll, °l#ol- : T l 7l 1 <^^|^1J ^ *\o]5L 3L#4 E)^i£ Sr^ol^^ ^-£ s.^ 40J 40] cflolEial- ^^^14^ ^ofl 

a^, £31 seMal£ ^-°Js>ai 4-^ D 11H*H Bl^^cf. o] Aj- 7 ) 3:# ssfl^J £^ i<?lfH(poin 

ters)°11 tfl^V ^oflA^ olfl-ofl cflsfl %S7l- ^ ^ XlA^ Aj-7l 3r<a£ £^sl-7ll Q°1^7] 4 

°J°1# S£fe SKI cflolEj# ^V^lS. ^-°Jtbcl-. °1 «o^oflAi, 41^Sl^ ^*(«7l, ^£ #71, 4£ #7l, AV^|, O] -f-H}.^ 
7l)£ £^5V7fl -S-^ ^"711^ ^ <&<L ^ =1 SJ-o] o. o.^] ojj^-^l ^£ Aj-g— ^l^SliS. A|ej£l^ J^Ojol]^ 

#1^1- 3-g-5r7| 2lsH £^1 SEl-olHl cflo]Elalloli4^.<g ^o]^ ^ ^ ^4. 



4££ £ « s VE g°ll 4£ 3171*121 u>^tr ^AHlf >gig^cl-. »1°1 M-el-'dl «V2l- ^o], 3l7l^(i2)£ oV^^Tfl #ef 
<>1?1B BE£ HlAlol(l4)<4 ^tsr°l ^-§-^-4. 
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«fM*l* ^ Tj^-, >3-7l i*4M* fiiEol ^a\-Q ^ 5514. 7^>fe f ( third party HI 33Htt 7llJel 

37F?-£ 0 M "1141*1 ^sfl^l *I#SMM- H?HH€ ^141*121 Qf^cf. 

o^m} #*H-^ H^^^r 7^>7> " 7fl°l-g-" °U4l*l«- Z\ 7>^Cf . o] $1 °- ^Aj7 r 7> S7l^ Dfl41*l* 

Uj-, O]^ 2$&2) ^B^H #^^^ofl ^7) ^HHl £fe S-^EsV^ ^-§T ^]"§-7H)7fl *fl 



^7>S)- Clxl^-f-A] g-°HH €-2.Ajol S^Htf 1 }. X4?>, A o V 7l AAA #*1 SlStb^r^I^Vnlol Aj-7] ofl Afl ^] * Hj- 

fe 3* iL^Vis. *|7>*rfe «j-<S4 cfl^V s)_9.Ajol .s. ^tg ^ ^ o] ^ 3^ 0.0^ Airt^j. ^. 7 ) ^.y^ 

A r -g--§- f-^Sl-fe 5W- oj^Sj ^JUL Ol^^l tflolE^ 35fl7l^ll- ^^Al?lfelfl tfls r <*| « c >^54 %*\^ *| 



'S^fe Aj-71 •§-^^1^71- jL^Ajo^ ^-^^l^Ol^ll- l^jfe ^^fif, Zi^^l &T}lS Aj-71 #S}o] <y E ^ ? r Ei Ali^^ 

#&M<ys iSS^Ht ^^^m &ns. 7-s§&A. ^7] l-efol^e iHE^olo) ^ o. -g-ej-ol^e ^o) d| o) ^ m] 

ol^a}- Aj-7] l-efol^S ^^El Ali^ofl 7^4l» ^AjAl^Cf. AJ-7] ^^^l^H dlHHfll^ ^ ^,^?} H o V ^^ A o V 
71 <y-iLS}-?l 3D 71^171- -O-Slt!-^* ^^«Tfe #31 2h ^71 3fi7l^l ^^11 Si ^-<atl Al^xH- Aj-71 * 

o] oiolE^lol^o)! 7l^Vfe ^7^1, cflc-llolElSl Aj-71 sfl^liL-?-^ ^ tflo^ 4^21- Sl-M- OlAj-21 ^oj-g- ^#5>^ ^ 
A], A 0 V7l fil^E-l ^-^^ Aj-71 TlAj^ofl 7^Aj-^ cf^, Aj- 7 1 5>u)- ^O]^- Aj- 7 1 ©Hl-OlolE ^O] fl] ol E^Hfl Ol ^ ofl 

7-lAjS^ #311- Cl S^V^ ^Aj^cf. Aj-71 2fl7l^7l- ^-4^, Aj- 7 1 ^ A^ sfl ? ) *\ ?\ # 

^Ufl7l SlSflA-1 Aj-71 ^^51-Oj^^ Aj-Efl- ^jg ^ 



i 27^ -g- ^ v ^2l uf^-^lt!- ^Al^o)! al-e)- *jiLSl 3fl 71^11- Al^^si 1-s.nl-olol^Bn^- £^1*14. 3fl7l7-l( 

2612)^ " package.exe" (2614)" A ^ Aj^j ^oj^. #^^1<?1S7} ^e^" MlHfl 3(2616)-* 

ofl^ #efol<yE ^-E-l Al^E^(2617)°fl A J71 ^^El Aj^3|-Oj(2614)^: 3fl7lAi(2612)«ll ^s>o^ 

^$.5) 3fl 71^1 » 5.%»-?lcl-. 



-g- <a AJAHH) al-eig, Aj-71 ^^-Sl sfl^l^l^ cflolEl 4^(2618)21- <s-<£ t81°lElHllol ; i(2620)-l- i*^^ 

^3] Cj-S. AJaH|o)|A-1^ AJ-7] ^^.o) 3fl7]7l^ ^4 ^=^(2622)4 ^^^ 0 1^1^ ^^1# 

B. 4iHE?fl<>l (2624)1- i^-#cj. ^l-^-^^l-Tll Aj-71 #2l- 0 l?lB «1^1 dlAlrLvllolAi( version designati 

on)l- 3fl7l7K2612)^ 4^ ^ ii 3fl7l^H cflsH s^sl 3fl?14 ^«si o-ojsv Aiig7 r ( a package globa 

I unique identifier: PGUID)! AjAjsl-^, ^2.2\ sfl^^Hl i^-Al^lcl-. 4^-2]^ ^aHI^, PGUID1 

^^.Sl 3fl?l*l^ oj^4 ^0^(2622)011 2lsV^ °J-5:S1- £4. 0111 »<H Aj- 7 1 PGUID^ °J^Sl ^7VAl Aj 



^-^21 ^oll Hf2#, 3fl7l7^(2612)fe cflolEl 33l-<a(2618)4 dlolElBlloli(2620)l- ^Aj^-cf. Aj 7] ^o] c fl 
olElBfloli(2620)^ a o v 7 ) dlolEl 4^(2618)4 ^^sH ^71 $)o]^ 42j(2618)2l A r -g--g- f-^5 r ^ «m 3~ n 
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o].#o] ^°1(author-configurable permissions)* 5^4. ^I^-t 1 ^ ^^1^1 3] 

olE-i 4^(2618)21 **M| 5r^ °>1* *<H aW-T 1 ^ ^1^)^ SIt, 7l°J, 



*1bj^ on^^ l-e^o]oiE ^ Ali^(2617)^-i^ sM-sl =SAfl^7> n ^tg* A tM 

C^olEi 3q-<a(2618)ofl 3)-°-^ ^2^t}. ^7] <£<?}* #2t^<?iB7> aj-^l ^ ? 

tt ^ 5U^ *l#2l #*g* ^SHltl. #5l-ol<aS Al^(2617)^HH ojig BS.M}^7} ^7) 2)^(2 

AjAVoi i^lsj'g rz. Af*°-S 



D J-a ^ ^?1* ^> v 7] AM 3 n^o] c-1 o)^ ^ ^^m^. ^efl^- nfl^W 

^Hfe cllolEi 2)^(2618)^ ZL ^H^l ^ltr^-* ^ Si* ^H^t. #^ 

°l<?m 3^r<M ^I^ej(26l7)4 1 - 0 11 A 1 'H'S SS.^|i7l- <?}•£ #7l OHe] 4^(2618)* <£t\) «-tf^, ZL = 3.Afl 

^ A^ o.S. #S^cf. 7l<acHl #7] sf<a go^l 5) 7ii4( overwritten) 2^ "r^sHl, 

A o v 7l ^S. ^<i]* 2*1 c)lolE^lolis.«-El ^5] ^4. 



A o v 7] ^tFM ^ *<?]* ^-71 cflolEl- 4^(2618)* ^4if t= 5dMl 3fe ^» ^313}-^. <HH^ 4^(2618) 
A o v ^ *Sl** i£?iA5L, A>^-7l-^ n ^7> ^4 € ^ ^1 ^ v 7l c)HEi 4^(2618)* ^^1^^- ^ «lcf. o]z] 

4 v 7l #^3iLS ^^1^- #2fcl«aS7> Aj-7l cllolEl 31-^(2618) 2.^ n ^^21 <a^-# oi]s -E-^ ^£*S #^iL£L^ 
°1] 4^>% V 51* *1» ^^lSftl^. A o V 7l #^ili= *°J* 2^1 ^71 EllolEf 4<a* Cf^ ^^E] AliEflo)! ^ 



^7) ^?1* #Ef £ >l < yS7l- Aj-7] OlolEi 31-^(2618)* =^ Si*^l« ^^)S|-«-^. ^-A^ 

^?l-8r #eH«?iS7r ^7] 3)-<a(2618)oll ^-^1^ IS 3^SRr ^-g-?lCf. «>^*>7)1, Aj-71 C-)lo]El ^ 

(2618)* Sl7l 3*oH t ^erojojE^ ^-^)^ ^o] 0.5. a]^ ^« ^o) c-HolEj 4^(2618)* * ^ Slcf. 

^eW^ v 7l -S^oI^Ett cf€-* < y* oH*#<H H^H S> t^iH *°J*°1 ^7l c-i]olEl 2)-<y(2618Hl 



A C V 7l oflS^^olAi ^OJA A 0 V 7] #e}0lo}E ^ AliEj(2617) A oHlAi oflS^^olAi ^q. ^ o)A o Vol 

^3! ?°Ja]# I^sVji °Vq= oflS^^olAj^^ S>u)-7>^^ ^<y ^*°fl^ tflolEi ^oj-i: <**\]^ ^ ^7)) *lcf. ^ 
A J"7l °ll*el7flol>a ^oj^ o]-o^ Aj-71 *-§- sVl-f7>^^^ol oj-vj ^^^^7] V$o]z) 5(.ojo)l ^^ll 

^ SlTll % ^ Si^. A 0 V 7l Al^Efl-olHflE ^o]^ Aj-7] #e]-Ol<>lS ^*E1 Al^^(2617)* A]>;^-olBilE7> 
t^&V^ll- Al^tg-olttflES. ^7^ Aj-7) cflo)El 4^(2618)* ^^l^sl-is. ^7^ 5101 ^s. 



«V^-a)*l ^Aloflol]^, Aj-7) 3}l7l7^(2612)fe ^7) Bfl?lAH3l ^5-* ^l*V5ffe Sfli^^l- ^ ^7) ^ Ji 

21 3fl7lAl^ #5|ol<>lE 7 j- #efo|o1e Al^^(2617)<Hl ^^£1- <a^^- nfl ^] ^ ^* ?J 
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AA. A^ ^aHH*1, #7] sfl 71*1(26 12) -fe- *r#7 r ^^l -fi- 0 ^ #t7Krecipient global unique identifier: RG 
UID)* =L%% ^2-A ^AA i^Jfl ^ ojcf. #7l RGUID^r AAA #7l Sr°J(2618)-8: #^*r 

Ji^V*>^ teW-SHl- 3-°]*Hr 2-2.5. AA°\) A^ ^r^s. nAA MH1 C 8^AAA SA 3fl^)^(26i2)°l] A^Q 
^AA91Sl ^SlS.^-b] a] b>11) ^ SJcf. 

^12.21 nAA^r ^<a(2614)oll ^]AA HlS33(2616) #°Ha1 #7l #e|o]oiE ^^(2617) 



£. 28A-28Bfe -g- >g*$A <£ *JaHH ^ 4<gol *3#€ ^- 2|)7l^# ?-#*Hr #^ 

^T. °1 ^^^1 ttfSig, ^-71 4^(2714)^: ^-fr *J*gSHr ol-f-o^]^ >£ 7 } «E|o]o]e ^ = 

El A]^(27i7HlAi ^^^^(^^| 2730). #7l 2B?l^l7l- JiJLSlfe -^^1 ^l<^l^i, !-ef°l<ye-^ <y-Jf3. <y 3j 

s>7ll € ^l^r. #31 2732^Ai, #7l ^oloje a1^( 2 717)£- ^r^W}- aj^-fc £<^l7ll<?} *l-» ^ 

^*1^-. °J^= ^. £-g-*fl3l7> 3^r*l $m<S, #71 nAAS= #*ll ^ a<H^7l^i4(^^l 2734). 3li«r ^r-Ml^ 
*)1*H°H 95, 98, NT ^ 2000^- i^^. ^3 o.^.^ £ 28^1 #3] 2736°11 A-J2}- £0), #7l 

#&M<iiS. ^1^^(2717)^ ^&A Bfl7l*l7l-#-7l #efololE ^=e1 Al^^(2717)<Hl o]nj U^flSlSl 

fe*l» ^SKa, D J^= ^^cf'S, #7l sfl^W* ^^(^l 2738). <a-?ll 2740^, #7l a} itj (2717)-£- 

#71 #e}ol<>}E $1H(2724)71- ^^lslSi^l* ^^It}. &A ±^^AA HAAA ^SW^, 

#71 #&l-o|<yE ^HHflH(2724)^- #>7l i^AAS-^A 91%-AA #7l #ef°l°iH %&A (2717H #*1€4 

(#711 2742). AA #71 #e}o)oiE inE^^ 7 } ^*lS]°it}<3, #7l Ali^(2717)-€: #7l *%AA^ #?1 #&t-o)o1 
S 4iSeoq)olsl ^*1^ 4i^e^]<^ o) v]#£r Aa.&zH&X) 2744). A:A #7l sfl7l^lvfl #e}ol<ye i£S f | 

O^ t^^ol Aj- 7 j Al^^(2717)#^l <£A& 01^^ #71 Bfl7l^lS.-^-El iLC} ^flS.^ «1^* ^-#5>jl ZX^^- 

#7l Al^^(2717)#^l ^^l^-o.^.**) n -a^l^ #eH<iiB iHS^Hfe ^nellols.^^^.^ 2 742). 4^ #aH 
^lAi, ^el-ol^E i L=E $ i] < >j(2724)^ #7l 3(|7H5.-*fiH ^#£lJl »1?1# ^lasl-^ &:a ^^1^ ^ Slcf. 



^711 2748°1H, l-el-ol^e ^5. S$fl<>l (2748)7> #7l #e}oloj H ^^e) ^ofl #e}olojE ^0] cfl 

Ol l] Ufl Ol^ * 7l#iL» ^#«-E}. #71 A^$= *^^1^H1 ^^*1 7p 0 V^ cl^3 «-^ol^nV ^cg^^ S «. E 1 

^-H^Slol al-B-Sl fl-*jo] ^ 5a0.nl #71 Al^e^ofl ^^1 ^Jl n tHl^i ^7l nflolEl ^^1; ^ 

a>^- ^ Slcf. £ 28°fl £Al^ ^AHl^A-1, -1-el-ololE iHB*ll^(2724)fe #7l ^HB^^Sl ^°\} #e}o)o1 
B ^^el Al^(2717)#<>11 -g^5lfe «W" 3L^r Zl opj-o] ^^0)^ ^e}oltH ^ sfuf £^ n WIN32 2-1" 

-Ir i^^cf(^^l 2750). #^1 Sel-oltH Sfe WIN32 ^ ?$<AS- *MS= #"7l WA-AQ^ ^91 ^ °1 ^ ufl ol ^ ^ 
^1#4i» ^#tr c r(^^l 2752). hV^-z]^ -s a] ojl a-) t ^7] WIN32 #^1 sefololfe WIN32 ^2} 

o)nlolcl-. av 7 ] ^v^l cefcluls-jTi. WIN32 £tb i = Bfll<>l (2724)^ S£ 7l^-, ofl* l-o| a o v 7 | ^o] ^ 

i7f ^^Sjol oj^ ^-o]^ -2) 7|^ ^^j^cf. =^0] «1 S-jq. WIN32 S§#°1 ^"^51^ 

53*-& A%±. «fl 7 J* #^1^ ^-t* ^A-i^n 2754). #71 #el-oloiE ^£^^7], ^^|^ ^01)^ 

^1^1^(2717)^1 ^€°1 ^€ ^ #7l WIN32 SLAAAA ZiAQAS.^ -gr^^l^l7> ^r^^^r. 



#71 #^1 ^el-oltH # sVM-fe ^ 4^(2714)21- f-#trcl-. ^ ^AHJoflAi, #7] WIN32 21- ^A 

A^r #iiSl sfl^lAll- 2:^«>7l ^ ^ ^#*lcl-(^l 2756). ^-A^ ^A WIN32 #7l ?$SLA ^AAA 

iLSlSlcH Si^ *1» ^*}JL(&#] 2758), D J-^ ZL%c}?j s.^o) oj e cH] t!) <&±m 1-^(^12760). <£A # 
7l ^AAA 0 J315. Ji^sl^l ^714, SEfe liJlSlJl #^ <y-^7> <y^£l^(^^l 2762), #71 WIN32 3.^; 

-8- #71 3H7l*l7r -B-B.^- ^#tr4(^^l 2764). #7l 3fl7l^7l- -B-J:*Vcl-^, AJ-7I t-Uolel ^oj o. ^ 
S ^SlJl, Sfuf Sfe ZL o]^2] ^.o] o. a)- 7 | ^efololE ^o] c1 | olElBl ]oli<Hl 7-l#5l a, #7l #el-ololE ^oj dioi 
El^ol^ PGUIDS ^cflolE^^cl-^l 2766). 



- 31 - 



^7fls.*l S-2001-0109271 



<$7] 3fl?l^)^ 4tJl^£t #7l #7l PGUID* ^-SVal PGUID°ll cfl^- #7] ^el-ol^e 

o] cilol^aflol^l- ^^4. ^«J= PGUID7} #eH£H cfl o] ^ Bfl o] ^ tflofl $X^, °H 

Cf Al ^Vol] 7.]^± ifl^. ^A}£]£0.n} Aj- 7 ] Bfl^Hfe ^S.7} %LZ\. o]S\ go] ^WA, #7] 3fl?l^l7l- 0)0] ^S] 

<H ^l^l3>7l ^)*H ^^^1-^(2714) Ml^l #31 (state) 7} #7] #Bfl-I- H^sHr ^1* *■ 

<H, c)|o1e1 ulEf ^^sl-7Hi4 l-eflzi(flag)» -g^SKr 5J°lcf. ^ #7l PGUID7> #7l #el-°l<3B *<i] 31°liH«l| 

ol^o)) $CH3, #7j S))7l^^ T^^ofl AflS. ^71-SlJl Z15J^ -B-JL5>C1-. 



#7l ^Ji^l 2fl7l^) tfloll RGUID-& £fe ^HH^i, 2fl7lxl3] -friL^-g- RGUID°fl cflt!" ^ol^S o] e1 nfl °1 

*Ha.#.°5.*] ^ RGUID7> #el-ol<aE ^o] ul)olE-jalloli uj\d\) sa^U aj- 7 ] sfl?!*!^ #el-°l <?iS.7l- 

-#7] 2fl7l^l# |^0|B),a3ll7]xlfe -ft-J^Cf. ^ RGUID7]- 1-^0)01 E ^O) C)l0lE^l0|i Vflofl ^fl 

5^1 ^feCfig, ZZ. 5fl7lxm #£|ol?iS^7fl ^<H*1*1 &-°°l, #7) ^^2l-<a(2714)€r #*fl ^ a«H^7l€ 

2868). 



#7) CilolE] S^o) ^-71 T-i^oll JjL, Aj- 7 | ^EH^S ± 3 E <?fl ( 2724)^ «V^2l^>7fl #7l #*1 5LH}°lWl 

^"71 #7l ^^31-^(2714)1- #*ll ^ a<H^7ltVcf. 



oj ^Al^^Ai, *H7]x)7\ -R-SL^l-^ ^, ^33" 3*1J°1 7-1^o)l ^H]7l #7l #*1 ^o]M\±- *| 

#±.MH #71 c-IHeI 4^o|l <HdiiAl<HlolA4 ( association )^. d>e. 7 1 ^eW^S.^ ^§-?.Vcf. #71 ^ 

^•Hl°l^-gr H>^-a]trl-7l| «1-M-21 S^-^ol^, a.Cf H|.^^l^ ^lS.-«l-olE( zer o-byte) ^«>1S1 3±<U°\ " Efln" 

ciHEi ^-^-S- a.ol^l^r n^^r oWtf. °V^= n l-e)-oioiE7]- >a- 7 i Efl^i sj-^al s.^o)i ^^tF^, 

"^JL^^Cdialog box; tflsh^V)^ #71 cflol&| ah^l «^l€ HLfe ^ <>l#3l aAl*V4. 



^'a^lS- 0 ! ^i^sl i =l €-^°l^!S7> n cflo)Ell- ^=-§>ji 7i^-4iS. ^i^l-^, n cfloiEife #7l tfloiE-1 3)-<a-S- 
9X^. °}$^ °i a 1 tb A l-§-^^ slsHS ^r^€ ^ 91^. ^ ^^7} rz al-^-g- c^-^ 

ig ^olcf. #e)-oloiE e «|o)(2724)^ #7l Jl# SS^if ^l-^rsl- #7l 51 # #°ll ^ iL-jV^^ 

* ^^^4. #71 ^.°V^A>^ 5£/fli7l C-flolEl ^ Ml^A^ tilolEj7l- ^#2} Tfl C-flolEi n>s.^ ^oj- 

4^ 51 -& " ¥^ cilolE-|( leaking data)" iL^^l ^£l^ ^°1e11- ^^ejo^ a]Jf S ^^sl-^ 

Cf. CflolEl li^Vol Dfl cl ^^*V oflS.^^01^0,) cflSVol^ dlojEl 3gj9.7> Sa^. 



#71 Jl# S5.Afl^7V ^.OV ^lH* ^4^, dl°lEl2l |Eo| cfl^- ^^ol^EO^ ^-o]S]-7l flsH Cfol^zi 

7} SeWdB <Hl7fl a^i^ci-. £fe n ^o]o_s. oi ^-o]^ ^o] AflE 7 ]. a^si^ t-eM-y^l- f-sl 

% ^al*ol ^fl^Cf. T^Jl^ <41# 1-^1, CflolElSl ^^7> ^e^l^ 7^J-5lxl ^ cflolEl^ &7fl ^cf f- 

21 S-^-l- i^-^C)-. -i-el-ololE 7 ]- ^-2ls>^, £ 27o)l afsq- ^-ol, ^efolole ^^El Ali^(2617)Sl «r^^r 

^Tlsl-Tfl ^5}-*Vcl-. Aj- 7 l Al^Efl(2617)-ir #^-«l-fe o^tg H1/|a£ aj- 7 | Ali^(2617) #ofl^ ^ ^cf. olel 

*V ^ltb-8: 01°1&1 ^ o a°ll 3^3Hr ^^Tlu)- ofl* 1-<>1, °VS. Sl*V^ °fl 4*1 -fr^m 



£ tj-g- £L2. i?Hf^ olsJ-oflA^ 4i^£l^ ^^^§ ( spoofing) O-S 70^^^. 
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spjsl «a-5.s|-5i^i ^ £-eflsl 3MeH a^q- s.^ ^>\) o] 73°- ^<y a 7 }« ^sKr j4<B 

Ei M.'Jl-cr «V^"2!?!- -f-^^ (transparency )<>1 Jf^sfc}-. 



E£*l iL°m ty<£& f-^vo] aI^e^ «e|^ *g £ o) ^-el^ 7}^ t^s]^ ^o] <^^^ 54,4 

o]B]i& ^^i- Q% tllE^a <y-J:3}-£l7il4 £fe iLJL!^ ^rU £tt 71E+ 7>^ ^.^1- Hp^A] 

^-Eflol S.^Cf. c>lSl*r ^Eflo^ f)lo]^ Ji^Hrr a.Or^[ ^^21- W)Ji?> 2t-^°l fe^^ >HS. 

7-r^ ^^ofl ^fe H]*el^^l S.A AMbW =@el*Ml ^e^r^l ^tb ^-7>^cr. 



>| i-f s]-E.4qi<H# ^l^^l-^l 3}?V 7l«V2l ^^<H( computer- implemented instructions)!"!- S-tr^rfe 

ol«fls]o^o> Aj-7] ig^ol^ ^ltr-8r §i*-i-f ^1 E-eJ-oliH, 7>^-2l ^ej-o] (VxDs), NT ^ -i £^ 

(kernel mode architecture )°1] WIN32 HeH^ a«(WDM)*fl^ ^-g-sl^ « <a 

«H ^oflxl °>?1^^, MlS^a £fe •g-^^l7ll» *lxl<5).fe 7]e+sl <^^<H» i^q. 



^7]oflAi Al~g-<a -g-O^ » ^ li» » EflolE^" fe ^ qfl^ ^ ojpl - i^-SV^, ^^S, 5-^51 ^ Hl^iL cflo) 

El« 5L«"^. ^^l^'Jl °H* -§-°1 " ^Ji" ^ n l7>* dl^Ei cflolEi ^ n)7>^- Cllo^S}- $]o]Ji] 



£.^#<H1>H ^) A 1?1 ^ A )^l7> ofl^lsl " 4^^^^ ^l^V" 3. 7l7fl^l ^-^1 H-e^oiol-i- i^-tlcfji SVClE}^, 

O^yloflAi A>-§-^ -g-o] " ^^Al^Ej #X\7.\" ^ ^ ^-tgol i^( spoofing)!" ^5 r ^ ^ «>0) ^ c^o] 

cllo)Ei ^-Al, cl«Voli5. ^1^15]^ 71^ ^ 7M 7l^! i^s]-^ <a^sl -B-§-*r 

7)^-g- ^^sVH, ^VaI £^ 4<g Alitjofl ^-^^ 71^1 S) 7) SHrt}. ^r^s}-^ claH^ 



a. ^^o^ ^jAlofli- 9x ^-€-*fl7ll^ ^ul^cf. £ 29» ^-2:^, -a^-?-^ 9x -£-g-*113l2] f^Mc A 1 

S 4f Al^tn ^±o) siltg^- Tfl^-s)-^ A|.-g-xV S=(2800)2r ?H ^ -2.H. S=(2830)S. ^F-^cf. ^ ^ A l^l°fl 
Xl°1 A i, ^71 ££ S 51(2800)^ 16-h]S. ^ 32-alB iEE^W °fll-Bl?l) 0 l ^(2821-2822)* -g-g-^ t 

9X^ *}^$ 71-aJ- ^l(2820)£r 4t2| MS-DOS 7>^j- ^1(2825)1- i.^-*Vcf. °1 ^Al^ll 0 !!^, ^7) ^ 3.B. 3.5L 
(2830)fe ^ ^11 -g-g- 3131 ^uj^aj- 7>Aj- ^-Al Dflq7^(vertual machine manager, 2840)2r ^-8r 7>-a- ^hH^ ^ 
e).o)n] ( ^. ^tgo] 3).o^a1^^ ^1^(2850), ^ 41^1 7V^tr ^Hl7-V(2860)S o]^-<>1^1cf. 
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#eJ*K2860) *H FAT NTFSSf ty<& E.eM 1 H(2870-2872)7> Si 

4. A <M J^S a]^ S.eH«1 (2870-2872) sHl *\ 1L*]±*8(.28S0)°] A <M l"^ <y#3 *1 ha] 

i<S(2880)£- ^-^1" 0 1 A o v 7l J*«i Al^ej £E <y#e)ofl tfl^V c^S}-^ i= e^l »1 (2882), ^ ^-§: °1* 

c)hH^ H.eH t H(2883-2884)» ^sjs}^. <y#^j ■fr^«H^(2881)# i^tr. 



o| a]a|o1Ha-| i% tt}*f| z)v}o]+ £.e)-olu1(2850)^ <ti#?N .S-^jM #7] 7]-^ 5|-<y a]^ nflq 7^(2680)5. J£ 
m^7] #°\], A)~g-*} S.S. SS.C2810) ^ Al~g-*> SE.(2810W<M ***rfe <>lll-3l9l|ol^(2821-2822)o.s.-¥- 
t\2] J2.S. <gg^ A^^r Sl-i^t*. A o v 7l ^ clufol^ E.eH«l<2850)fe AJ-7] 7}^ 4<a^l^ #2l*r(2 
860), 4^a1^^ s.eJ-0) 1^(2870-2872), 1:^ <a#3 ^0.^^^(2880)^^ iWRr 3.^ ^<U^\^ # 
Al^v ^ &o_o} ; aiASVc^ ^E. a]^ i7l^^ IFMGR_InastallFileSystemApiHookS.sl 

ofl SlsM, a 0 V 7 ) 51 gjj clH>ol^ =£(-01^(2850)^ Aj- 7 1 -gr^TlW ^ Sfe ^^1^* nfl =L n 

^re) A r (2860)5. Jf-E) ^-i- ol g. ^-^(2883-2884) vfl A *«W "g^lfe -2-^^ 7 r # ^ NHI 

°1H 7}% v££ efl>tS. -f^^ 13 }, ^<a(back up) i^i- <a#^ -2.^2} i^(source)^. ^ ofl rr)-ef ^ c^o] 

^ oicf. aj-7} iSjAj-o} cluj-ol^ cefo]^^ oj-t^ -MJ-fr ^sl-TlM-, sfe <y#3 
^ eflt-S- ^a)?]*! 8^4, SE^r ^^>cf^ Alls* <a#^ SL^-Sr a§a^ ^5. SZcf. nel^V t]u}o) 

i H-eHa]^ °1e^S( interrupt) SE^ c^W^l- A).-g- 7>^-s)-7ll ^ 4^1 7]^7]% 7]^^ ^^^Vi^. 

7)Tifel^ §-°> Aj-71 t^ul-ol^ c^o}^^ 7.\*\<>\ ^#7->( C aller)5. l-o]-7> x# ofl#^?flol^l SEfe ^w^l^ 

SLQo)v]7\ ^7} 1/0 A^^- ^^S>£^- Ai«{^ ^-71 3l# ^ z)*}o] 

^ se^olulfe Aj- 7 | A ^oi m^x) cj^si 7141 ^ SI^(" ). 



^H^aI «VS+ -¥1£-t-^ NT sHl -5L^°ll^ "111-el?1)ol^(2900)-S: -9-^1: ^r^^Wl 

^(2910)ofl fiHE4. s}-B)^l-(2920)fe -S-^* ^ 3fl^2l S^sVcf. 

^el H.e|-olHl^ <a#^ ^re|7.K2920) £^ =^01^^]-^ s^^fe c|€- SI 



NT4 ^--8: ^r^*)|^Sl f-Aj-^o] oj # ^ Ali^^. oj^^ ^.^-g; *) e| s)-^ c1h>o1^ Se^o]a1(2930 

-2932)» z)*}o)+ ^E±o]v\£. ty<i}A}±q S.e)-ola1(2930) ^ %-°] ^9] €\n}o}+ 5Lef 

cl«1(2931-2932)l- ^lS. # ^ 5^. -*7] fte) a]-(2920)^ 5.^ ^1 ^a)^ zl^o] 

h1(2930)<H1 ^i^-sH -2-^* ^re|s>£^- ^cf. neji+, 3. 7l#-g-oH)Ai ^ <^b1^] uf^ ^-o}, ^<£s.]+*g # 

e]xV(2850)^ ^sll^l^ ^^a-I c^hH^ ^^01^(2930-2932)^1 9X^. ^ v 7l I/O oflq 

A^fe El-Tji c|u)-oli ce).olo1(2930-2932)# S]£^ <y#^ ^.^ sfl^ll: -$7] ^ ^er°l H l(29 

30-2932)°H 4°Ja1^^ ^-e|7,>(2950)S l*^. ols^ <=iH2} a] ofl a] _ Aj-7) ^^aI^^ ^5]aK295 

0)^r 4<a^l^ ^er 0 !^ ^^1(2930)°11 ^4 ^^-€4. 



£ 31^: i^-i" Al-g-T5}-fe Sl-^Ali:^ ^-e)^(2950)ofl Ai Cflol^ ^o>-g- ^fl^^Vfe B o V ^^ ^ ^^1^1^ -f-S-Al-E °1 1}. 



i 31ofl £A]^ HV&1- £o} ( ^-74) SOOOoflA^, a. ^-^cq ^ sq-^A^^ A^o] 3*13 nflu>4 yflA] 

€4. ^^1 SOlO^Ai, Aj-7] AJ-7I 4<aAli^ ^.^ol a = b 4<a( S poofed file)* i^Vfe *1» ^^^4. 

^•71] 3010^ ^^^r A^s) ^^)]S.Ai ^1^^ ol^-o) ^-c^^l 3plK a named file)* 7l<a^ 4^^]^ 

E 5 5.^°11 cflsV^ ^*8€4. 32l?l- Sr^^l^^ ^•'a-i- 171 FILE_0PEN, 3l-<a-i- <^^1SV7| fl* FILE 

_DELETE, ^ 4<gofl Afl °lf-* *°)7l ^=}-FILE_RENAME# i^-^cf. ^£^-S NT £--§- ^Tfl^Ai zie^ 3^ 



- 34 - 



^-711^.^ ^2001-0109271 



Al^^ jj.^ 41? ; $ja.» ^ ^ FILE_QUERY_INFORMATION ^ 41? 3}J£«- ^^*>7l FILE 

_SET_INFORMATION* i^4. o]^^ AA$\ :£#l-(calls)-8: 4°J H ^J-§- .9-^4. #31 301 



2l-<a A|^EJ^ fl^A^ O.S.«l iL^S^ ?1±t -$7] 4^1^ T A>-g-^> 7>^-*V -f-g-oflAi Efl^lKtag 

fileH l^H^l-cl (placeholder)^ ^-g-sKr 3* ^4*l?m ^^olcf. z)+3. ^*Mr *J4*r7l 44°i #71 Efl 
^4^* *H7> 2)15. 4°lB(zero D ytes)°14. ^ ^HHH, 4-§-42l nfl, #7l ^|n4^ Sr«3*| iL 

<£€ OH^* i^sRr 3*1^ .51 °H, <%M 4^ ^5^1^ 4114^ -9-^°l ^71 iL<?M 4<a ■£ 



oi-s-g- ^a^ji, vv<$ n 4<aol i^H. sj-Hole]-^, aj-71 -#7] Efln 31-U4 <S?fl^ it*?]-?! 4lJ(the sec 

ured file)-!- 33 $4. AlEfl^ AjAl^ofl^, Aj- 7 ] n^l^fe Bflzi:s|-<a°ll $}o]t\°\] °l^Vcf. 

#4 30102] ^^ol Aj. 7 | 54<a ifS i^"4^ ^o]^ Aj- 7 j ^ 30114H Tfl^s] 



Aj-71 #7fl 3012°flAi 7fl#5l<H AJ-7I a^ojAl^e^ £L%%°\] 2j sfl ^ tH}. 4°^ 37]^ ^ 

31-^31 Ajaj^l ^If#t ^THsl-Jl, 3_<£Q -g-^- s-^^r cflAj Aj-g-^-cl-. o)ll- l-ol, Eflnsl-'asl 3l-<a a 

7)7} 211S.<?1 ^^<H1, AV-g-^ =L cflAjoll Aj-71 ^-'S- 4°J°1 37l» 1: 5Joli^. Aj- 7l 3040<HlAi 



^711 3010:5.5. l-c>al-, ^^1 301021 ^Jgol s|-oj A^°l it^W ^fe ^olel-^, A o v 7l 5:5.^1 i 

^-Tfl 3020°flAi 7^1^S)<^ -^71 2)-<a Al^^ A^ol 2}- 0 J^ Ell^Tr A^l: i^-sVfe ^1* 

4. ^i-f ^ 9x^Ai zie^ a^Al^ A^*-gr ^ «i*fl 4^-& *7l fl^- FIND_0PEN ^fe FILE_FIRST2h. 
4-S- "H 1 #7l SRV FIND_NEXT» NT ^-^^I^HIa-I^, 51-^^^^ ^.^ o. afl ^j 

41? °l«-l:2l t^sH (buffer)* DIRECT0RY_C0NTR0L-§r Jt^^-cl-. 



°}°-} 3020^1 -^ 7 ) 2|-<a Al^tfl ^.^o] £ll-sl^ S^-sl-fe ^ol^'S, ^71 

^-711 3021°l|Al ^l^Slol, 34^ aI^eJ i^^- ^^^Vcf. °J -^T-l^oflAi, Aj-71 5S^|ir ^*2) licl- 
He)-oliH« ^#§l-ol Efl;2>4-<yoll ^ nl-<a Al^<g £.^-§. ^^s>5L^- ^cf. ^eM^o] ^aI^^a-1, aj-7] s S /|a^ 4 

•a Aii^g ^.^^ Efla^ cil-tHi a.o>^ ^<a^l 51.2.5. ji^i iiji, a.4 ^ c^oi^i- ^#sh a 

OV^ 3)-Q}oll cfl*l Sj-OjAl^Efl ^^sViS. ^j-d-. 



^"71 SS^ir ^Til 3022^lAi T^SH, ^A^Efl _Q_^ofl s|«H 511-^^1 ^iL7l- o]v£ sj-o^s-ofl ^-^sl-fe 

*1» ^ ^1^1 D fl^ ^ £^ 4-S-sl "11^ 4°at *7l ^^1:^- AA s}-^ -I- € 

t^-^ NT 4<a Ai^Eflo)i qsj£5l ^iHf A^-g- zi-zi- ji^slcH^ sVfe 4H °lf-l-2l tb s]!-^ sHd-. 
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Slt-Bj^ ^Ji^S-^El Efln S^S} AjEM^) 4^ S.^-§- ^7H^-Cf. *<H, EflZl 3}-<aS] 3)-<a37l7V 3)3. "?] 

3-9-. *l-8-*Rr ^ cfl^Hl *-a 4^2] ^ H7l» 1- 3°1#. ztel-a #7l ££4i^ #31 3040°)H ^€4. 

#31 #o].7>, #<5]= #7l| 3020£] #7] + £.%o) a^ofl 5^3^ 

-g- a^-SW ^le}^, A o v 7l #31 3030°ll-*1 31^£H A l^ #31 3040<HH 



olSl- ^O], £ ^ Ufo}^ 2^°] -g- ^^]^ollAi .£01 AJa^o]] Z\]*YS)X\ %<££r 

<=r £14. Stth ^*HH1 7flA]^ <q-z|-<>] ^l^Et^ .2.^7} #9j aj a] oj] ofl a] ^5.^, ^.2. 

# ^^-ofl ^^.sv 43.#S21 ^O-S. ^ XI 4. t^ofl Al^ej o. ^a] 0.5. Sfe ^^5. ^-t«- -5r 

5. n 1 ** *r 5.sL=L%-& ^d^^SE^ ^Mfraj O.S. *1^ A <H1 *1 7] #, £c £ 

^ ^-g-Ai 0.3L MlH^H « 0 vm O.S. ^JjL» £#S}7l 4# "l^lMMlAi a]a,^ O.S. ^l^^f. nl-el- 

<M. g- ^-^2] Aj-^^v ^^0.5)1^. 7l ;-.g.o)<>} 7]#7.H1 2]5H #^ 31 Ai-g-^ ^ Slo.^, ^el^- ^^j, 

•S^ ^ ^-g-»^ -& ^^21 >^fl ?l^s]<H 0 > ^ 5J°H, ^53^ ^-¥-^1 s]sH ^-a* A o^^ 

^. ^ofl c)-e}-, a. ^v^o^ ^Aja]. ^^cflAi 9Joli4^l ^ ^ « 0 »«6S ^ *fl^ 7l# 7l 

^ei* ^*2l >g$H « ^J 0 ]^. 



£ 2. -g- °J -MaHH 4€- aisife dioiE^^Ai^^^-si ^s-c^-oi^zi^. 

£3.^ #^2] «a Aj A }oflofl 4^. o. _g.n Szli g ole^aflolA- s-^^e^ c^Ul-oli ^efolu] A}o)S] a o V^a]-^ ufB)-\!) 
£ 4A-C. ^-^2) AjAloflofl ^l^^^e] A|iEflo^ A>H. 

£ 5A-D. & 1^21 <a ^Ajoflofl n}^ w^o] #s.-f^>E. 

£ 6. -g- ^^2] ^2] «g AjAjoiHl ^^rEiAl^Ej 3^2] ^S-cfolcHziEH 

£ 7. ^g- ^"^21 «fl-5fl'i^ <a ^ ^1 o^l ofl 14^. d)}2.e]^^-a1^^o)1a1 4<g iLS.S] #5L^-aKe. 

£ 8. ^2] «n-^l)^^ « 0 l"tf ^Alojlofl 14s. D )]S.e]7-lAj.AlA 1 ^ollAi ^ 0171/^7^ §s o.^e 

£ 9. £ ^-^21 BJj-^^^ « 0 >^2] <g AjA]d)]oj) 4=. uilaelT^^-Ali^oHA-i 34<a^iL^2] #S^>JE. 
£ 10. -g- ^ V ^21 wj-^fl^^ «y ^Aloflofl rllS-E^A^AliE^oflA-l 4<y £«:.£L^S] #5.^-^^ 

£ 11. ^£4-^ 9x *^^H}2) Al^ej ^2: ^loloV*2l t--§=.Cfo|o} ZL B». 
£ 12. NT ^• t a^]^l2l a] a.^ 5l]o]ol-*2l 
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£ 13. £ 3*Hr <a ^A|d|§ ^^S>^ tS^-^H. 

£ 14. -H- *k*$2] iH*l» ^*Hr «8-^s] e)-^? 0 i ^sKr -&3.-*M>H. 

£ 16. ^€ H^o' ^^HH A^^ -f-e^-g- ^^5>SSAi A)^ ^ £3* £MBl^SV7l^t}- H o V, a 

£ 17. ^^21 3LS H o V>*o} Q] ^A^H ty<2. ^ar^ ^%.o) 7fl^.i. 

£ 18. -g- ^3 3 SS ^-s-? 0 i « 0 v<go} <g ^A]c4lo11 A]i^ ^^l^i II £L%3) #5-2-*>e 

£ 19(a). -g- IE Ir^-^J U ^aHH) a}£. + Q&<%*\ IS 171 IL^2l 

£ 19(b). £ SB l-^-^o 1 a o Vl £2l °d -S*HH 4# 34f3 £7l 

£ 19(C). -& 3LJ=. U^S] <a ^HHl afS. ^^E] A]i^ ^oflAi iL^^l ^e^E. 

5EL 20. ^21 iflBflH » 0 >^2l <& ^}°\]<t] 4^ fl*^ Ajifl a^s] 7flA£ 

£ 21. £ 1^2] tllH^a ^2] <y *JaHH i4# ^^El Al^tj ^-g^ MlS^a #3.-2- 

£ 22. ^2] ^M^S^S-^ calls* ?I^^ESl-7l21«|l Aj-cyjqi. SL?±o]v]2\ t}oHzi«g. 

^fl ^1 215. oi^f-arM aJ^fe 1^21 <y ^ah§ q-Ef^fl #5.^-^h. 
£ 24. €£-f^ 95 £-<8*Msl 4^Al>,^ feel7fl#2l cfoHri^. 

£ 25. ^£-2-^ 95 &<8*MSl J^H^H feel7fl#l- A>c»l^ -gaV^o] s^a]^ *)]o]2l c}olol;zfl. 

£ 26A-26G. £ 221 Ej^d *M£*l2}- ££^pj # 52) #5.2-*>e 

£ 27. £ ^21 <y ^Aloflofl ^^.S) 2fl?l^ll- Al^ejsl ^S.^cfololzz.'g. 

£ 28A-28B. £ t^2l 3= -4M«fl*l| n|.^ ^ sfl?l^l# ^^>7l21^ « 0 ^2l #S.^-^Hzl^. 
£ 29. 9x -£-^^^2l Al^efl ^3. efloloV^ tq-oi^n^. 

£ 30. NT ^1^1 21 A^tfl ^-^ n]o}o}^-s\ v\o)o]zl^. 

£ 31. t^2l 3(-<a « 0 V^Sl 9J ^^Hl» M-Bf\H tS.^^S. 

(57) ^21 
1. 

tfl°lEl AV-g-1- f-^5l-7l 21 OIAJ-O) ^0]4 CflolEi^. Sfl^l^l- >g^*Hr ^^1^ = 
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#71 ^eie>ji #7) t-flol^s ^^«]-7l fl«H 3*1*1* J4l*3-fc tH3€ ^* ^-S-S 

^T 1 * 2. 

*)1 1 *<H1 SH*!, A J-7l 3fl?l^]# ^elsVfe ^^l7l- ^"71 Bfl^l^l Aj- 7 | S«3*13 *1 A °fl ifl* 3*1*1 ^^-S T 1 

^€ 3* «H8 <^ SRr ^olEUioJ. -B-^i« 0 v^. 

3. 

A 2 *«1 5U°W, ^71 S17H1 tfl«H *M-*I E.eH«. *3* 3 ifsM ^*j€ a* 3-3-2.3. SJ-fe 

A 1 *cH) Sa*H^. ^7) SH+ olAj-o) ^O]^ ^tiV^- ^A}5V^ £7)1* 3 ILW<*\ ^€ ^-1: ^2-S sl-fe E))olE^ti 
^T 1 * 5. 

J4I 4 * 0 H1 &<>H. e^Alai ^a\] cfl^v ^Tflfe vfl^^ <&*!* 3 £fgH ^M§€ 3* 3-3^3. s}^ cfl 

olE)H.*V-fr^l* , fl. 

6. 

xfl 5 &3*i, W #3 3°13°11 iWRr 3^311* A 3*j*Hr #33, ^7] 3333 <£A 3<H3 

#3 #3 3^3lHl 33 iWRr 3^3** StfSfe 7>*j- 331^13 #3 3333 3^.311* "1^5^ #3 

2. o]**o]7\v) t 

#3 7>^ 33*3 Aj- 7 ] 333fe #3 3#i3 333^ Sr$<L3. 3^ 333li<?V -JM*^. 

7. 

^ 5 *J3 5U33, 3-?-li3:-8r *fl**Rr #3fe 

33^ ^33 #3 7^4l, A 0 V 7l S||7l33 £711- 3*11 A>-g-^ H-333, Aj- 7 1 <£ol-g- 3 #*Hr 3 ©1 Ufl o) io| cfl Sfl 
3 i7l 333 «a^l^ Jl3 3^3^* c^Tflfil-; 

Al^ej 4^ ^}t}7] 3*113 7]* 3**Hr 33 3"3 3^31^* ^?}33^r #3! 

7l7f 33-33 3 333^ 3313. ^3 3* 3H8-2-3- 3te 333-S-3 -R-33-3. 

A 5 1H1 SZ33, 3fl7l^l A|^2l cfTilfe A J71 3fl?l^l7> <l7l^ nfl >*7l SW^S] ^"?]°fl tfltb -S«8* jL^H 

^J* ^-^J^-S. SRr CflolEl^.«?> -fi-^1^. 

5 in sa<H*i, A o v 7i Mi-^iL^ 
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ESAfli1 A 1 ell^iSBl ?H tfl«- *1el» ^L^sl-fe cjTJl; 
#7l *|eH tfl^- S-^sKr ^1; 

3^ 10. 

3*0 9 #°fl 5fl°H, i# = 34^°1H ?H1 Efl^: €*-8r -Mi* 

o\o]t]s^ 3H^He1 7l» S^sHr #31; 
#7l £Hi7} ii =3.41 ^ 2]iSt 3<4*I-:e.s*1 iJisi^ll- #31; 
#7l = 3.^7} iLJ:^^, #7l 5)1*1^^3 ?17> 71^ ^^Eofl 54^*11: ^sRr #31; 

#7l etl^l^E^ ?17> 71*3 2]iE6ll $a^, #7l =S.Afli7> #71 7)» ^l^Rr ^ -§- T^Rr #7fl; 

#7] = 3.^7} #7) Mi ^^EAVo]l ^7ll4 #71 Bfl^l^HEl ^W^o] 7} *l ^ Sm#, #7l A^j-fr «S.^ 

#31» 3 =.#«H ^€ 3* ^ *l-fe c-HolEliL^l -fM^. 

11. 

*ll 9 #°fl 5a°W. #71 tai-ofl tflfc s)l^l^S2l 71^ Jl^ ^, 
S.S.41^ oi-oicisq. ^i^^ee] #7fl; 

#7l =3.^1^7} #7l ii = 3.^1^ el^Hl- ^#§1-5.3.^ jiiL 5^*11- ^^s>^ #3]; 

#71 = 3*fl:£7|- Iti^tf^, #71 efl^l^He) 7l7> 71^ 2liS#6|] #31; 

#71 eflxliH&l 7l7> 7^ Bl^EAj-cH) ojcf^, #7l = 3.41 ^7> #7) e)|^|i6S| ?1S:* <S>4l^SKr Tl^fe # 

31; 

#7| = 341^7} #7i jijt e)iH#^l #71 -2.^* £3.^ #31; 

#7l ell^l iSe| 71 7> #71 7-1 ^ Hi i E #o)) &ji #7l = 341^7} #7l 2.2. = 341^ Sl.^S# c Hl #7l & 5. 

^-g- ^e)3>i #7l a°l 71^ eliS#°ll 5tUr*l« £^xr #31; 

#7l &°1 71^ el^e#ofl ojcf^ #71 A^oi -assq^s. *i 7W±r #31; 

#71 5M 71^ eliH#^l #71 efl^BBl 7l&ofl cfl$ ^if Tl^sRr c*-31t d =.#5>ol ^# 3* 

* % 5}^ cfl ol El ji^V -B-xl #«j . 

^# 12. 

^ 9 #<H1 si«H^, €1-4 St°l ^^sl^ #*»€ ^, 
= S.4]>; ofoicll- ^1; 
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^7] 5L3.M}^7\ #71 12 2.3.*tl± Sife^ll- %*}*}E.3.*) ^-71 ES^i?} iL5.£l ^r*l » ^*Kr #7)1 

^7] *3.M} + 7\ ^7} £S^|i &) iB^H] ^-71 Jl^o) #7)1; 

>8-7l HS.Afli:7f #7] JiJL £S.4i Bl^H^HI -8-71 -9-^°l ^SSlS^- *1 7>S>^1 #7fl# C] i^-SH 

^€ ^8-°-^. ^ cflolEUiL^ -b-^i«o v ^. 
^T 1 * 13. 

*fl 5 *<H1 5a<>H. ^YiL?>* ^SRr #7fl7l- 

SS^)i<Hl cflsH ^l-S-e) 2(1 °1 ^1 ♦ Sj-iLsW J:#-g- #31; 

A o V 7l ^-B-* T 5Ufe*H 4^ A o V 7l ^UlS#» «E|*8*|-fe #7)1; 

-8-7] £S^|i HLfe cf-g-Sl JBL^ 3.3.^1^11 tfl*H ^ v 7l nflael 2lM*l-t JL-fr-g- #7)1; 

#7) *IM*l7l- ^-R-U <r &fe*l ^-71 £SA|i7} Jill ^ Slfe*W nj-el- #7l J:#-g- ^el^sRr #7il 

5. o)Jf-ol^] ^.o-Djlaell- #Al«Br « 0 v^ 3-8: cflolE^^ -B-xlwj-^. 

14. 

*fl 13 1H1 5a°H. A o v 7l <*| ^^Hr Tg-Tll 

-8-71 *M*i7> JMJ Dfl7fl^l- 7l«v^s ^-R-€ *r sa^ll- ^*Rr #711; 

A o V 7l sflol^7l- -g-fj-^i ^ &t}#, ^"71 ^5.51 S^Kr #7)1; 

#71 5flol^7> ^-a-* ^ Z]}3.^ ^1*M #7l o)lHls:#ol EsB^lsl-ji >£ 7 | H]3.^s. ^-frv))2.^ e)^e 

oil ^^lfe #7fl 3- ^#3* f^lS dlo]EiiL<?l 

15. 

*fi 14 *<H1 $1°]^, #7l BflSSfe SS-Afli ofolcj, Sflo^l ^JiSl- ^g-B- 7>^S» 5L«-*M ^# 3* *> 
c-)1o1e^#-R-^1«o v ^. 

16. 

*)1 13 *J"H1 ja<H^, #?1 $|<g Jl#-§: ^E^Kr #7)1 

^-a-ull2.el E^B* ^Ali^E^, A o V 7l 2ll°l*l7} cf-§- n^liofl o| sfl ^.o.^^s. #7)1; 

A o V 7l Sll o] ^1 7 > 3-e-€t+#, $-5- Bl^S» <^^is}2.SAi ^V 7 ] ^.o. i; ^ *Vuf7f fe*l « 

l^*Kr #7)1; 

1- ^ sVl+si 2 S ,|a 7 } iLs#cf^, 5)1 °] *\?\ ^-n-Sl^- 3* *l7l-sl-*l #7)1; 
0 o^ 3.^9] ii^|i7l Ji^sl^l ^^cf#, Afl ^-fHls.el efl^LHl- ^^^ji, 
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#7) sfl°l*l# tt*}*. #7] Afl aiis^oii ^ ji<4 ^1 ^-7] ^-R-°fl.2.3 e^H-S <acUoissi- 7 ] ^g-R- 

A 0 > 7 1 3flol^ 7 > ^-R-El^l SHr^, IL^-& $13.^71^ c^]S. ^Aj<£ ?j-8r ^ ^ ufl o] e) -fr*!^ 

U. 

Sn 1 * 17. 

16 %H StM*l, #7] efl^Sfe Slii o}ojc^, ^]o)7Cl ^-H, ^-B- ?}^ES i^-sH ^Aj-g ^J-g- s). 
18. 

*ll 13 *M <&°]x\, 

^7] 3^±:7l^ sfl ol ^1 aflol^l ttljisq- ^1 Aj. 7 i sl^EoflAi ££ eflia^-I- 4j-7llSRr #7fl; 

5L€- sHU^l- ±Hl«Hr #7fl« C] -^a^ ^-g- m^jo S c-Hol E] iL^l ^1^. 

19. 

3^Al^ ^ 7^2\2\ S.^*l ?H1 tfl*M ^71 3^<gAl^^ #7] J^J* 3 °1 ^oM 7^ OH Ei 

* ^l^SHr H5.^^S-^Eio]xll- ^^5>S, Sl-O^Al^^ Jrf^ a o V 7 1 A o V 7l 7^ ^ 

HS.^]^^-Eiolcf^ Aj. 7 ) T£|.o_}A]iEjol Aj-71 7]^- AliE^vfl^A^aV cflolEjl- ^^MM- *\ 7}^} 

^ 2)-ojA)^Ej Jr-j^g- z}^}^ SpjAl^efl ^^o^M. rq-^Alitfl Jioj-c^olu] ^l^cj^ll: C-l 

^T 1 * 20. 

19 *oHl Sl<^^, ^71 S^Ali'i ^."JlSEl-OlOl.^^-^l^ 3±<U <S7l 1=1-7411- C"1 i^V^ , 

5)-<a<g7| JL#°1 ^7) ^ ^^Al^^ M.^ ^v+ol) tflSH^l 3^<a 171 ^fl*^ ^T^m, 

Aj-71 ^ 171 Jl#o| A o V 7 ] 7^J- C-llolElS.^ d)o)EH Cfl^ ^^5>^ ^Tfl; 

Aj-71 171 ^#o] Aj- 7 1 CflolEiS-^-El d)olE|0ll tfl^V ^-^ol^^ #7] *3,M}±7\ -#7] Cfl o] E^ S.^ A Q V 
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7) ^jAfli ^A]-7> SfeC^ 3*1 #741; 



11 B3.4 + 7} ^ v 7| A^-g- 3-<i3S)l*fl3. f^)?! 0 !, A o v 7l Jl^-g- ^ -#7] iLS. SS^i^ 

^71 4°J t7l Jl#°lM 5^«H ^7fl5>^l» 33*^. ^7fltb^ ^7H]A^oV>a-7l S^-g: H, ^7flS}-*l 



21. 

5.7.-1 -^7) Jl^H) Cfltt^l ElAll^, 

^-§-7-1-71-^71 7]® ^7} ^]}o}^% <£mz}Z}^*]^ 1^*1-71 ^Sfl ^8-71 A>^>ofl Tfl ^&f>}±: #741; 

A o V 7l AV-g-^>7> ^"71 cflolE-ll- ^Cfig -8-71 HHE^-fEl ^1 °1 ^ » #741-1: 5£^M 3-g- 

S-^ 0. S ^ CflolElJioV ^l»o V ^. 

^t 1 ^ 22. 

7fl 21 *8°11 ^-71 *1=8 c-llolE^ofl tflg. on ^1^1- oj;*H <fc*13*l SS^i«fl cfl^ °<M1^» S]7>S|-S. 
S.7.i #7l jL^ofl tfltb^7l H^l^-ar, 

A o V 7l ^7>^1 -SMli-t 71^-Sl-Jl S17^ 3^1 <^^1^» #*l«Hf: #7fl» S^-SV^ 3* £-3. sVfe CflolElli 

23. 

711 20 5U«H^, a 0 v 7 | ^j^. cflol^o)] cfl^}- ^^il- ol^ofl ^o]5]xl 8>-& >87l 5.S.^1^«H| cfl*V ^^1^-1- *)7]-5l-S. 

A o V 7l 7^ dH^-i- on^l^^S. ^7>^ 5S>fli5l E^^Eo)l^ a o V 7 ] o}-^. AJ- 7 | 7^ C)) o] ^ ^ fl °« 

24. 

Tfl 20 *M ^ SI^^I. ^71 CflolEloll >y-7l ^-<a^ ^B^^fe ^"71 ^7)1^, 

^"71 H S^llii ^Md stand -in) ty<& iL^fe ^| 

^8-g-sV^ t.^8 s)-<a ^Hl-ir ^S^sVfe ^7^1; 

A 87l ^-3^°1 ^ ^87l ^-g-sl-fe 7^ 3].QJ ^l-g: 7^8*V^ ^"7413. 3-8: f^^S *Vfe cil°lEH°> 

-n-7l«8^. 
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3^*25. 

31 20 *<M 5U«H-*1, I^Hl «1HH A o V 7l 5|- 0 J-g- l7l*l-fe -8-71 #31ir, 

#71 Jfl-^sl S A 1# £3 0 1 *)7}# ^-7] s)-<a^7l Ji#^ o)# 4<a #eflzil- ^^§1-^ #3); 

^•71 ^171 £<S*I13).5L *4^l7m #*|S ^€ ^^-S. SVfe tflolEi^ -fr*]^. 

26. 

31 19 *<H1 sa°1^, A o v 7l bHH^A ji<3-H.eWai 3l^#31fe, 

^"71 ^7l/^7l 5.^0] A 0 V 7 1 *^ «fl<>lE|S-¥-Hl Cfl O] ^ ofl tfl^ -9-^#*l» ^*Hr #3)1 

cflo]El# «*x|>s*|-H^- *|7H1*M cfltb ^^l^-l- ^Wfe #31; 

%7\ $7]/*7] $L^°\ ^ V 7] T^j- Bflo]E|3.Jf 3 HMeH tfl^J- A^o] o}u|el-#, ^-71 .fl^-fr nV£ = 3.^7} # 

7] 7^ dlolEU ^AfliBl-JE^- ^7>£1^) #£*W nfl# ^4^* *WHr #31, ZL^Jl #7l ^71/^7] 

A^OI^]* ^Afli^S. *)7>*1-fe #313. Ol^^l 4<ail7l/3l- 0 j5i7l €t"^ #311- D] i^-*H tMS€ 5J* 

<ls s>fe d)oiEiiL<y; -f}-7i« 0 v^. 
^t 1 ^ 27. 

Til 19 ^Ml si<H^, -8-71 s^ai^ a.^el-c'liH 31 ^#31^ 

A o v 7l ^7) dioiEi^Bi<Hl jl## -a-^°!*l» %^*}t= #31; 

13.^*1 a o V 7 1 4^^^- -S-^* ^71 ^<g^!3lS f-2H7]^r #31; 

ZL«t}# 3|.<y 37 ]s. -ti^sl-ji Aj-7] 4^371-f- Bl#^ #313. °1^-<H# ^°i^SL ^.^#31* ^\ 3. 

^T 1 * 28. 

31 19 *<H1 StM-H, A J71 ie^a]^ iL#j= e^o] 3l^#3fe 

A o V 7l ^7] ^ CflolElS.^-ElSl tHlolE^] A^Ol^l- TJ^SRr #31 = 

^##, A cM C-flolEloHAi ^- 7 ) 3)-<a#7j iL^-g- #31; 

zi«^l ^4#, -8-71 ^^4^7} iis. =s.4i°l^ll- s?-#*i-7l ^sfl ^AVsVfe #31; 
zi^^l ^cf#, aj-7) aj-o^^Tj jg.^^: >a-7l £^131.3. f-^l?l^ #31; 

^l^##, A o v 7l SL%% 7>#*V^ #315. ol^-<H# 4<a#^ ^-^#311- o\ i*Vs^ ^-^^ ^i-i: s-^ O-S. Sffe cflolel 
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29. 

^1 19 *<H1 #7] 3|-<aAl>,^ ti^H-eH^ afl^Tll^, 

a o V 7 ] 4<y^7l ^-7) OH El OHE^ cflSH^ol^, 



<#7] = 3.^7} ^7] OME^^-El ol^ofl C)lol^7> l7l€ 5L.2. =3.^ 3\ «H ^1 Jl 

^-fr -LVH^ =S.^io)lA^ ^A>s- ^^*1-J1, #7] 4MeH Cfltl <SH)^i- >S-7l £.^^r °VH.^ S.S.H 

ii^ ^jxfl^ ^A>1: ZLnfl ^"71 oJj^li ^Aj-71- f-^'S 5-3,*\)^7} o}xJx)ul <#7] <*\4+ %*\7\ % 

#711; 



%7]#<L2. #7} S\-<a-8r ^2, <#7] 3)- 0 J 0 l ^^fl^) #7] ^ t\] o| E| o]| A-| Aj.7) 3HJ-g- ^^sffe 

^7i]S Ol^^ 5l-<a < l7l W 



^^71/51-^^71 #7l ^BH^ s:#sl o}^ ?H1 cfl«fl^i, 

^oM il7)/^7l SL^o) 7.]% cflolEl^El $}o]^6\) cfltb ^ < Jl^l« ^*Rr tf*; 

A o V 7l £MA*7l ja.^ol AJ-7I 7^ D)lolE^«-El OHeH rfl^j- ^.^0!^, ^7] ,9.^^. njc^ = 5.^^71- >^7l X]^ 

cflolE^ ofl^l^sVis gi7Vs>^ll- °n^liS>fe 3-8: ^7}s>fe ^Tfl; 

A o V 7l il7l/^7l SLf$o) ^-7) THlolElS-^-El cflolE!^ cfl^V ^.^ oM^, 4V7I ^.^-g- °VH.fe ^ =5.>Hlife 

A o V 7l A^J- d]o]ElS ^^]isl-fe 5i-ir *l7l-sH ^fe^ll- <5?l^liS>£^- ^7^1-fe ^Tfl; 

A o V 7l $171/^71 JS.^01 0I7I ^.^<?]X11- ^/ll^sfSLS *l7>sl-fe #7llS. °l^ol^l 3}-°^^ 71/^-^^71 #3] 



3f°J^iL 5.^°1 ^>7l ^i^- tflolEl^Ei cflolE)^ ^-^ ^.^ol^ll: i^Sl^ #711; 
^*1 ^-Cf^, ^-71 2}-<a^a. j8-^-§- ^"71 ^-^^l^S. f-i+Al 7)^ #7^1; 

=m^, 31-^3711: ^ItsfJl ^-7] ^3.711- Bl^sV^ #7ilS ^^ol^l jl i^J^: 

^«a«^ -8-^°] ^71 7i\% E))olElS.^-El CflolEl^ _9.^<?]X1# %^*}t= #7fl; 

^^CfS ^o V 7l 7.]% $]o]Z\o\W %7) 3t°i&7i <L^^r ^*Hr 
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n^^l ^cfS #7) HS^|^7l- n S _x|Aoj^ f sfr«l*M 3*>*l-te #31; 

^^4^, #7l ^V^Shfe #7)1 5- ol^-ol^l ^ifi^ .8. 3m 311- c| S^s}^ ^Aj<g 5J-S- s^o S §1-^ d|olEl 

jt«--fr^i , 8-'a. 

30. 

all 5 *<H1 SH*!, M^iL^-g: *fl^*Rr #31^ 
a|^6J A^S-Jfe] *)-§. 81 fc #7fl; 

H.J*h Al^a-fr Ol 7^^ A]7_V^ ^^7> ^fl-El Al^^JoflA^ ^^^^^S. Zj^§>^ 

#7] cflolE)moli7> 3.7*1 S^tf^ ^-71 ^-g- Al7_V^ #7l 7^^ A] tJ&JZ)- HljiL*|-JI, Aj- 7 j *j.g. Al7j-&o| AJ 7 ] 

*1#€ ^l^m C| AV 7 ) ^ o. AlTj-^ Aj-7] 7-1^ Al7V& 7^S>J1, #7l ^-g- A] 7j-gjH A o V 7 | ^ 

3 *l?i&JiLt* JM-tJ-fc Aj-7] ^m-Ol-S-S) A]7J1-^1^ ^<?]£r A>*tt *T &»1£):2, ^ofl ^ Aj- 7 | A] Tfl - ^Tfl 3] ^ 
<?]°1 Aj- 7 | dlo|^o)l cfl^- ^Allif ^l^fe 7l^~g- ^TflSRr £31; 

#71 ^<il CflolE^]ol^ 7 > i7l^^l Sfecf^, Aj- 7 ] AlTj-Zjt^ Aj- 7 | 7] ^ A} 7l# ^JEL°fl T^Kr ^ 

<H^1 ^7)1 ^17>« 3L7l^Vfe ^lS. Ol^^l tflo|E^] t||«- ^tF&TT ^1^1^# «o V 7l*V7l fl*IH gff-^Sl Aj- 7 ] a] 
iej Al^ll- ^T^m 5.^-cl-^ S^l AS *)-^ <ME)g.g -R-*1#»S. 

St 1 * 31. 

^ 30 %H 5U<>H, a o V 7 ] <-o] c-)lolE^]oli 7 > ^7l 5^-51 ^SKr #7fl^ ( 

#71 CflolElHflolioHAi Aj- 7l AlTiSt ^^5.^-El Aj- 7 1 7^^ ^l^SM; SI ^5 

#7l &o] 0(zero)ol^, ^7} ^}o)B\vi\}o]^ 7 } ^ 7 ]^s\^} i£7fl; 

#71 A|7l& |S7l 0°) #71 ^<?1 Cl|olElH)lol^7l- ^l^S)^ ^^3lfe ^TflS. ^31- ^^J 

32. 

4 30 #°fl , 

#71 a] 7j| 7 d va171-s1 ^7lS)-JL-!fEl ^-^^1 ifl-^-^^lTj-Aj-^A^ ^7] 7^^ ^7!^^ ^1 ^1^ E 5 ^1^ H^^(trac 
king)§l-^ #7)1; 

AHzJ<g EBS^ Tl^^on, a 0 v 7 ) a]^^ aItJ-^^-eI AlTj-TJt^. #7)1; 

#7| Aiti-at-g- #71 Al^^j AiTijq- hIjesVji, Aj. 7 i alsofl 7l«V^ A]7J- ^^Al7|^ cJ-Tfl; 

#71 A]7i 0)^-0) ^-g-^- ^ olfe omvflcHl o^xl ^rcf^, #7) 5>l4 AjTil-^-Tflfil ^<?] 7l^ol ^^-J]^ 

#71 A] 71 oj^o] ^ oj^ o]^- uflofl o^cf^, Aj- 7 ) Al7i]-^^S] ^o]* *5AlsRr #7)1; 
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^t 1 * 33. 

XI 32 * 0 H1 Sa°H, Aj- 7 } a]^ o]^-ol ^-g-^ ^ &fe ol^-ifloll &feAH tilt!- #31 *Vi4 olAj-o^ A}#)-&7\]2\ 

Aj 7 ) A]^^ Al^lS-^-Ei Afl«i^ Al?>* 

4>M X]«d*l) Ai^v^* Aj 7 j vH^-^^ai^-4 HimsRr #31; 
Aj-7l «}ja» 7i«vo.stb *m tWl^lfe #31; 

#71 Al^V ol^-o] Aj. 7] + ol^ ol^o,) oji}^ Aj 7 | Al741-^^S] <£°}-§- T^Hr^ ^) ^ Xl 

A]^EJ Al?V^ Aj 7 j A l#& ^H-^l A^J-SV^, ^^.^V A]^^ Al?i^ ^EO] Afl«i^(| Al?Vit* Aj- 7 | 

3^ 34. 

X| 32 *<M1 SU^H, A o v 7l 4d£€ £«W rfl^ o.5L 02,°^ 6^ A>o]2l <g?ji4|«q SUfe 3* *lfe 01 

35. 

Xl 32 *<H1 SU°H, Aj 7 ] Cfl^l^ 0.^ 0 ^o\)A] 3 X\Q AH2) »§3MH S4fe 3-§- ^8-°-5L *>fe 

33^8" 36. 

Xl 30 *<H1 Ai 0 !^, A <M A^l SH*]-^ ^7m3-lfB] A]i^ Al^VAj-oflA-1 Aj- 7 j 7 ^J-^ A| Aj ^ A] i 

6 ^ Al?i* saj^l-fe #31; 

Aj-71 ^1^^ *1 313.^3 fe#*ll £fe #31; 

fe>3*i| AlTiSJt-i- Aj- 7 | Aj^Ej Al^ HliESKa, Aj-71 H l 7) «V A] 7> o] ^-g- ^A^ir #7fl; 

Aj-7i *i# safe °i!NH su## ^1 Ai?v&-g- # 7 ] ^^-^ ^-^i- 

^^D" 37. 

XI 36 *<H1 SU°1^, ^-§- ilfe ^7111- c-1 £fs}o) ^Aj^ ^ s^o S dlolEliLol; -R-^«j^. 
38. 

XI 36 *<M Sa°lAl, Aj- 7 1 Ol^-O] Cfl^l^j O^oflAi 3Al7> AVO]^ ^^vflofl 3-§- S-A] sf^ 01o|E| 

iL 0 vl -B-Alaj-^. 
39. 
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40. 

341 5 *M 9X°1*\, W&W* *M3* ^4^s>7] fl*H cK^s] #-§- oil- ci«W^ = ew«l-l- 7 >*i^ 3 
<#7] claH^ ^#3 #*1*Hr #31; 

#7l 3!#*1| c)uH^ S2|o]ol7> <>1€- cf^a] cl«H^ HeH«W*1 ^sHr #31; 

A o v 7l 3Ji3*4| c]uVo]i He|-ol^7> 7}^-^ J2.S #7l ol€- #==M ^«><>1^ S.e^ol^oflA^ ^^o]^, aJ- 7 | 
*4| c^w>oli SLeMHloiH ^7) 'a*^ A^-i- ^«Rr #31; 

#71 33#-3] C^W^ S.£)-0l^7l- 7]^SL3, #7] #-g- <>1^ cJ^Sl ^H}..^ HE^ol^^^ a)#$j7> oM^, -^-7l 
^ajsfl ClU>o]i c^ol^oflAi ^-7] 7^*\SL, #7] o]^ Cf^S] C^W^ ^ c|] ^ u}~g. ^ 

cl«H^ ^HH«H S]«fl ^Slfe Aj- 7l iL^-§: s^l^fe #7fl-& d] SL$ .ojg. sj. 

^T 1 * 41. 

31 40 #°fl Sl<H A 1, #7l cl«Hi E-^H^^- 3l-^Ali6^ ?}-g- s^io S sj.^. t-flolE^oj; -B-A]a 0 v^. 

3 ^42. 

31 40 «J-<H1 5tM A 1, cflolElfe ill 7p 0 > S^l^otl 7^51 Jl, Aj- 7l oj^aj £.;j).g. #7^ ^}o}b\^o}. 

^-g- *!*8*Hr #31-1- d| £t^°l ^€ 53* ^K 1 s}^ tlM^ ji°> -&-*l#>g. 
43. 

31 40 ^1 5fl°H. #7) HM^fe ^51-^ ^EflS 71#S]JI, #7l <y#^ ^^Sfe #3fe #7l $)o]b}^- ^ 

44. 

31 40 #°ll <&°]*\, #7l <a#^ A^-fr *2^*}^ cj-741^ wH^l^l 31*1- ^7] 31o1e11- ^^}^ #311- 
^^J 2 -^ 45. 

31 40 *<H1 Si 0 ! 7-1, ^-71 aJ^i^l ^aV°l^ zl^°]»\7} 7]^*\ ^7l f^-i; o]§- ci^ai cq«H^ ss1-ol«1 <: Hl7.i 
Sl^l* l^Sffe #3fe 

#7l eJSl^l Cl«H^ = Hl-o]Ol7l- Ol^ofl i#5l^ ^$j.Cl-#, 2:7lSl 3L% 2.1" <3S.^1^1: ^lsl-Jl, #71 a 7) 2.# 

21- olHellil- 7-1 ^-sM, #7l 5J«i^l cl«M^ = el-olBl7> 7l^j°3. a o v 7 ] oi§. cf^al ELe±°]u\o\] 
7-i ^#^1?1 53^-5. ^sHr #31; 

#7l c) hM ^ sei-oiai7> oj^ofl ^#£)Sii3-#, s# <3 = 3l^l- ^IsVji, #7l s.<t 2. 
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#7] S7l Jl# 2.1- 0)^2^7]- >y-7l ^-ifl** 3L# 2-1: <H^5ll^2}- ^^^-cf^ <#7] xjn}o) + B.^o}u]7} 7]^- 

T^TT CilolEiJiLOj: -fM^. 

46. 

c]H}-o)i ^el-ol^ #2fl 3. (shutdown flag)* ^sJ-Jl, el -^-(re-hook) H 3.^1^1- ^SHs^ <2r 

7415. ^€ 53-8: ^ O-S- *}*= $]°]*\St.9V 

47. 

^5 ^i^fl seWtH *2fl^7> ^^fe^lS ^Af§v^ ^-7)]; 

^-§- *|7V*fe ^-7411- C-1 S.%ti\o\ =?-s&Q 5^ -R-^l« 0 >^. 

48. 

30] 47 *M Q A°\*\, =1—35- EMif iM^Kr ^Tilfe 
>y-7] el-* HS.^li7> 3-7]&m 1&741; 

A o V 7) ^7} ^Tj^g 51^^*1 » %*}*}t= 

A o V 7l 5^71- *)^& &<3°fl ft^'S, Em^7}^$ JLOV -g-^-g- ^71^-sVfe #7fl; 

A o V 7l cl«>oli B.S\o]n\7\ ^"71 #-§- ol§- c^o} ^ «H ^ J= eH «1 ofl ^ 2^$H1 ojcfig, Aj- 7 | % 

«i*e cl«Hi new*! ^t^g. 1-aflzi* 4t3<|*|tiM= ^1; 

a o V71 Hl-^ HJM1^» ^1* Cl itSH ^3 5}^. S.^ O.S. CflolEjJio]. ^1^. 

^t 1 * 49. 

3H1 48 *<H1 5a<H^, A o v 7l 5£J*7^*} iL^V -§-^ ^-71 cflolEll- ^J-Al7lfe <E4^15. ^.a^ ^j^- £^o£ *Vfe ^ 
olEl^ 0 J:-B-7,l» 0 v^. 

50. 

301 48 1H1 9X°]^, Cllol&l^ iL;§. 7}^ ^Al^^oll 7i^j7 t Aj.7] D|lolE]» ^AVA] ? 1 ^ cfTflfe A o V 7l 1L± 7} 

51. 
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52. 

^}7}^ #741 iE ^€3* ^2-3- *m cflolelJiLo}- -fM^. 
^t 1 ^ 53. 

^1 48 * 0 H1 ^<H^, ^"71 HSa^ 7V^*V SL<£ -g-^ ^71 ^^E]^ 3]-^ e^l-sl ^« 3^ 

54. 

*ll 48 1H1 ^"71 =S.ZL^7f^fV JS.J: -g-^-8: ^71 3^7> 7.fl^# S>£^- S>fe ^-^5. ^3 <>- 

55. 

1 1H1 5M*i, H-sL^°fl ^«fl iL^*]^r AV-8-o]] dlsH 5LHiL^-i: #*l#7fl; 

#7l 5.3,*\\^7} ^7] ISf ofl^^s- ^7>£l^^l^ ^tsRr ^A|.uJ-7i); 

sVfe d| JLOV -B-^l « 0 v^ . 
56. 

*ll 55 5U°H. A o v 7l ^V^fe 

3 is s}^ oil o] ei i.<?v -fm »g-»a • 

57. 
58. 

= 5.3] ^0]] £EOj a^o)] cflgj.^ 3LE^.^-i- ^l^Vfe ^Ejg.^ ^1^.^]; 
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#7l aSIL^o] 171 #7l S.S.^7} #7l Ilf <g5is. 3] 7 >Sl^*l* ^*Rr 17) £B s^j 

^ 3#tf3l; 

#7l aS£.^jM <§7l iH^-^ol^ #7l t7l aS-9-3M ^^^S.^" #7l =S.4^7V #7| lit <gS 

J} ^S^cHS #7l <g7l II It^-g- S^^M, #?1 B.S.M\^7\ #7] as* *\ 7>SM SHr^ig #7l £E 

-S-^ 7^S^ «g7l *)7>/7H^- #7i]; 

#7l iE^^ol g-7l iHA^olel-^, #71 ISl^Jt i&SSKr ^"71 IS ^S.^1; 

#71 aS^l ^7l# 7l^-3Hr II 7l^tfjfl» C| 53* ^t^S OM^-SL^ -fM^. 

^n 1 * 59. 

541 58 * 0 H1 Sfl<H<*l, #71 <g7l IB ES^i ^Wlfe 

#71 HS^]i7V JiJL e|>:H#oi| i4El-i4fe^l- ^^*Vfe fil Si^i el^S 3aV£M|3. tMJ%1 53* * 

^T 1 * 60. 

*fl 58 *<H floW. A <M 171 iBA^sl #71 S^£ 

6 ).o]c|SJ.#7l 171 IBl^oll cflsM 2l€€ iS €#(handle)Sl 71^-* -JMSl-fe ^TflS oI^^Iji, 

#7l -2-7) iSSl S^^l #71 ^-71 SB 7lS-^-7flfe#7l 7l ^ #7l £S^1^2| #7l SflSE-fiJ- #7l <$7} 

tflsH El^^ as ^iTlsVfe #3)3. 53-§: ^AsL &m cll°lEl^. < a: -B-^l#^. 

61. 

*)| 60 *<H1 5fl<>W. SS.^1^71- <S7l £If 71-^1^-^11- ^#5>Jl, 1^ as* 7>*l =3.^1^^ t||*H M<?Hifl*ll« 71 

in as7> as.^1^^1 tfl*M n^*!!* *i7>s^ ^741^ <*i^-<h^i ji<?v3#<a-7fl« c-i ifsH ^ 
€ 53-1- ^2.s *m ciloiEi^.<jv -R-^WH. 

62. 

*il 6i %H] &<>H, #71 <g7i as as^i^ #71 §<a^oi ^.^ as^ ei^s#^i m-ew-tt 

*1» l^sHr £7fls 01 =01^01, <g 7 i as7> as^i^l cfl^H s^sfl^l* ^WRr #7i ^n]^ #71 as^i 

^» #7l Jis SS^li el^S#°fl Sl^Hfe ^-TilS 53* ^3-2-3 *m dl°lElS°> -fM'&ll. 

63. 

*ll 5 *M Ml^Ji^-fr ^l^sl-fe #7flfe 

Es^is iLMi^i i-iis^^sl AV-g-ofl t|sH Mis*la il^* #*l*Rr Mls*la. .2.^ ^m7il; 
#71 as^l^si ^--a^* ^^sVfe as^ii ^-<y^-7ii; 

#7l as^l^7> #71 MlS^fil- ^^|isl£^ *17HV^11- ^^*>^ ^#^-7^1; 
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^7) 5.3-4^7} ^7] tflE^a^- o^]^}-^ S^}^^ ^12=^3. -2.^8 <>1 f^7}i5}3., -#7] 

7} ^7] Llls^iELS. oflA-flisV^s 5) 7 }^i ^cf^ >a-7l vflEcqa Ji^-fr Tl^sRr ^7\/7]^- c-i i^-sv^ T 1 
^€ -fir <R]°-S sl-fe HMEliL<?V -fM^. 

64. 

^*<J- 65. 

all 64 *J-°I) <$7] iflH^a. .2.^ <?]El^)ol^7> °le]5llo'liol ^-g- o.e. S |.i=. d) o] El -S-^l 

66. 

*)1 l *<M1 sa°H, ^*H=- ^lfe 

3fl?W| cfl^H 4<a* ^*Kr ^1; 

tiHEi 3}-<a4 S}u)- c^Vo} ^.o]^ 7 yX\^ ^o) do^^o)^^ ^V 7 ) 2).ojo)| cfl^ l-^ol^HSl 

^^sffe ^-71 o^s) -oi^. ^ai«v^ -&7fl; 

^i^lSl -fr"^ ^t7.>l- ^*l?lfe ^7^1; 

67. 

*)1 66 ^ 5tl°H. A o V 7| SVM- 0]Aj-^ ^O] O. ofl^j^ ^o.E ojj^ aI^V ^o], dVs ^ ^ol, ^ <=J-*|- <£°], 

68. 
69. 

*11 68 *<H1 Sl<H^, cfloHHSl ^ v 7l afl7l^m *r^>3* ^*flo] 0.0^ ai*^ oj i^ji, Bfl?]^ Q^S] -fi-<a^ 

^* ?1& ^-711 Ol^ofl ^Al^|. Alt^V* ^*>fe <a-7fll- C-l SL^-sM T 1 ^^ 51* ^^^.^ 5Vfe 

cinema -8-*l H o v, 3. 
70. 
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« 

31 69 1H $1°]*], flM^ -^7) ^Htt S^M^S ;£HJ=$II<>I# el i^-sH ^€ 53* ^ s>fe HMel 
71. 

*ll 1 *<H1 StM*!, 

sfl^Wl cflsH HH^l ^U-l- ^4j*Kr #31; 

A o V 7l OH^ J*«4 ^^151^ S># ^71^1 <£?J cllolElHllolii^ 2^31 ^-eH^e Aj-g-Tj- 

* ^-3i*Hr svm- °) A o v si ^<y* ^#*Kr #31; 
3fl?l*l #*)lsl -ff<a# ^t^l-» 'S^l^lfe #31; 

Aj 7 ] 3l 0 HH 3|-<a, gj-uf o]A o Vo] <-<y Aj. 7 | ^jo} JfrQ-s)- -i]^7.\, W^'ZB. ilSH^^S. cl^-^^lfe ^}o]B\S] 

n?)*)* #31; 

^•71 Sfl 7] oj- s^Rr 331 ; 

^-71 tfsM sfl^l^is. °l^-<H*lfe -a^H-fr 48-3*1 #31; 
-Sr^Hl* 7>*lfe »eWSS. ^^H-M Aj^u-t- ^#*Kr #31; 

A o v 7l £<3^)7} jtft^Stlfe *<8*I|*|$H» ^*Hr #31, 

3§c(-3 aj- 7 ] #el-oi<ye =g=Ei a)^o\)a] ^bH^e i£E?)oit ^^a^Iji aj- 7 1 #ej.oi3H ±=i^c»isl aj 

#el-ololH ^<?1 cIlolElaflol^Sf Aj-71 ^SH^H ^j^El Al^^Aj-sl ^l^if ^Al7lfe £31, 
Aj-71 3||7l^7> -fra^l* ^*}t= #31, 

-R-jLs}-# , a A <M 54)71^1 #z)]2] -a-<a# ^tAl-# Aj 7 l ■^eH'iiH ^3 SflolEWMiofl 7lS-5fe 3:711, 
^71 El] 013 Si nn*]^"^ A o V 7l *H°13 SHI*!- *m olAj-Sj =-o]-g- ^#S>fe 331, 

Aj-71 tflolEj A o V 7l ^^\SL Aj-71 *>l+ olAj-o) <£3-g- Aj- 7 1 ^o]<£^ ^]o]^^o]^ ^ 

#31, 

&#3 ^"71 3fl7lAl7V -g*l€ M-Efvflfe AJ-71 3*<H -a^^m^l ^ VE fl» "S^SHr #313. o}^o)?) Aj- 

71 #£}°13S ^ =Ei Al^EjoflA-l Aj-71 -g^M^lfe #31; » 3 ^3 ^QSLS. 

72. 

31 71 SlolAi, ^-3^ sfl 71 *17> aj-71 3*3 Ai^^ofl ^*Hr #31; 

^^##. A ^7l #e)-0lOjE 5g *fEi Al^^oflA^ #el-ololE i=E.^f Aj ig a] f] ^ o) x\o\) aV 7 | 3)) 7) xl-j 

#311- ol i#*H tM§* 53* f^^S SV^ cfl°lEla.3 -fr^l'S-^. 
73. 
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*)1 72 *M $X°]^, W -fri^l* ^^Hr ^lfe, 

^*Hr "EMI; 
^T 1 * 74. 

all 73 *<H 5U«H*1. A o v 7l 3fl7|^l^, 
^*]£l$*r*l» ^*Hr tirTil; 

^t^, 4 V 7l 3fl7l^lS^-El ^71 SeM^H iES^<Ht ^#S>J1 ^7l #eH?lH X|^ofl ^-7] #^o)o] 

75. 

^jol^s. ^jg^Vfe ^7)1; 

ZL^Cf^, ^71 3fl7l^l^El ^"71 feH-ai ^#^>i ^-71 #5|ol^E ^ Al^ofl >g^S>fe 

76. 
77. 

^11 71 5fl<H*1. ^>7l #et-ol<aB i£S^I<Hfe S>»4 °1^ c]hH^ heM*!^ A ° >7 1 #eH°iH ^lol^Hflol 
o] jl, ^}-7l 7^ife sv»4 oi>y-si c|tiHi sel-oioi ^ qo)s. sfq-ofl ^sflAi a^^sj^ St?}^ sj. 

3^8- 78. 



afl 71 *J-oll 51<H^. ^-71 3fl7l^m ^r^]7V ^*1121 -8-03$ ^t^» c] i^Sl-Jl, ^ v 7l ^?1^17> 

^^SVfe ^74l7> ^Al7> ^AUSl -a-QJ^l ^t^V°ll CflsH ^"71 #el-010lE ^o) o(] o) ^ «fl ^S. cj^s. ^ 

eVs^, U-^] S:*Yc\# 3iB7lx)7> -PtJlSV^I ^ $°-5L. ^7l ^<d7> ^SflS} -Rr<a^ 
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#7l ^-"fl *r#*> -B-^tb «1j3I*H ll*!^-^ #7l sfl^l^m -^-SLtb 3 -2. 

3- <a^*W ^fe^ #7l 3fl ?1 ^1 7> -B-SSM &CJ-J1 ^^tfe 3* JM-^S cflolelJiL^ -R-*l#1j. 

^T 1 * 79. 

3l 71 %H] 5U°H, #7l ^ °l#Sl ^ojo. ^j^i rfl^i Al^V ^o], nVj=L ^ 

Ajai£| fe ^lo£ HI °1 -fr^ll^. 

80. 

31 71 #°11 SioiAi, Aj-7] Aj^^ol jiJr^ ov^o] ^ .a. cflolEl^ -fM'&'g. 

81. 

31 5 *<H1 SloM, ^iL°v>-§- 31^^ #31 

^<S*1^ sl^^t #*i*m #31; 

Aj-71 ^aI^ ja.^^ ^-ssl-^ #31; 

#7l 4^^^^ SL^CL£_*fBl el# ^Ji* ^AlsRr #3|; 

Aj-71 2)- 0 J^i^ -S-3)°l S-S- ^r 0 ^ Efl^lH ^ 33<il*l» ^§Rr #31; 

^E]-#, a o v 7 ] j^jr. t^o} ^_o_ ul-El-tfl^ Aj-7] el^ ^ril- #3«Hr #7115. 3-§- ^-^^-5- sHr cfloi 

EiiL#-R-*l#H. 

82. 

31 81 *<H1 5a<>H, #71 4^ 411371°] s-^J *fe tflolElaoV -fM#^. 

83. 

3] 81 #°fl Si^A-l, ^z}^ #3l7h 

aj-71 el€ ^i7i en-si jiiu ^-^^ EflzLBi-'a^ ^-"a^l* a^W-te #31; 

n^c}# #7l c\^s] &± aj-^si B)-<a #Aj.g- q-El-vfl^ a 0 v 7 i ^# ^^.s. #^s>^ #31* el 5L#sM ^ 
a- 0.5. s> fe dl ol El ^oy o.^ ^ _ 

84. 

31 81 *<H) Ai<H^, #71 iLi ^oi oj.^^ ^^3. T^sqfe 3-§- *3 ^.s. ^ 010^^01 -R-*l#>3. 
85. 

31 81 *<H #71 ii sf^o) 7 ># ^ojai^etoii ^^-sife ak^o_^_ cfl oi el iL# -fi-^« 0 v^. 
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86. 

87. 
88. 

81 *<H1 5tl<>W, Aj- 7 | ^Ajiej a|.^ Ai^jo] ^ cflol^ jioV ^1^. 

^^8-89. 

81 *<H1 A <M 4^1^ ol*H>^7i«i 3-8: f^^s tflol^^.oV-B-^tS-'a. 

^T 1 "* 90. 

3^9" 91. 

*il 83 *<M1 5a°H, A o v 7] iq-^Aii^ 4<a 31 3-3} .£.3. s}^ ^oi^a-oi 

92. 

?4| 83 SU°1^i, A oM 3«?l*i) iWRr ^ 3* «r3^3. *Vfe HM^-fiL'S •fWS-'a. 

93. 

*ll 83 Aj-7] .Q.^ ^isRr ^7l°l 3-§- ^1^5. S>fe 31 °1 ^1 JS.^ 13 U o V ^ . 

^T 1 * 94. 

*fl 83 Sl«H^. A o v 3 J**Hifl cl^o, v)#\£_ii\ ?]}o]o) ^ s-^cls. S]-fe HI o] ^ iL<£ 13« 0 Mg. 
95. 

Al-g-1 -f-^l§>7l ^"3 ^©HH^ *m olAj-o] <-o] o. S o^o^ 3fl7l*l« ^^Sf7l *V ^3^; 

A o V 3 *M3* ^^71 W±.SL tH§€ 3* «f3 *.5L ^HM-SL^ 133^<§. 

^T 1 * 96. 

*ll 95 1H1 $a°H, #3 33^°fl 3#5]ir Aj-71 cflol^l- Jis^] fl«H Ml-^iL'iM- C-1 ^.g. B-^ 

S}ir CDolEja.O]; O-XlAl A,Efl 

97. 
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100. 

^ 97 *<H ifl^.iL<?V^, 
a^i oH^sl- efl*l^Ba} ?V- 
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; 71 « ^ ^ ^ ^ ^ 71 w * 

101. 

4 97 w sa°w. A ° V7 i 
w win * 
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"38 T 1 * 102. 
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103. 
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i^* 0 V 105. 
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4 97 sw. ^ 7V . . 
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^^113. 
^T 1 * 114. 



* ™ 115 ' , c,o,^ W< ^ ** **** **** 

Ill « « w «« - — -* « - * w " 

III 1L, — * 

Ill ^im « — «• - " — SVfe * w * 

120. 



5*11 114 *<H ° 

121 
122 



jL-Bj- 121. 

122. , 
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$t^123. 
124. 

* 1JS « an. *™« «* « * 7,OJ ** 8>e 

3^ 125. 
3?* 126. 

4 123 «4 ««W. *>l M* W ««« ** * V& « W * 

3^*127. 

4 97 1H1 flo^. IE £*>g 3 

BBHM«Hff«* 

128. 

St 1 * 129. 
3^*130. 

,1 1„ M an. W «4 *M *«1 «« *** 1:1 *«" M * ** ^ **" 

St 1 * 131. 

4 i3o *i *-w. <w w« * w ^ cflo1 ^ *« * 71 **** ^ 
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3t** 132. 
$t** 133. 

4 130 44 ^l^W ***** «* **** 

^7] <M ^£3 3-3*Rr 2-1:; 

M* «W» *** "»•»« * A|Ste *** t1 M * * 

^ O.S. 5>fe Dflxil. 

134. 

4 130 W M *M ■«*« 11« ^ "* ^ ** 

M tjw *» *M *1 * 1 ^ 71 «* "* **** ** 

^^^^^^^^^ r * **" * 

135. 

4 130 sa°W. 
g 3 -ft f^os "11*11. 

St 1 * 136. 
*ll 130 *<M 
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3t** 137. 
7fl 130 

■%7\ ^«V°1^ H-SW^} 7l-o^ AS. -#7| -5-s H~rH "i r 1 

S-l:; 

^T 1 * 138. 

*fl 129 H^l^ 4*fl ^ ^ Wl «*M **** 

^71 ^ 2.3-4^ ^*Kr 

*7l E^IM *7l £Ht «M&*5* ^^11 **** **** * A >** 
139. 

4 130 «4 5.^^ *S4 * ^ 1S>fe 

^71 *-iL*o, <a7l ssJL*o lfjW *7] A* **** **** 
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*>1 *«4 ^71* « 7! *4*« 4 WW W ** **** Dfl% 

St** 140. 

^ 130 5ft°H. 

#7] = 3.4|iS] *<JW* s^fe 5L JUtli S^ltf*!; 

*S*34| tfl.V <M«&* ***** 

t"8€ A3. §Kr ^^-t]7l nfl*f|. 

3^*141. 

*l| 130 iH 5A°H, 

*7] tW ^ * M o,^ *7l *«4 ^o^- *W «>UM *«* ^ 

sfl^l^l £si|si -a-<a*v *jl7>; 

^ a** ** «**-« 7 l DflSI1 - 

142. 
143. 

4 142 *l WW « ** ^ E1 "^ 71 

144. 

4 130 *<H fl* H*>H «ia« 4 iWl 

# 7 ] c)ti}o]^ He}o]u] 
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" *■ 

145. 

*ll 144 HSa^l: 

#71 ej^i 7g^.7> cH*«M J±J: 3-33 t^-^ Eflnsl-'a^ *<a^l» ^*Hr ^^-7l«vsl 

Aj. 7 i 4^ n EflzL5)-<a3i- <a^m^, ^1 C^Sl ^ ^ q. 

*t 

146. 

*)1 130 *M 91°]*], SS^il MAfl^ iHSl ^V-g-oll ISA^-I: ^s]-ai; 

AJ-7) 5.3-4 + 7} %7) £Sf ^7>Hl^-^# ^^5>Jl; 

a o V7| = 3.4^7> Aj-7] £B1 *)7}«1^^ Aj-7l iH^-^ol Aj^s] £ S. ^7^31, #71 HS^^7> #7l 

^*J- 147. 

130 %H SH*!, 
#7l -8-^ SS^liSl ^-^-8: ^^*>J£^- ^^S; 

Aj-71 ^7} ^7>«i^l» 33*H; 

aj-71 «s^l^7> a o v 71 LflH^la* ^^lisV^ *|7V&feEHd ^7} vfls^a 5.^0] ^3 5i a <#7] bs.m] 

+ 7} ^7] ^7>«lxl^^ Aj- 7 1 Lfle^H .S-^-i: Ti^Kr. MlS^a Al^efl-g- 7] 

^^J- 148. 

^o\s- ^ tflsi ^^ei ^oioflAi dioi&n- ^i^svfe 

Aq V 7] tflolBlS] A>-g- ^-^ofl cflgH ^^7V%-*V ^ol S} Aiej^ sVM- O)^ -,ol^ CHOIRS, ol^^l 3fl 

7|^)# ^^Ai^ife Ai^-fr 7>^1 flff^; 
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